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THE HONORABLE SEAN O 'DONNELL 
SET FOR ORAL ARGUMENT: December 11 ,2015 

9:00 a.m. 

SUPERIOR COURT OF THE STATE OF WASHINGTON 
FOR KING COUNTY 

34 

MOVE, INC. , a Delaware corporation, 
REALSELECT, INC. , a Delaware 
corporation, TOP PRODUCERS 
SYSTEMS COMPANY, a British 
Columbia un limited liab ility company, 
NATIONAL ASSOCIATION OF 
REALTORS®, an Illinois non-profit 
corporation, and REALTORS® 
INFORMATION NETWORK, INC., an 
Illino is corporation, 

Plaintiffs, 

v. 

35 ZILLOW, INC., a Washington corporation , 
36 ERROL SAMUELSON, an individual , 
37 CURT BEARDSLEY, an individual , and 
38 DOES 1-20, 
39 
40 Defendants. 
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MCMILLAN DECLARATION RE: NOVEMBER 5 
REPORT AND RECOMMENDATION 

56920·00251128912817.1 

No. 14-2-07669-0 SEA 

DECLARATION OF JOSEPH M, 
MCMILLAN IN SUPPORT OF 
ZILLOW'S OPPOSITION TO THE 
NOVEMBER 5 REPORT AND 
RECOMMENDA TION OF THE 
SPECIAL DISCOVERY MASTER 

Perkins Coie LU' 

120 I Third A venue, Sui te 4900 
Seattle, WA 98 101 -3099 

Phone: 206.359.8()(x) 
Fax: 206.359.9000 
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I, JOSEPH M. MCMILLAN, declare as follows: 

I. I am an attorney at Perkins Coie LLP, representing Defendant Zillow, Inc. in 

the above captioned action. I am over 21 years old, and I have personal knowledge of the 

facts herein. 

2. Attached as Exhibit A is a true and correct copy of the September 30, 20 \5 , 

Order adopting the Special Discovery Master's Report and Recommendation regarding a 

forensic examination by a Neutral Forensic Expert. The Neutral Protocol governing the 

forensic examination is atlached to the Order. The court-appointed Neutral Forensic Expert 

in Ihis matter (" the Neutral") is Mr. Andrew Reisman. I have been directly involved in 

implementing the Neutral Protocol and communicating with Mr. Reisman as counsel for 

Zillow in thi s case. 

3. On October 14, 2015, pursuant to the Neutral Protocol, a member of Mr. 

Reisman 's firm made forensic images of computers and other electronic devices produced 

by Defendants in Seatt le. On October 20, 2015, the Neutral (or one of hi s associates) made 

forensic images of computers and other eleCl'ronic devices produced by PlaintiFfs in Los 

Angeles. 

4. During the last two weeks in October, in close cooperation with the Neutral , 

all parties produced log- in credentials (e.g., passwords) associated with web-based storage 

accounts under their respective control, in order 10 provide Ihe Neutral with the abilit y to 

access and collect data from those accounts. While the Neutral Protocol recited that those 

credentials should be provided "within one week of the appointment of the Neutral ," neifher 

side strictly complied wi th that requirement. The Neutral consented to thi s modified 

schedule, which did not delay the neutral forensic examination. Allached as Exhibit B is a 
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I true and correct copy of an OClOber 29, 2015, email from Plaintiffs' counsel not ing that 
2 
3 Plaintiffs were, on that day, providing credentials to a DropBox account under their control. 
4 
5 
6 

5. Throughout October 2015, the parties and their experts participated in 

7 telephonic and email communications with the Neutral to coordinate the data collection and 
8 
9 discuss the Plaintiffs' proposed Instruction Set for the Neutral's examination of relevant 

10 
t l electronic devices. Through October 28, that process was characterized by cooperation and 
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professional courtesy on all sides, and the issues were being addressed in a substant ive, 

diligent , and timely manner. 

6. Attached as Exhibit C is true and correct copy of an email string dated 

October 23-30, 20 15, relating to Plaintiffs' Instruction Set # 1 for the neutral forensic 

examination. Attached as Exhibit D is true and correc t copy of an email dated November 3, 

20 15, forwarding the final "clean copy" of Plaintiffs' Instruct ion Set # 1 to the Neutral. 

7. Plaintiffs' Instruction Set # 1 dealt exclusively with e lectronic devices 

(computers, tablet s, thumb drives, etc.) subject to the Neutral Protocol. It did not propose 

any forensic tasks assoc iated with the web-based accounts subject to the Protocol. Attached 

as Exhibit E is true and correct copy of PlainLi ffs' Instruction Set # 1 to the Neutral. To 

date, Plaintiffs have nOI proposed any forensic tasks relat ing to the web-based accounts. 

8. On October 28, as implementation of the Neutral Protocol was proceeding 

37 normall y, I participated in a teleconference with the Neutral and all parties (along with their 
38 
39 respect ive forensic experts) to di scuss status. At that point , Plaintiffs' Instruction Set # 1 was 
40 
41 not yet finali zed, as Plaintiffs had not responded to proposed revisions. During the course of 
42 
43 the call , counsel for Mr. Beardsley raised a concern re lating an unexpected, anomalous, and 
44 
45 frankly unsett ling event that had occurred that morning, which was apparently associated 
46 
47 with the Neutral' s access to Mr. Beardsley 's web-based iCloud account, for which 
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I credentials previously had been provided. Specifically, the Neutral's access to the iCloud 
2 
3 account generated automated messages to the iPhones of Mr. Beardsley's family members 
4 
5 (hi s wife, hi s 20-year-old son, and his 13-year-old daughter), stating that "Your Apple 1D 
6 
7 and phone number are now being used for iMessage and FaceTime on a new Mac," which 
8 
9 was identified as "Andrew's MacBook Pro." 
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9. Attached as Exhibit F is a true and correct copy of the Response filed by 

Defendant Curt Beardsley on November 2, 2015, responding to Plaintiffs ' Emergency 

Application to Enforce the Neutral Forensic Inspection Protocol. 

10. During the October 28 call with the Neutral, Mr. Beardsley' s counsel also 

raised a question concerning the scope of the Neutral' s collection from Mr. Beardsley' s 

iCloud account ; specificall y, whether the Neutral Protocol - which expressly excluded the 

collection of web-based email messages (see supra Ex. A - Neutral Protocol at 9(4) - also 

excluded the co llection of similar communications such as iMessages. 

II . In Ijght of (1) the unexpected intrusion into real-ti me family communicat ions, 

and (2) the legitimate question concerning the scope of data collection under the Neutral 

Protocol, Mr. Beardsley' s counsel requested (she did not "order," "direct," "demand," or 

"instruct") that there be a brief halt to the collection of data from the iCloud account until 

counsel could address the issue to see if an agreement could be reached. Plaintiffs ' counsel 

objected and urged the Neutral to proceed. The Neutral, exercising the di scretion afforded 

to him under the Neutral Protocol (at 9[ 8), agreed to halt the collection from the iCloud 

account until the issue could be resolved, as it would not create any genuine delay in the 

43 forensic examination (i.e. , the Instruction Set for analyzing the devices had not even been 
44 
45 fin ali zed, much less an Instruction Set for analyzing the accounts). Plaintiffs have still not 
46 
47 proposed Instructions relating to web-based accounts. 
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12. Attached as Exhibit G is a true and correct copy of an October 28, 2015, 

emai l string between counsel for Mr. Beardsley and the Neutral, wi th copies to all parties. 

13. Attached as Exhibit H is a true and correct copy of the transcri pt of the 

7 November 2,20 15, telephonic hearing before the Special Master on Plaintiffs ' Emergency 
8 
9 Application to Enforce the Neutral Protocol. 
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14. Attached as Exhibit I is a true and correct copy of an emai l sent by Mr. 

Beardsley's counsel (Michele Stephen) on the evening of October 28, 20 I 5, notifying the 

Neutral and all parties that "Mr. Beardsley is changing is iCloud password tonight." 

15. Neither the Neutral nor Plaintiffs communicated any objec tion 10 the 

understandings or actions proposed by Ms. Stephen in her October 28 emails. Attached as 

Exhibit J is a true and correct copy of an email sent by the Neutral at II : I 0 a.m. on October 

29,2015, to all parties. Attached as Exhibit K is a true and correct copy of an emai l sent by 

the Neutral at 12:27 p.m. on October 29,20 15, to all parties. The laller emai l noted that 

action on the Beardsley iCloud accoun t was "on hold pending counse l discussions I 

resolution" and closed by saying "Thanks everyone for your cooperat ion!" Thus, to all 

appearances, everything was proceeding normally wi th the neutral forensic examination at 

that point, and the Neutral did not believe any party was obstructing hi s efforts. 

16. Attached as Exhibit L is a true and correct copy of an emai l string on the 

37 afternoon of October 29, 2015, initiated by Plaintiffs' counse l, stat ing that Plainti ffs 
38 
39 intended to file a motion on shortened time seeking "an order enforc ing the neutral forensic 
40 
41 examination protocol." The attorney for Plaintiffs who sent that emai l had not been on the 
42 
43 October 28 ca lJ with the Neutral, nor involved in any of the joint communicat ions about the 
44 
45 Neu tral Protocol. Perhaps due to his lack of invo lvement in the process , Plaintiffs' attorney 
46 
47 failed to use the agreed-upon email circulation li st for mailers relating to the Neutral 
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I Protocol. Defendants' counsel were surpri sed and perplexed by this email, and asked for 
2 
3 clarification. As part of this email string (at 4:06 p.m.), Mr. Beardsley's counsel informed 
4 
5 all parties that that the new password had been provided to the Neutral that afternoon, and 
6 
7 that he had been advised he could proceed with data collection from the iCloud account. 
8 
9 Mr. Beardsley' s counsel also repeated a request for a meet-and-confer with Plaintiffs on the 

10 
tl issues associated with the account (which at thi s point appeared to be reso lved) . 
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17 . Allached as Exhibit M is a true and correct copy of Plaintiffs' October 29, 

20 15 (4:26 p.m.) cover email to the Special Master, submilling their Emergency Application 

to Enforce the Neutral Protocol, requesting that it be considered on shortened time. 

18. Attached as Exhibit N is a true and conect copy of Plaintiffs' Emergency 

App lication to Enforce the Neutral Protoco l. 

19. The Special Master set a telephonic hearing on Plaintiffs' Emergency 

Application for Monday, November 2. Prior to the call , Mr. Beardsley's counsel filed a 

Response to Plaintiffs' motion (see supra , Exhibit F), in which the other Defendants joined. 

Mr. Beardsley's Response explained the circumstances, noted that the password and data 

collection issues re lating to the iCloud account had been resolved, and objected to Plaintiffs' 

unjustified haste in filing a motion without a meet-and-confer, despite ample communication 

from Mr. Beardsley's counsel indicating that they were diligent ly addressing the issues, and 

their express request for a meet-and-confer. 

20. During the November 2 telephonic hearing, in light of the moot ness of 

Plaintiffs' requested relief (i.e., the access/scope-of-co llection issues were full y resolved and 

43 the new password was in the Neutral's hands), Plaintiffs abruptly altered course, demanding 
44 
45 new and different re lief for the first time. Specifically, Plaintiffs' counsel requested that an 
46 
47 order be entered admonishing Mr. Beardsley for changing the iCloud password. 
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21. Attached as Exhibit 0 is a true and correct copy of the Special Master' s 

November 5, 2015, Report and Recommendation re Plaintiffs' Emergency Application 10 

Enforce Neutral Forensic Inspection Protoco l. 

22. Attached as Exhibit P is a true and correct copy of the cover emai l and 

alternative Proposed Order submitted by Defendants to the Special Master on November 3, 

2015. 

I declare under pcnaJty of perjury of the State of Washington that the foregoing 
is true and correct. 

Signed at Seatt le, Washington, December 8, 2015. 
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I CERTIFICATE OF SERVICE 
2 
3 On December 8, 2015, I caused to be served upon counsel of record, al the address 
4 
5 slaled be low, via the method of serv ice indicated, a true and correct copy of the foregoing 
6 
7 documenl enlitled DECLARATION OF JOSEPH M. MCMILLAN IN SUPPORT OF 
8 
9 ZILLOW'S OPPOSITION TO THE NOVEMBER 5 REPORT AND 

10 
II RECOMMENDATION OF THE SPECIAL DISCOVERY MASTER. 
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Jack M. Lovejoy, WSBA No. 36962 
Lawrence R. Cock, WSBA No. 20326 
Cable. Langenbach, Kinerk & Bauer, LLP 
Suite 3500, 1000 Second Avenue Building 
Seallle, WA 98104-1048 
Telephone: (206) 292-8800 
FacsImile: (206) 292-0494 

jlovejoy@cableiang.com 
LRC@cableiang.com 
kalbritton@cablelang .com 
jpetersen@cableJang.com 

Clemens H. Barnes, Esq., WSBA No. 4905 
Estera Gordon, WSBA No. 12655 
K. Michael Fandel, WSBA No. 16281 
Brian W. Esler, WSBA No. 22168 
Justin C. Sawyer, (Pro Hac Vice) 
Miller Nash Graham & Dunn LLP 
Pier 70 
2801 Alaskan Way, Suite 300 
Seattle, WA 98121-1128 
Telephone: (206) 624-8300 
FacsImile: (206) 340-9599 

clemens.barnes@ mil1ernash.com 
connie.hays@ millernash.com 
estera.gordon@mjllernash.com 
brian.esler@millernash.com 
michael.fandel @mi llernash.com 
robert.mjttenthal@millernash.com 
angie.smilh-babbit@millernash.com 
~i ll .Fadaie@millernash .com 
Justin.sawyer@millernash.com 

CERTIFICATE OF SERVICE - I 

56920-00251128912817.1 

o 
o 
o 
o 
o 
~ 

o 
o 
o 
o 
o 
~ 

Via Hand Delivery 
Via U.S . Mail , I sf Class, Postage 
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Via E-mail 
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Via Overnight Delivery 
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I Brent Caslin, WSBA No. 36 145 

2 Richard Lee Stone. (Pro Hac Vice) 

3 Nick G. Saros, (Pro Hac Vice) 

4 Jennifer Wag man Njathi , (Pro Hac Vice) 
Ethan A. Glickstein, (Pro Hac Vice) 

5 Jeffrey A. Atteberry , (Pro Hac Vice) 
6 AnnaMarie Van Hoesen (Pro Hac Vice) 
7 Daniel A. Rozansky (Pro Hac Vice) 
8 Amy M. Gallegos, (Pro Hac Vice) 
9 John S. Lee, (Pro Hac Vice) 

10 Christopher S. Lindsay (Pro Hac Vice) 
II Andrew J. Thomas (Pro Hac Vice) 
12 David R. Singer (Pro Hac Vice) 
13 Jenner & Block LLP 

14 633 West 5th Street, Su ite 3600 

15 Los Angeles, CA 90071 

16 
Telephone: (2 13) 239-5 150 

17 bcaslin @jenner.com 
18 rstone@jenner.com 
19 nsaros~enner.com 
20 IN(athi jenner.com 
21 eg ickstein @jenner.com 
22 jatteberr~@jenner.com 
23 dsinger jenneLcom 
24 drozanskY @4enner.com 

25 avanhoesen jenneLcom 

26 aNallegos@jenner.com 
js ee@jenneLcom 

27 clindsay@jenner.com 
28 ajtho mas@jenner.com 
29 cward @jenner.com 
30 
31 James P. Savitt, WSBA No. 16847 
32 Duffy Graham, WSBA No. 33 103 
33 Miche le L. Slephen, WSBA No. 39458 
34 Caitlin Hawks, WSBA No. 46669 

35 Savi tt Bruce & Willey LLP 

36 Joshua G reen Bui ldin% 

37 1425 Fourth Avenue, uite 800 

38 
Seall le, W A 9810 1-2272 

39 jsav ill @s bwllp.com 
40 dgraham@sbwl1~.com 
41 mstephen @sbwl p.com 
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Jeffrey M. Thomas, WSBA No. 21 175 
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Mark Wi lner, WS A No. 3 1550 
Gordon Ti lden Thomas & Cordell LLP 
1001 Fourth A venue, Suite 4000 
Seall le, W A 98 154 
Telephone (206) 467-6477 
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jtilden@gordontilden,com 
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I certify under penalty of perjury under the laws of the State of Washington that the 

foregoing is true and correct. 

DATED December 8, 2015. 
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SUPEIUOR COURT OF WASHINGTON 
FOR KING COUNTY 

10 MOVE, INC., a Delaware corprration, ) 
REA LSELECT, INC., a Ddaw!lre corporation, ) 

II TOP PRODUCER SYSTEMS COMPANY, a ) 
British Columbia unlimited lia~ility company, ) 

12 NATIONAL ASSOCIATION tDF ) 
REALTORS®. an Illinois non-profit corporati on,) 

13 and REALTORS® INFORMA nON ) 
NETWORK, INC., an 1Ilinois dorporation, ) 

:: PIUillti ffsl

r 

l 
vs. ) 

16 ) 
ZILLOW, INC., a Washington ~orporation. ) 

17 ERROL SAMUELSON, an indi vidual, CURT ) 
18 BEARDSLEY, an individual, "I'd DOES 1-20, l 

Dclcnda (s. ) 
19 ) 

20 I 

No. 14-2-07669-0 SEA 

ORDER ADOPTING SEPTEMBER 19,2015 
SPECIAL DISCOVERY MASTER REPORT 
AND RECOMMENDATION REGARDING 
THE PROTOCOL TO GOVERN THE 
COURT SUPERVISED NEUTRAL 
FORENSIC EXAMINATION FOR 
ELECTRONIC EV IDENCE 

21 Special Master Hilyer filed his "Special Master Discovery Report" dated September 19, 

22 2015 regard ing the: above-referL ced issues. 

23 

24 

25 

26 

The matter is now bdorl me. Sec CR 53.3 and this Court's June 15,2015 Order Re: 

Amendment to Order Appointing Special Master. 

Having reviewed the S1ecial Master' s report and recommendations, the Court ADOPTS 

Special Master Hilyer's September 19, 2015 Report and Recommendations. 

~ 16 Thild i\v~nuc:. W·Kn 
Scalllc, WA 9ijl(J.1 

(2t16)4nI501 
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IS 
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26 

IT IS SO ORDERED. 

DATED: 3 0 2Ot::> 

ORDER ADOPTING -- 2 

Judge Sean O'Donnell 
King County Superior Court 

The Jlonor~ble li~MU I'. O' Donnell 
516 Thinl Avenlle, W-K17 

SeliUlt, WA 98104 
(206)4n.15QI 



H D R 
H.ILY ER DISPUTE RESOLUTION 

Judge Sean O'Donnell 
KCSC, Judge's Mailroom # -203 
516 Third Avenue 
Seattle, WA 98104 
E: p'H'kin ,crica@kingcoun t . {lV 

September 19, 201S 

Re: MOllC at (/1 . l'. i110w at nl., KCSC No. 14·2-07669-0 SEi Special Discovery 
Master Report and RccOtllmendation r~gard ing the protocol to govern the Court 
supervised neutral forensic examination for electronic evidence 

Dcar Judge O'Donnell: 

Pursuant to your Or ers in this case dated Ju ly 15, 2015, July 28, 2015, ami those 
filed September 15, 2015, reqarding the procedures surrounding discovery motions, find 
these' motions in particuJar,jcontaincd herein please find onc of several of my Reports 
and Recommendations to ~OU. These matters having been referred by the court and 
having Come before the Oi covery Master ("DM") regarding the determination ()f an 
appropriate protocol to ~; ui e the Court appOinted forensic expert exanlination, the DM 
has considerL>C all briefing, 1ncluding Defendants' Brief in Support of Their Proposed 
Protocol for Neutral ForensIC Expert; Declaration of Joseph M. McMillan in Support of 
DefL.>f1dants' Bricf re: Ncu~al Protocol; Declara tion of Andrew Crain in Support of 
Zillow's Brief Regardin~ Neutral Protocol; [Proposed] Report <1nd RccnmmenLiation 
Adopting Defendants' Propbsed Neutra l Protocol; Plaintiffs' Brief in Support o f Their 
Propos(."i.1 Forensic Examin~tion Protocol; Declaration of David Singer in Support of 
Plaintiffs' Brief in Support o~ Their Proposed Forensic Examination Pmtocoi; IProposedJ 
Report and Recommendation Regarding Forensic Examination Protocol; Plaintiffs' 
Reply in Support of Their Prpposed Forensic Examination Protocol; Declaration of Orent 
Caslin in Supp()rt of Plaintiffs' Reply in Support of Their Proposed Forensic 
Examination Protocol; Dcfe7dants' Supplemental Brief on Access to Web-Based Email 
Accounts through the Neutral Protocol; Dt.'Clnrntion of Joseph M. McMillan in Support 
of Defendants' SUPPlemen~1 Brief on Access to Web-Based Email Accoun ts Through 
the Neutral Protocol; Ode dant Samuelson's Brief rc: Examination of Cloud-Based 
Email Accounts; Declaration of Brian Esler; Memorand um of Defendant Curt Beardsley 
Regarding Exclusion of lersonal Email Accounts from Porcnsic Examination; 
Declaration of Caitlin K. H wks; Reply Memorandum of Defendant Curt Beardsley 
Regarding Forensic Examination of Personal Web-Based Email Accounts; Plaintiffs' 
Brief in Support of F.>fCl'ic Ex"",i11atilln; Dodarotill11 of Mich".) Rosenberger; 
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O(:.'Ciaration of Byron Lloy , ·jones; Defendants' Joint Response to Plaintiffs' Brief in 
Support of Forensic Examifiation; Pla intiffs' Reply in Support of Forensic Examination 
of Cloud-Based Email Acco nts; Second Dt.-'Ciaration of Michael Rosenberger; . 

Oral argument was ,eid on August 5, 2015 and August 31,2015, at the offices of 
Hilyer Dispute Resolution, ~OOO - Second Avenue, Su ite 3000, Seattle, WA 98104. The 
OM reports and recnmmends as follows: 

After the parties Jgotiated the form of the Protocol, the following issues 

remained: 

1. The role 0; the Neutral. Defendants wanted the Neutral to only respond 

to specific techniJal requests of the parties, but I agreed with Plaintiffs that 

the Neutral se·""t not be so limited and may himself suggest approaches to 

the forensic e~:am nation while s tiJI maintaining his neutrality. 

2. The scope an ~ purpose of the investigation. I decided to add language to 

recognize that t e purpose of the examination includes protection of 

privileged and co idential materials, 

3. What to do w .lth materials produced by the forensic examination to which 

the producing p ty objects based on relevance. With regard to privil~~ged 

materials, the prducing party will have the opportunity to review the 

materials first anr will produce a privilege Ing to permit evaluation of the 

privilege dairn. But for relevance objL'Ctions, the burden shall be on the 

producing party Jo move for a protective order before the Discovery Master, 

and tel provj,je pJ vilege log type of information for the opposing party, with 

in camera rev iew f the documents by the Discovery Master 

4. The devices sJbject to the forensic review. This issue was negotiated by 

the parties, and 'ncluded the computer of Zillow employee Will Hebard 
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based upon his d position testimony, I also included a "catdhlll" provision 

suggested by IJlai tiffs that the examination included" Any other computer 

or devices used b Curt Beardsley or Errol Samue)sorl to access cloud storage 

accoun ts subject t{ this protocol." 

5. The allocationJof expenses. The Plaintiffs proposed 50/50 cost sharing 

between all Plaintiffs and all Defendants, but I agreed with Defendants that 

the party initiatinl the particular request should bear the costs in order to 

incentivize the m < st cost effective approach. This initial allocation does not 

address whether a different reimbursement approach is warranted as a 

sanction dependi1 upon what is revealed in the entire process 

OM rccomm'l1(.i that the attached Order and Protocol for Forensic 

Examination be a opted. The attached "Protocol Governing Neutral Expert 

Review and Him ling of Certain Electronic Devices and Cloud Accounts" is 

my recommendatIon following my review and consideration of briefing by 

all parties and a ~earing devoted exclusively to assist me to formulate this 

protocol. I 
6. The only rema rung issue to be dett!rmincd is whether the forensic expert 

will ~ allowed to review web-based email account~ a~ Plaintiffs h«vc 

requested. oefehdants object that this is duplicative of prior efforts 

supervised by co Inset I have concluded that the determination regarding 

email searches wi 1 be better informed after the neutral forensic expert has 

been appointed . 
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For the reasons sununarized above, I recommend adoption of the attached 

#Protocol Governing N2utrl l Review and Handling of Certain Electronic Devices and 

Cloud accounts." 

2015. 

IT IS SO REPORTED AND RECOMMENDED THIS 19'" day of September, 

Judge Bruce W. Hilyer (Ret.) 
Special Discovery Master 
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Protocol Governing Neutral Expert Review and Handling of Certain 
Electronic Devices and Cloud Aeoounts 

The Neutral Elpert'~ Role 

1. The Neutral Expert ('1 e Neutral") is appointed by Ihl! COlirt and serves as an ofli ccr or 
the Court. The Neutral must avoid the appellrance of impropriety. The Ncutml works 
under the supervi!ion or the Discovery Mustr.:r and docs not work for an y party. The 
Neutral must act in conformity with Ih.:: procedures set forth in this protocol. must nUl 

advocate 011 bchaJf of or adv ise any party, and may on ly provide factual infomHltion lind 
analysis arising from forensic research ta .. ks delegated to him, o r dClcnJlincd by him in 
the exercise of his oost professiona l judgment us the most effective forensic procedures ttl 
uccomplish the ObjCct~i...!es of this forensic examination. Except us specifically provided in 
this protocol. all in:o ntion disseminated and/or transmitted by the Neutral to any part)' 
must be transmitted to II panics. Disclosure of any device, account, til e, email or other 
infonnation to the Nt!ulfsl will not be construed as a waiver of ullorncy·clicni privilege. 
work product protc."CtioD, common interest or joint defense privilege, trade secret 
protection or any other privilege or immunity. Once appointed. the Neutral must sign the 
ugreemenllo be bound by the terms of the protective order in Ihis case as well ils thi s 
!'rotocol. 

2, The Nt!utrlll is appointed b the Court for the following purposes: 

a. To promote and facil itate-the efficient and transparent fo rensic nnulysis ot' ccnuin devices 
Bnd accounts Ilt issue irtthis liligation. including investigation of ullcgcd delct ion(s) of 
potenti al evidence andlbr alleged misupproprintion of Move. Inc. documents or data: 

b. To ensure that pnvilegdd inlonnation remains privileged and is not inadvertently or 
otherwise producl~d or disclosed to non.pri vilcgcd parties, persons, or entities; und H) 
avoid unwarranted .• ise osurc or personal. privote or competitively sensitive inlbrmation. 

Any work per/o.nned by th Neutrulmust be directly relah.~d to tbc t:"prcss purpost.:s 
identified aoow. 

), The parties have agret.-d on ~c appointment or Andy Reismun as tht.: Ncutml. Should thnt 
person for any reason rail to complete the wo rk as described in this protocol. then his 
replacement s hall be chosc~ by procedures cstoblished by the Discovery Master for 
discovery. The Ncutrul cari onl y be discharged upon the r'"-'Commendution of the Discovery 
Master aIld approval of thl! f aun. 

Devices Covered by this Protocol 

4. The following electronic dlices and web-based cloud slomge accounts (excluding the Wco­
bused cmllil uccounts prcvi6uslY searched) li sted below arc subject 10 lhis protocol to the 
extent they are in the produbing party's po:sscssiun or control; however, other devices or 
accounts rna)' be made subj6ct to the protocol by agreement of the partics or order of the 
Discovery Master or the Cdurt: 
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Specifit USB De\'lces 
a) USB flash drive labele "AOATA" with serial number SN#1242709 152180068 that wns 

connected to Mr. Samuftson's Move-issued Ddllaplop in March 20 14 . 
b) SanDisk Crozer USB dfvice with seriul number 20052242801 EOE900E9E Ihut WIt" 

connected to Mr. Bcard~lcy 's Move-issued Dcll1aptop ill March 2014. 
c) SanDisk CruzeT USB device with serial number 4C53030022111710 1305 Ihut was 

connected to Mr. Bcardkley's Move-issued Deillaplllp in March 20 14. 
d) General USB Flash Di1 USB device with serial number OOOOOOOOOOOOl5AA Ihu\ was 

connected to Mr. BCQIdSley's Move-issued Dell laptop in March 2014. 
e) a.ncra} UDisk USB dC

I 
icc with serial number} } 04090309500035} 17100 UlUt 11'<1' 

connected 10 Mr. Beard ley's Move-issued Dell laptop in ,March 2014. 
I) WD 1600BEV Ext.",. USB device with serinl numher 5758453))O)84A3432333J37 

that was connected to ~r. Beardsley's Move-issued Dell laptop in March 2014. 
s) Any other storage device that has been connected to a Move computer atter October 31 . 

2013, or connected to I other device that was connected to n Move computer after 
October 3}, 2013. 

Mr. Samuelson represents 
I 

(a) above. Mr. BcanJslcy 
subparagraphs (e), (d), (e), 
d(fcndant 's possession, th 

Cloud Aec:ounb 

t he docs not possess the usn device idcllILfied in !lubparugruph 
resents that he docs not poSSC!;S the USB devices identified ill 
d (0 above. In the event any of such devic..:s come into un)' 
will become subject 10 this protocol. 

Although cloud accounts liste<t;be low may be IlSsocialed with u weh-bused emailllccount. the 
associated web-based email accounts previously searched arc nol subject to review under Ihi s 
protocol unles .. " specitically npp.rovcd by the Discovery Ma.ster. 

a) Errol Samuelson I 

0) 
b) 
0) 
d) 
e) 

i. Oropbox - errol@moyc.com 

I 
ii . Goagle Drive - 'amu"lson@g1llui l.com and ~rrolgsul1lue l so n@gmail.coll1 

i. 
b) Curt Beard.ley 

I . Googlc Drive cunbcllrdsley@gmuil...:om 
ii. iCloud - curt_ nlinC@yuhoo.eolll 

iii. Oropbox - curt onlinC@yuhoo.col1l 
Microsoft One- rivc - curt ()n lincfii) 'lIhuo.com 

e) Will H.bard 
(I) Ooogle Drive - willhchord(iilgrnuil. oo1l1 

Computen lind Otber evicts 
Zi llow computcr(s) usc4- by Errol Samuelson 
Zillow computer(s) used by Cun Beardslcoy 
Zi llow computers(s) US9d by Will Hebard 
Mr. Beardsley 's home ~cc Dell desktop computer 
Mr. Bear:dsley'~ Apple Pad Mini 
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n Mr. Samuelson's Appl iPhone and iPud that Mr. Samuelson used at Move and liner 
returned to Move fbllowinE! ter}nination or his employment at Move 
g) Any other computt"~ 0 devices used by Curt Beardsley or Errol Smnudson to access 
cloud storage accounts subject to this protocol. 

Forensic Procedures 

5, Within one week oflhe ap intmcill of the Neutral . the parties will make the computers, 
USB storage devices, and ther devices listed above avai lable to the Neutrul to examine runt 
forensically image onsite a a mutually agreeable location, or if not so agrc(:d, then as 
dctcnnined by the Neutral. for cloud storage accounts. defendants wil l provide the 
uscmamc. email account. assword. or other information nt..-cessary to accc~s the. account to 
the Ncutru.l within one wee of the appointment ofthc NeutraJ , which information shall not 
be shared with any other P¥ty, The Neutral shnll exercise his discretion to dctcnninc all 
u.ceonunodmions rensonob,y. neccsruy to minimize the interruption of the producing pany' s 
business caused by the im~ng process. In addition to allowing the Neutral to make imagl!s 
ofthe·refcren.ced dcv:ceslcr.mpulcrs. defendants wi ll also provide lhe Neutral with I1cce~s to 
any e)(isting images thal d fendants or their cxperts huvc alTcudy made of these 
devices/computers, 

6 , The Neutral and the purtie • expcns will schedule a. da.te upon which the imagi ng and initial 
inspection will occur, whic shall be nu later than one week after the uppointment of the 
Neutral unless olherwise a cd to by the parties, Once the imuging is complete. as 
determined by the Neutral, then the producing puny is free to take steps (such as changing 
passwords) to rc-sccurc lh device or account . 

7, The parties' outside counsel and experts may communiclne directly with the Neutral by 
email, provide that all suc~ emails arc copied to opposing counsel on those communications, 
Where email communic8tii" is inadequate or impmcticul, phone calls with the Neutral ilre 
also pennitted, but the opp )sing counsel and expert must be given a reasonable opportunit y 
to plU'ticipatc in those pho e call s, 

8. All parties. acting through their experts or counsel, may mukc suggestions to the Nt!utfal 
rcgarding how to conduct his invcstil,1ation. to which he shall give due considerat ion. but 
he is not requ ired to justify any particular decision that he makes. Aftc r providing 
rea'iOnable not ice to the part ies' experts, and/or designated uuorn!'!)' conta!.:t for each 
party, the Neutral shall determine. in the exercise of his solc discretion ""hich 
specifically definer' forensic tn....;ks or tests he shal l undertake 

9. To the extent that it d*ls nOt have u material adverse impact on the lorcnsic cxaminutillll . 
or is not impracticable. e Neutral shull endeavor to pennit on·site, or equivalent remote 
access wi th live n:t: .. ~ito ing capability. of the parties' experts during his forensic 
activities. In making this determinalion, the Neutral shall give due consideration to 
avoiding any serious ridk that pennitting on·sitc or remote live ohservunce of such tusks 
not result in the disclosLre oftbe content ornny tlctivc or delctcd files Iikt.:ly to contain 
privileged materials. which shall rt."quirc the mosl vigilanc!;! to guard against disclosure, or 

- 3 -

5692t..ool$/I.EGAi.1 21 J) 1949.1 



personally or compcLitir ely sensitive maleriaJs~ which should al so be rcasonubly 
saleguarcicd but to a leSser degree than for privileged malerials. If It parl )' reasonably 
believes that a lask Of t~st may result in the di sclosure or privileged material or per:-;on;ll ly 
or competitively sensitwe materiul, the party shall give notice of such ohjcction to the 
Neutral and all other ~ics. Aflcr receiving such objection. the Ncutnll shall c.onsidcr 
whether it is necessary to exclude: all others from being prescnt whi le the Ul,sk or lest is 
performed. or whether ther safeguards can be token. and hi s decision shull be 
delcnninative, unless tHe Discovery Moster recommends and the Court orders otherwise .. 

b) N01\vithstandin the foregoing, the parties' forensic experts may be prcsc.:nl. or be 
allowed cquivalcntliv remote access. when the Nt:utral conducts hi s analysis on deleted 
tiles or other forms of 4iscarding or em·w ing up electronic data, bUi mny not disclose the 
contenl of any fil es thai may be viewed during such analysis. Rather, if the Neutral 
detennines that such m6 are relevant to the purposes of Ihis protocol as sct forth in 
paragraph 2, he/she shall provide copies of those files to the producing pllrty for 
disposition as sct fc.1h n paragraph 15 below. 

c) A pany's forcn~ic expert mu)' not be present (remotel y or otht:rwbie) for the 
Neutral's wo rk unless the opposing party's (or parties') foren.·;ic expert is provided a 
reasonable Opporttd.;(y to be present olso. 

10. The Neutral 's init ial tusks may include the fo llowing inspections/analyses; 

a) USB Dcvices, compUl! rs and Other Devices: 

i. File hash scnrc~ng (comparing all mes against known hash sct to identi fy 
idcntical copiesl 

ii . File listings of GOmmlm document types for comparison review (PDF, CSV. TS V. 
XLS, XLSX, Ope, DOCK PPT, PPTX, CST, PST, EML, MSG, CIC.) 

iii. Analysi s of ex.temal devices (idcnt ifying recent and historical activiry of external 
devices used) I 

iv. Keyword searc~ing (ident ify relevant dutu based on unique keywords) hlls~d all 
keywords supplfd after all punies meet and confer to determine an agreed list. 
Any dispute reg4m.iing search terms or key words nOI so resolved shall be 
presented to the Discovery Master fo r resolution. Testing by lhe NClllrulto I1'iSCSS 

reusonablem";s !for exumple. running prel iminary "hil reports") is ncmlissiblc. 
v. Li nk file annlys' (review active nnd hil'itoricnl user intcmclion o f file:; and fo lders 

and to also aid vr.th identifying uSC of extemill devices) 
vi. Wi ping tools an lysis (searching with known hash Sci, searching for common 

artifacts. keyword search of common wiping tools) 
vii. Extraction a'ld ir dcxing of a ll identifiable active and ellsily rccovcrublc user daHl 

from each d.:vicf (the process referred to as "harvesting" ) 
viii . Data carving (perfonning file. datu recovery over the LUlullol:att:d spuce of forensic 

images for addi40lll1l review) 
ix . Internet history alysis (analysis o f user internet history and cloud uccount 

access) 
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x. 
xi. 

xii . 

Xlii. 

Registry unalys s (review of registry keys to corroborate other forensic findings 
Event log analYfis (review of evcnt log data to corroborate other forensic 
findings. for eXFple USB analysis. deletion analysis, etc.) 
Deletion analys s (searching for evidence of specific filelemail dclction across 
devices) 
Timeline analy is (review of user pro tile usage, software installution. login 
activity. etc.) 

b) Cloud Accounts: 
i. Full analysis u~event logs and user history 

II. OCR afclaud account screenshots (make the sc reenshots keyword :icarchable) 
iii . File hash searcK (comparing all download files aguinst known hush set to identify 

identical copics) 
iv. Generate file lii tings including mctadata of all cantent slored within the cloud 

account for corqparison review 
v. Generate a lexl.r:archable index of all content preserved from the cloud account 

vi . Keyword sellT~(identifY relcvWlt data based on unique keywords) based on 
agreed keywo or search terms, or as otherwise determined by the Discovery 
Moster. TcsUn by the Neutral to assess reasonableness (far eXllm ple. nUlning 
prel iminary 'hi reports" ) is pemlis!;iblc. 

vii. Deletion analys s (review of cloud activity logs to identify historic or recent 
deletion history . 

11 . The parties' experts may uest follaw~up forensic inspection os desired by contacting the 
Neutral an~ exJ>Cr:ts fo r c~e lother p3rtil."S . . Any follow~up inspecti on and analyses shall he 
scheduled, If feasible. Wlthm two (2) bUSiness days ofthc request, unless the experts or 
par1;e5 agree otherwise. 

12. Upon request by any pltrty pr party's repn:sc:ntat ivc, the Neutral must disclose 10 all panics ' 
outside counsel and cxpen s (1) the specific tusks pcrfonncd. (2) the party that requested the 
!ask be Jl:Crfonned: (3) the ~cifie steps.luken. to perfoml the ~<;k . and (4) all OIher 
mformulaon suffiCient to alr W Mother l:orenslc expen to duplicate the task. 

J 3. The Neutral must keep de~ led logs showing the step-by-step process used 10 view or 
analyze information contaif in any devicc or (lceoulU. The log shall be suniciently 
detailed to allow another fo nsic expert to duplicate the analysis. 

14. The ~e.ulra1 shalt promptly rovide copies o r lh~ results of any f?rensic analysis, i ~cluding 
fi le listings, files, and screcpsholS, to the produclOg party who Will then have 7 buslIlcss days 
to review the informatiC'ln ror privi1~ge. designate materials appropriatel)' under the protective 
order, and produce 10 the rchuesting parties' outside counsel all non-privileged forensic 
reports (including anyth ing ~elating to potential ly responsive deleted material) and. if 
applicable. nonMprivil~gcd rbatcrials responsive to existing Requests fo r Production. If thc 
volume of docwnents i::- mdre than 1.000 pages the producing purt)' shall review and produce 
the additional documents ory a rolling basis as promptly as possible not to exceed 10 business 
days absent extraordinary Clrcumstanccs. The producing party shall also promptly prcpllrc 
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and produce a privilege 10 1isting all materials received from lhl! Nculml that have ~n 
redacted or withheld from production based upon privilege. For any documents that the 
Producing Party does nl') l disclose brulcd upon relevance, or asserted confidentiality. the 
burden shall he upon that p,any to move for ,md obtain a protective order recommendation 
from thl! Discovery Mastei l which shall be filed within 3 business days of the production. In 
addition to the inform.'ltio nonnally provided on a privilege log, the movi ng party shall 
submit the primary dOC~1TTl nlS to the Discovery Master under seal and shulll.llso provide, 10 

the maximum extent fC'~<; i tile coruistent v.rith the I)rivacy interest asserted. it redacted foml of 
the documenl(s) at issLoe tolbe served on all other partics. The withheld mllterial shall be 
identified in u manner sumcientlo apprise the requesting party of the nature of the 
documenl<; Qr infonnation 'thheld and the reason for the withholding. 

15. If 0. disagreement over the roduction, designation. withholding. or reduction of malcrials 
cannot be resolved, the pies will , after a mcct-and-confcr on the issue. submit the dis['llltl" 
to the Discovery Master, W 0 may review withheld information in camera. 

16. If the· producing party clo.Ups that privileged or irrelevant information or documents have 
been inBdvenently produce<J., then the producing purty cun demand the return or lhase 
materials consistent with ~graph 14 of the Second Amended J'rotcctive Order. and Ihe 
receiving party is bound to comply with the tenns of that provis ion. 

17. Notwithstanding any other tioll of this protocol. the Neutral may not perform any work in 
any cloud acco~mt um.it the Neutral takes screen shots and mcmoriali1.cs all file listings and 
infonnution showing last a~eessed or modiHcd dates to the cxtenl those dates are available, 
and provides those screen Shots to the producing party's outside counselor lurcnsic experts, 

18. Notwithstanding any other k tion of this protocol, the Neutral may not pcrfonn any work a ll 
an image of My device un 'I the Neutral ensures that the producing party has a duplicGte 
image of the device tht:t th Neutral will be exnmining. 

19 . All devices Md accountS S bject to thi s protocol. including all coment on those: devices or 
accounts Ilnd all analysis IXlrformcd on those dcviccs or UCC('lunts. will be initially trcated a .. 

Outside Counsel Eyes Onl~ under the Second Amendcd Protective Order govcmi ng this 
litigation until the parties a rec or the Court orders otherwise. 

20. The Ncutral must use indus -standard equipment and bcst pructiccs. 

21. Plaintiffs will be respont blc for coSts associated with the review of any devices or 
accuunts prodUC4."d by d~fendanls. Defendants will be re.sponsible for costs associuh:d 
wilh the review of any 4evices or I.IcctlUnts produced by plaint iffs. The plaintiffs und 
defendants wi ll equally fharc the cost and fees of any review not assoc iated with u 
panicular device or accqunt. or any task assigned to the Neutral by the Discovery Master 
or the Court. This cost st18ring arrangement does nol address whether or nOl, depending 
upon the results of !..Il!l forensic investigation. n reallocation of costs is warranted as u 
sanction. 
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22. The fact that the Neutral o~taincd or retrieved any evidence is not an ag.reement that the 
evidence is admissible, not does it constitute any waiver of any applicable attorney-cliem, 
work·product or other pnVregc. 

23. The panics stipulate that !.lit:: Ncutra1 may not o ffer UIl)' expert opinions 1I11ril.ll. Tri ll! 
testimony by the neutral e~per1 . if any. will be limited to fact testimony on the specific la..;;ks 
pcrfomlcd on particular deVices. 

24 '11" " , I. , , d did' bl" . liS lorenSIC mvcsllgapon IS not mien c 10 rep ace or create (I (,!W ISCO\'Cry 0 I ~al lons 

on any party except qs 'peciJicaUy provided regarding thi s rorensic exnmination under 
this Protocol. Therefosc. there is no requirement that any party review the existing 
discovery requests or i\S existing responses with respect to mlilcrials that liTO produced 
through Ihis foren~ic e~amin81ion. Ho~ver) thCil documents that come to light throug.h 
this investigation ~hU be produced as provided here ill irrespective or whether the)' were 
required or not prcyio I ly in specific discovery requests by MY pany. 

25. In the event thtu the Neutml seeks to pose a question or requires guidunec from the 
Discovery Master regafiing the Protocol, he may do so by email providt."d that he :Ii!lo 
copies cOWlscl for nil pprties. Before nny response by the Discovery Master. he will allow 
comments and suggest Id fC!lponscs, ir un)" from all Counsel. Telephone contact with the 
Discovery Master by c nferenee call with all counsel. while not prclcrablc, may be 
considered (sparingly) 0 address any unforeseen urgent matters. 

Certification by Neutral Exp rt: 

I, Andy Reisman. Iwear aDd ffirm under oath 1bat I will .bldr by the above Protocol. 

{Add E.porl Name & Add"" i 
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McMillan. Joseph M. (Perkins (oiel 

From: 
Sent: 
To: 
Cc: 

Subject: 

Singer, David R. <D5inger@jenner.com > 
Thursday, October 29, 2015 4:SS PM 
'Andy Reisman' 
Esler, Brian; Duffy Graham; Glickstein, Ethan A.; Gray, John H. (Perkins Coie); Michele 
Stephen; AFredette@StrozFriedberg.com; Byron Lloyd-Jones; Aaron Read; Kahn, Lisa J.; 
Fandel, Mike; Matthew Feilen; Andy Crain; McMi llan, Joseph M. (Perkins Coie) 

RE: Move v. ZiUow - suggested revisions to instructions for forensic neutral expert 

Thanks, Andy. In a separate, private email , we will send you the last known username and password for the 
errol@move.com Oropbox account. 

Regards, 

David 

From: Andy Reisman [mailto:andy.relsman@elijaht.com) 
Sent: Thursday, October 29, 2015 12:27 PM 
To: Andy Crain; McMillan, Joseph M. ( Perkins Coie) 
Cc: Esler, Brian; Duffy Graham; Glickstein, Ethan A.; Gray, John H. ( Perkins Coie); Michele Stephen; 
AFredette@StrozFriedberg.com; Byron lloyd-Jones; Aaron Read; Singer, David R. ; Kohn, Usa J.; Fandel, Mike; Matthew 
Feilen 
Subject: Re: Move v. ZiUow - suggested revisions to instructions for forensic neutral expert 

HiAtt , 

Here is an update on the cloud accounts we have yet to access for purposes of creating screenshots per the protocol: 

1. Beardsley Microsoft One-Drive: We have attempted to sign in using the Microsoft security cod e, but so far requests 
have timed out. We have advised regarding bypassing two-factor authentication temporarily in order to avoid this issue. 
2. Hebard Google Drive: We have the password , but need to coordinate getting the security code with Hebard/counsel in 
order to access. or disabling two factor authentication . 
3. Samuelson Dropbox: W as informed that this account (associated with log in erroJ@move.com) is under the control of 
Move, and that Samuelson does not have the password . We will need this provided by counsel for Move. If enabled , 
we'd suggest temporari ly disabling two factor authentication. 
4. Samuelson Google Drive x2: Received a password, but determined it does not work - we will need this checked on by 
Samuelson/counsel. If enabled , we'd suggest temporarily disabling two factor authentication . 
5. Beardsley iCloud account On hold pending counsel discussions/resolution. 

Apologies if I missed any communications that provided information listed above, but 1 believe this is all correct. Thanks 
everyone for your cooperation I 

Regards, 

Andy Reisman , CEO 
Elijah Ltd. 
312-492-41 08 direct 
866-354-5240 main 
847-722-6363 cell 
312-423-1934 fax 
andy·reisman@eliiaht.com 
www.elijaht.com 
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From: Andy Reisman 
Sent: Thursday, October 29, 2015 2:09 PM 
To: Andy Crain; McMillan, Joseph M. (Perkins Coie) 
Cc: Esler, Brian; Duffy Graham; Glickstein, Ethan A.; Gray, John H. (Perkins Coie); Michele Stephen; 
AFrede tte@StrozFriedberg.com: Byron Lloyd-Jones; Aaron Read; Singer, David R.; Kohn, Usa J.; Fandel, Mike; Matthew 
Feilen 
Subject: Re: Move v. Zillow - suggested revisions to instructions for forensic neutral expert 

Hi All, 

1 have attached an updated status sheet per our conversation yesterday. It has tabs at the bottom to break out the 
images we received, the images we created , and the cloud screenshots we have completed. 

We are ready to start shipping out copies of the images we created and the screenshots we have collected to date to Ihe 
producing parties. As I want to be 100% sure to send the Images/screenshots for each custodian only to the 
person who should be receiving those images/screenshots , please let me know for each custodian the name and 
address we should be sending the images/screenshots to per the protocol. Thanks! 

Regards, 

Andy Reisman, CEO 
Elijah Ltd . 
312-492-4108 direct 
866-354-5240 main 
847-722-6363 cell 
312-423-1934 fax 
andy.reisman@elijahtcom 
www.eli jaht.com 

From: Andy Reisman 
Sent : Wednesday, October 28, 2015 2:12 PM 
To: Andy Crain; McMillan, Joseph M. (Perkins Coie) 
Cc: Esler, Brian; Duffy Graham; Glickstein, Ethan A.; Gray, John H. (Perkins Coie); Michele Stephen; 
AFredette@StrozFriedberg.com; Byron Lloyd-Jones; Aaron Read; Singer, David R.; Kahn, Usa J.; Fandel, M ike 
Subject: RE: Move v. Zillow - suggested revisions to instructions for forensic neutral expert 

Hi All, 

For purposes of your discussions about iCloud, I have conf irmed that we are able to select documents and not se lect 
other artifacts such as calendars, contacts, Safari bookmarks, etc. Also, please clarify if Notes should be included, as 
those are treated differently than documents. 

Regards, 

Andy Reisman, CEO 
Elijah ltd. 
312-492-4108 direct 
866-354-5240 main 
847-722-6363 cell 
312-423-1934 fax 
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andy.reisman@eli jaht.com 
www.elijaht.com 

From: Andy Cra in [mailto:andy@discovia.com) 
Sent: Tuesday, October 27, 20158:10 PM 

To: Andy Reisman <andy. reisman@eliiaht.com>; McMillan, Joseph M . (Perkins Coie) <JMcMi llan@perkinscoie.com> 
Cc: Esler, Brian <brian.esier@mi llern ash.com>; Duffy Graham <dgraham@sbwllp.com>; Glickstein, Ethan A. 
<EGlickstein@jenner.com>; Gray, John H. (Perkins Cole) <JHGray@perkinscoie.com>; Michele Stephen 
< m stephe n@sbwllp.com>; A Fredette@St rozFriedberg.com; Byron Lloyd· Jones < bl i oyd~ jon es@strozfriedberg.co.uk>; 
Aa ron Read <ARead@StrozFriedberg.com>; Singer, David R. <DSinger@jenner.com>; Kohn, Usa J. <lKohn@ jenner.com>; 
Fandel, M ike <M ichael.Fandel@mit lernash.com> 
Subject: RE : Move v. Zillow · suggested revis ions to instructi ons for forensic neutra l expert 

M r. Reisma n, Counsel, and Stroz team : 

Along with Defendan ts' counsel, today I reviewed the proposed instructions prepared by Jenner and Stroz. In advance 
of our scheduled ca ll tomorrow, please fin d attached a redlined ve rsion of those instructions, reflect ing our Init ial 
comments I suggested revisions. It is our hope that providing this redlined ve rsion now can increase the productivi ty of 
our discuss ion tomorrow. We may have more suggested comments I revisions as t his process moves along. 

Rega rds, 
Andy 

Andv Crain 
vr • Forensics & Collections 
415.392.2900 I Mail1 
415.321.8205 I Direct 
41!:>.640.3385 I Cell 
<lnd'l@discoviil.cQ!.Tl 
www.discovISl.com 

DiscoV1a" 

HIPAA 
HITECH 
CUMI-LII\NT 
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»Mlt JN~tr~~~ ~ [93;1,11131] 
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Y IGHT ~~"" evBRIGHTliNE 

III .-
o 
N 
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TH E NATIONAL 

lAW JOURNAL 

This e-mail Is cootIdentlal and may be legally pr1vllegcd. If you have received it In error, please notify us Immediately by reply e-m"lIl1nd then delete 
this ffieSSCIge from your system. Please do not copy It or use It for any purposes, or disclo$C Its contents to any other person. To do so could violate 
state and Federal pr ivacy laws. Thank you for your cooperation. 
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From: Andy Reisman [mailto:andy.reisman@elijaht.coml 
Sent: Saturday, October 24, 2015 2:19 PM 
To: McMillan, Joseph M. (Perkins Cole) 
Cc: Esler, Brian; Duffy Graham; Glickstein, Ethan A.; Gray, John H. (Perkins COle); Michele Stephen; 
AFredette@StrozErjedberq.com; Byron Lloyd-Jones; Aaron Read; Singer, David R.; Kohn, Usa J.; Andy Crain 
Subject: RE: Move v. Zillow - confirmation of devices & initial instructions 

Sounds good - we' ll start making the copies per the protocol on Monday, and will look for the separate emails with the 
Hebard Google Drive and Ziliow lap top credentials. Best times for me for a cali next week are Monday afternoon, 
Wednesday morning and any time on Friday. If none of those ranges work for everyone else just let me know what 
does, and I will try to shuffle things around to accommodate. Thanks! 
Regards, 
Andy 

From: McMillan, Joseph M. (Perkins Coie) [maiito:JMcMiiian@perkinscoie.com] 
Sent: Saturday, October 24,20153:26 PM 
To: Andy Reisman <andy.reisman@elijaht. com> 
Cc; Esler, Brian <brian.esier@miliernash.com>; Duffy Graham <dgraham@sbwlip.com>; Glickstein, Ethan A. 
<EGiickstein@jenner.com>; Gray, John H. (Perkins Coie) <JHGray@perkinscoie.com>; Michele Stephen 
<mstephen@sbwllp.com>; AFredette@StrozFriedberg.com; Byron lloyd-Jones <blloyd-jones@strozfriedberg.co.uk>; 
Aaron Read <ARead@StrozFriedberg.com>;Singer, David R. <DSinger@jenner.com>; Kohn, lisa J. <LKohn@jenner.com>; 
Andy Crain (andy@discovia.com)<andy@discovia.com> 
Subject: RE: Move v. Zi1iow - confirmation of devices & initial instructions 

Andy: 
I have the credentials for the Hebard Google Drive account and will forward them to you by 
email, without copying counselor experts. With respect to the Bit Locker encryption on Mr. 
Hebard's Zillow laptop, I will inquire of him and should be able to get the password/passcode 
to you promptly. I have also asked Defendants' forensic expert, Discovia, to forward to you 
separately the pa sscodes for the two Apricorn hard drives referenced in your email below. 

Attached to this email is a.spreadsheet prepared by Discovia reflecting the contents of the two 
Discovia hard drives - i.e., showing which imaged devices are copied on those two drives. 

Also, can you arrange to send directly to Defendants' forensic expert, Andy Crain of Discovia, 
forensically valid copies on encrypted hard drives of the images you made of the various 
devices produced by Defendants - i.e., the Samuelson, Beardsley, and Hebard computers, 
iPad(s), iPhone(s) and USB devices - as required by the Neutral Protocol, paragraph 18: 



17. Notwithstanding any ~lher£1 clion of this protocol. the Neutral may nnt per 
?ny clou? nccoun~ un,11 the Neutral takcs screen shots and memorializes all 
information showmg Im;t a essed or modified dates to the extent those dut, 
and provides those screen ots to the producing party's outside counsel or 

18. No!withstanding an~ other k tion of this protocol. the Neutral may not per: 
?Jllmage of any ?cvlce untIl the Neutral ensures that the producing party ha 
Image of the devlcc thl':t th9 Neutral will be examining. 

The Neutral Protocol is attached to this email (as a pdf) for reference. 

Finally, Defendants agree w ith your suggestion to arrange a conference cal l next week with all 
counsel/experts to discuss the work flow issues discussed in your email below. Defendants 
obviously need some time to review the very extensive set of Instructions proposed by 
Plaintiffs yesterday afternoon. Accordingly, we think it makes sense to arrange for a call 

sometime mid-week, if that works for you. 

Thanks. 

Joseph M. McMillan 
Perkins Cole LlP 
1201 Third Avenue, Suite 4900 
Seattle, WA 98101-3099 
T: 206.359 .6354 
F: 206.359.7354 
jmcmillan@perkinscoie.com 

From: Andy Reisman [mallto:andy.relsman@elijaht.com] 
Sent: saturday, October 24, 2015 7:12 AM 
To: Kahn, Lisa J. 
Cc: Esler, Brian; McMillan, Joseph M. (Perkins Cole); Duffy Graham; Glickstein, Ethan A.; Gray, John H. (Perkins Cole); 
Michele Stephen; Afrec!ette@StrozFriedberg.com; Byron Uoyd-Jones; Aaron Read; Singer, David R, 
Subject: RE: Move v, Znlow - confirmation of devices & initial instructions 

Our co llection status spreadsheet is attached. Please note per the message below, although we have imaged the 
Hebard Dell latitude, we will need the Bitlocker recovery key in order to actually work with the data. 

Regard s, 
Andy 

From: Andy Reisman 
Sent: Friday, October 23, 2015 5:01 PM 
To: 'Kahn, Usa J.' <lKohn@ jenner.com> 
Cc: Esler, Brian <brian.esler@millernash.com>; McMillan, Joseph M. (Perkins Coie) <JMcMillan@perkinscoie.com>; Duffy 
Graham <dgraham@sbwllp.com>;Glickstein, Ethan A. <£Glickstein@jenner.com>; Gray, John H. (Perkins Coie) 

5 



<JHGray@perkinsco ie.com>; Michele Stephen <mstephen@sbwl lp.com>; AFredette@StrozFriedberg.com: Byron Lloyd­
Jones <blloyd-jones@strozfriedberg.co.uk>;Aaron Read <ARead@StrozFriedberg .com>;Singer, David R. 
<DSinger@jenner.com> 
Subject: RE : Move v. Zillow - confirmation of devices & initia l instructions 

Thanks Usa, I will put together a spreadsheet of device imaging/account collect ion status that t racks the item in the 
original Word document, and will circulate it on completion. 

On a related note, and with apologies if I overlooked an email conveying any of the below, here is a list of the remaining 
items for which we need passwords/passcodes: 

1. Curt ~eardsley 
a. Google Drive 
b. iCloud 
c. Drop box 
d. Microsoft One Drive 
2. Will Hebard 
a. Bit locker encrypted Dell latitude, Bit locker 10: {2261916D--4ACI--4ECF-8237-6B8BBBBCB1F7} 
b. Google Drive 
3. Discovia Apricorn Drives Containing Previously Imaged Data 
a. Drive#1, Oiscovia Media Control# AOO2237 
b. Drive#2, Discovia Media Control# AOO2279 

So, with respect to the specific question of what is on the Discovia-provided drives, we need to get the passcodes for 
those devices and thereafter can answer that question. 

Also, thanks for passing along the proposed instru ctions. I'U review them in detail th is evening. Regardless of the 
specifics, there is one significant facto r that wi ll affect t iming/cost that I alluded to in our previous call, namely whether 
we need to do all of our work in coordination with and under the observation of each side's experts as set forth in 
paragraph 9 of the protocol. We certainly can do so, but the associated coordination and watching of progress bars 
substantially will increase cost s and turn-around t imes. With the number of images and investigat ive steps required, the 
cost and time impacts associated with doing all of the work under each side's observation will be quite considerable. 

An alternative for your cons ideration is that each side in consultation with their expert proposes instructions, which I 
can then discuss jointly with the experts in the event I th ink any of the instruct ions requ ire technica l clarification. I'd 
thereafter carry out the instructions without needing to coordinate observation of t he associated work. Again, I am 
happy to proceed as originally contemplated, but wanted to alert you to the avai lability of a more efficient option that 
would accomplish the contemplated objectives. Perhaps you can discuss amongst yourselves and let me know your 
thoughts, or we can have a conference ca ll to discuss options together. 

Regards, 
Andy 

From: Kohn, Usa J. (mailto: l Kohn@jenner.comJ 
Sent: Friday, October 23, 2015 3:S6 PM 
To: Andy Reisman <andy.reisman@eli jaht.com> 
Cc: Esler, Brian <brian.esler@millernash.com>; McMillan, Joseph M. (Perkins Coie) <JMcMillan@perk inscoie.com>; Duffy 
Graham <dgraham@sbwllp.com>; Gl ickstein, Ethan A. <EGlickstein@jenner.com>; GraY, John H. (Perkins Coie) 
<JHGray@perkinscoie.com>; Michele Stephen <mstephen@sbwl'p.com>; AFredette@StrozFriedberg.com; Byron lIoyd­
Jones <blloyd-jones@strozfriedberg.co.uk>; Aaron Read <ARead@StrozFriedbe rg.com>; Singer, David R. 
<DSinger@jenner.com> 
Subject: Move v. Zillow - confirmation of devices & in it ia l instructions 
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Hi Andy, 

Now that the imaging has been performed in Seatt le and l os Angeles, we wou ld like to confirm that you have the 
devices and preexisting images identified in the chart plaintiffs sent to you on October 9 (attached for your 
reference) . Can you please identify I confi rm all of the images you have? In particular, pla intiffs would like clarification 
regarding what images were provided by Discovia on Apricorn Aegis Padlock 3 P2T203898 and P2T204022. The device 
chart indicates that defendants imaged various computers and USB devices, but we do not have information regarding 
which images are conta ined on those two drives. 

In addition, plaintiffs have prepared our first set of instructions pursuant to the neutral forensic examination protocol. If 
you or defendants' counsel have any questions on the attached instructions, please let us know. Once you've had a 
chance to review, can you give us a rough estimate for completing these tasks? 

Thanks, 
lisa 

Lisa J. Kohn 

Jenner & Block LLP 
633 West 5th Street 
Suite 3600, Los Angeles, CA 90071 j®.ll~r.CQr:r! 
+121323922241 Tel 
LKohn@jenner.com 
Download V-Card I View BiooraRby 

CONFIDENTiAliTY WARNING: ThIs emaM mly contlln privileged Of oonfidenllal lnformatlon Ind Is for the Iole use of the Intended reclplent(,). Any unaulhorized 
ul e or disclosure of this communication Is prohIbltod. If you beYeve Ihat you hive received this emlM In error, please notify the lender immediately and delete It 
from your system. 

NOTICE: This communlc1i11011 mlly oontain privilegnd or other oonlrdontilll lnformlltioll. If you hiM! received it in !lrror, please IIdvis~ \ll!) sander by reply 6m311 and 
Itrilnodl;JiI! ly delete tIHlll laSSfI!l(! and (lOY ,IUur;h,nenl!\ w ilhout copyll1ll or disclosin!) tho contor,IS. Thunk yol,l 
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EXHIBIT C 



McMillan. Joseph M. (Perkins Coie) 

From: 
Sent: 
To: 
Cc: 

Subject: 
Attachments: 

All: 

Singer, David R. <OSinger@jenner.com> 
Friday, October 30, 2015 9:30 AM 
'Andy Reisman'; McMillan, Joseph M. (Perkins Coie); Esler, Brian 
Duffy Graham; Glickstein, Ethan A.; Gray, John H, (Perkins Coie); Michele Stephen; 
AFredette@StrozFriedberg,com; Byron lloyd-Jones; Aaron Read; Andy Crain; Kahn, Usa 
J.; Fandel, Mike; Matthew Feilen; Jack lovejoy; Mike Rosenberger 
RE: Move v. Zillow • suggested revisions to instruct ions for forensic neutral expert 
REVISED Neutral Protocol Instruction Set #l.DOCX 

As promised during our last call, here is our revision to Instruction Set #1. We have accepted most of 
defendants' requested edits. Regarding keyword searches, we prefer to simply track the language used by the 

Court in the Protocol. 

Please let us know jf this version is acceptable to everyone, and we will ci rculate a f inal version. We would like 

Andy to get started on this instruction set as soon as possible. 

Also, we understand that counsel for Mr. Beardsley has given some new instructions to Andy regard ing the 
imaging of Mr. Beardsley's iCloud account. Please send us a copy of those instructions as we never received a 

copy. 

Thanks, 

David 

From: Andy Reisman [mallto:andy.relsman@elljaht.com] 
Sent: Friday, October 30, 2015 7:40 AM 
To: Andy Crain; McMi llan, Joseph M. (Perkins Cole) 
Cc: Esler, Brian; Duffy Graham; Glickstein, Ethan A.; Gray, John H, (Perkins Coie); Michele Stephen; 
AFredette@StrozFriedberg,comi Byron Lloyd-Jones; Aaron Read; Singer, David R.; Kahn, Usa J ,; Fandel, Mike; Matthew 
Feflen 
Subject: RE: Move v. ZlIIow - suggested revisions to Instructlons for forensic neutral expert 

HI All. 

Just following up to find out where to ship each custodian's the duplicate copy of the images for each of the re spective 
producing parties. Paragraph 18 of the protocol precludes us from starting work on any of those images until we 
confirm that the producing party has a duplicate copy. 

For Samuelson, it's just one image, the Mac Book Ai r, 

For Hebard, it's just one image, the Oell Latitude. 
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For Beardsley, I won' t re-list everything from the spreadsheet here, but please let me know if there is a producing party 
other than Beardsley different than Beardsley for any of the Beardsley devices. Otherwise I will ship all of the Beardsley 
images to whichever one contact you tell me. 

I know this might seem like a lot of ink to spend on shipping details, but as I'm sure you' ll understand, I don't want to 
inadvertently send any images where they don't belong! 

Regards, 
Andy 

From: Andy Reisman 
Sent: Thursday, October 29, 2015 2:10 PM 
To: Andy Cra in <andv@discovia.com>; McMillan, Joseph M. (Perkins Coie) <JMcMiIlan@perkinscoie.com> 
Cc: Esler, Brian <brian.esler@millernash.com>; Duffy Graham <dgraham@sbwllp.com>;Glickstein, Ethan A. 
<EGlickstein@jenner.com>; Gray, John H. (Perkins Coie) <JHGray@perkinscoie.com>; Michele Stephen 
<mstephen@sbwllp.com>; AFredette@StrozFriedberg.com; Byron Lloyd-Jones <blloyd-jones@strozfriedberg.co.uk>; 
Aaron Read <ARead@StrozFriedberg.com>; Singer, David R. <DSinger@jenner.com>; Kahn, lisa J. <lKohn@jenner.com>; 
Fande l. Mike <MichaeI.Fandel@miliernash.com>; Matthew Feilen <matthew. feilen @elijaht.com> 
Subject: Re: Move v. Zillow - suggested revisions to instructions for forensic neutral expert 

Hi All, 

I have attached an updated status sheet per our conversation yesterday. It has tabs at the bottom to break out the 
images we received, the images we created, and the cloud screenshots we have completed. 

We are ready to start shipping out copies of the images we created and the screenshots we have collected to date to the 
producing parties. As I want to be 100". sure to send the Images/screenshots for each custodian only to the 
person who should be receiving those images/screenshots, please let me know for each custodian the name and 
address we should be sending the Images/screenshots to per the protocol. Thanksl 

Regards, 

Andy Reisman, CEO 
Elijah Ltd. 
312492-4108 direct 
866-354-5240 main 
847-722-ll363 cell 
312-423-1934 fax 
andy.reisman@elijaht.com 
www.elijaht.com 

From: Andy Re isman 
Sent: Wednesday, October 28, 2015 2;12 PM 
To: Andy Crain; McMillan, Joseph M . (Perkins Coie) 
Cc: Esler, Brian; Duffy Graham; Glickstein, Ethan A.; Gray, John H. (Perkins Coie); Michele Stephen; 
AFredette@StrozFriedberg.com; Byron Lloyd -Jones; Aa ron Read; Singer, David R.; Kohn, lisa J.; Fandel, Mike 
Subject: RE: Move v. Zillow - suggested revisions to instructions for forensic neutral expert 

Hi All, 
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For purposes of your discussions about iCloud, I have confirmed that we are able to se lect documents and not select 
other artifacts such as calendars, contacts, Safari bookmarks, etc. Also, please clarify if Notes shou ld be included, as 
those are treated differently than documents. 

Regards, 

Andy Reisman, CEO 
Elijah ltd. 
312-492-4108 direct 
866-354-5240 main 
847-722-6363 cell 
312-423-1934 fax 
andv.reisman@eli jaht .com 
www.elijaht.com 

From: Andy Crain [mai lto:andy@discovia.comJ 
Sent: Tuesday, October 27, 2015 8:10 PM 
To: Andy Reisman <andy,reisman@eliiaht.com>; McMillan, Joseph M. (Perkins Coie) <JMcMillan@perkinscoie.com> 
Cc: Esler, Brian <brian,esler@mi llernash.com>; Duffy Graham <dgraham@sbwllp.com>;Glickstein, Ethan A. 
<EGlickstein@jenner.com>;Gray, JohnH. (Perkins Coie) <JHGray@perkinscoie.com>; Michele Stephen 
<mstephen@sbwl lp.com>; AFredette@StrozFriedberg.com; Byron Lloyd-Jones <blloyd-jones@strozfriedberg.co.uk>; 
Aaron Read <ARead@StrozFriedberg.com>; Singer, David R. <DSinger@jenner.com>; Kahn, lisa J. <lKohn@jenner.com>; 
Fandel, Mike <M ichael.Fandel@millernash.com> 
Subject: RE: Move v. Zillow - suggested revisions to instructions for forensic neutral expert 

Mr. Reisman, Counsel, and 5troz team: 

Along with Defendants' counsel, today t reviewed the proposed instructions prepared by Jenner and 5troz. In advance 
of our scheduled call tomorrow, please find attached a redlined version of those instructions, reflecting our initial 
comments I suggested revisions . It is our hope that providing this redHned ve rsion now can increase the product ivity of 
our discussion tomorrow. We may have more suggested comments I revisions as this process moves along. 

Rega rds, 
Andy 

Andy Crain 
VP - Forensics & CollectIons 
4 15.392 .2900 I MaIn 
4 15.321 .8205 I Direct 
4J 5 .640.3385 I Cell 
andy@dlsC9yla.com 
www .discoyla.cQ!T) 

DiscoVfa" 
MOrJagoc OOlliCOVOf Y 
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This e-malils confidcnt1al and may be legally privileged. If you have received Illn error, please notify us Immediately by reply c-m,,!! and then delete 
th is message from your system. Plea~ do not copy It or usc It tOr Iny purposes, or disclose Its contents to any other person. To do so could violate 
state and Federal privacy laws. Thank you for your cooperation. 

From: Andy Reisman [mallto:andy.relsman@eliiaht.coml 
Sent: Saturday, October 24,20152:19 PM 
To: McMillan, Joseph M. (Perkins Cole) 
Cc: Ester, Brian; Duffy Graham; Glickstein, Ethan A.; Gray, John H. (Perkins Cole); Michele Stephen; 
AFredette@StrozFriedberq,cQm: Byron lloyd-Jones; Aaron Read; Singer, David R.; Kohn, Lisa J.; Andy Crain 
Subject: RE: Move v. Zillow - confirmation of devices & initial instructions 

Sounds good - we' ll start making the copies per the protocol on Monday, and will look for the separate emails with the 
Hebard Google Drive and lillow laptop credentials. Best times for me for a call next week are Monday afternoon, 
Wednesday morning and any t ime on Friday. If none of those ranges work for everyone else just let me know what 
does, and I will try to shuffle th ings around to accommodate. Thanks! 
Regards, 
Andy 

From: McMillan, Joseph M . (Perkins Coie) (mailto;JMcM illan@perkinsco ie.coml 
Sent: Saturday, October 24, 2015 3:26 PM 
To: Andy Reisman <andy.reisman@elijaht.com> 
Cc: Esler, Brian <brian.esler@mi llernash.com>; Duffy Graham <dgraham@sbwllp.com>; Glickstein, Ethan A. 
<EGlickste in @jenner.com>; Gray, John H. (Perkins Coie) <JHGray@perkinscoie.com>; Michele Stephen 
< mstephen @sbwllp.com>; AFredette@StrozFriedberg.com: Byron Uoyd-Jones <blloyd-jones@strozfriedberg.co.uk>; 
Aa ron Read <ARead@StrozFriedberg.com>;Singer, David R. <DSinger@jenner.com>; Kohn, Lisa J. <lKohn@jenner.com>; 
Andy Crain (andy@discovia.com) <andy@discovia.com> 
Subject: RE: Move v. lillow - confirmation of devices & initial instructions 

Andy: 
I have the credentials for the Hebard Google Drive account and Will forward them to you by 
email,wit hout copying counse l or experts. Wit h respect t o the Bit Locker encryption on Me. 
Hebard's Zillow laptop, I wi ll inquire of him and shou ld be able to get the password/passcode 
to you promptly. I have also asked Defendants' forensic expert, Discovia, to forwa rd to you 
separately t he passcodes for the two Apricorn hard drives referenced in your email below. 

Attached to this emai l is a spreadsheet prepa red by Discovia reflect ing t he contents of t he two 
Discovia hard drives - i.e., showing which imaged devices are copied on those two drives . 

• 



Also. can you arrange to send directly to Defendants' forensic expert, Andy Crain of Discovia, 
forensica lly valid copies on encrypted hard drives of the images you made of the various 
devices produced by Defendants- i.e., the Samuelson, Beardsley, and Hebard computers, 
iPad(s), iPhone(s) and USB devices - as required by the Neutral Protocol, paragraph 18: 

17. Notwithstanding any ~therEction of this protocol. the Neutral may nnt per 
?ny el0u? accoun~ un~al the Neutral takes screen shots and memorializes all 
mfonnatton showmg last a 'essed or modi flcd dates to the extent those datI 
and provides those screen ~r0ts to the producing pany's outside counselor 

18. No!wi thstanding an~ oilIer fection nf this protocol. the Neutral may not per: 
~ Image of any ~evlcc unt,1 the Neutral ensures that the producing party ha 
Image of the devICc th.--:t th9 Neutral will be examining. 

The Neutral Protocol is attached to this email (as a pdf) for reference. 

Finally, Defendants agree with your suggestion to arrange a conference call next week with all 
counsel/experts to discuss the work flow issues discussed in your email below. Defendants 
obviously need some time to review the very extensive set of Instructions proposed by 
Plaintiffs yesterday afternoon. Accordingly, we think it makes sense to arrange for a call 

sometime mid-week, if that works for you. 

Thanks . 

Joseph M. McMillan 
Perkins Coie llP 
1201 Third Avenue, Suite 4900 
Seattle, WA 98101-3099 
T: 206.359.6354 
F: 206.359.7354 
jmcmillan@perkinscoie,com 

From: Andy Reisman [mailto:andy.reisman@eliiaht.coml 
Sent: Saturday, October 24, 2015 7: 12 AM 
To: Kahn, Lisa J. 
Cc: Esler, Brian; McMillan, Joseph M. (Perkins Coie); Duffy Graham; Glickstein, Ethan A.i Gray, John H. (Perkins Coie); 
Michele Stephen; AFredette@StrozErjedberq.comj Byron Lloyd-Jones; Aaron Readj Singer, David R. 
Subject: RE: Move v. ZlIIow - confinnation of devices & initial instructions 

Our collection status spreadsheet is attached. Please note per the message below, although we have imaged the 
Hebard Dell lat itude, we will need the Bitlocker recovery key in order to actually work with the data. 

Regards, 
Andy 

s 



From: Andy Reisman 
Sent: Friday, October 23, 2015 5:01 PM 
To: 'Kohn, Usa J.' <LKohn@jenner.com> 
Cc: Esler, Brian <brian.esler@m i1lernash.com>; McMillan, Joseph M. (Perkins Coie) <JMcMi ilan@perkinscoie.com>; Duffy 
Graham <dgraham@sbwllp.com>;Glickstein, Ethan A. <EGlickste in@jenner.com>; Gray, John H. (Perkins Coie) 
<JHGray@perkinscoie.com>; Michele Stephen <mstephen@sbwl lp.com>; AFredette@StrozFriedberg.com; Byron Lloyd· 
Jones <bl loyd·jones@strozfriedberg.co.uk>; Aa ron Read <ARead@StrozFriedberg.com>; Singer, David R. 
<DSinger@jenner.com> 
Subject: RE : Move v. Zillow · confirmation of devices & init ial instructions 

Thanks Lisa, I will put together a spreadsheet of device imaging/account collection status that tracks the item in the 
origina l Word document, and will ci rcula te it on completion. 

On a related note, and with apologies if J overlooked an email conveying any of the below, here is a list of the remaining 
items for wh ich we need passwords/passcodes: 

1. Curt Beardsley 
a. Google Drive 
b. iCloud 
c. Dropbox 
d. M icroso ft One Drive 
2. Will Hebard 
a. Bit locker encrypted Dell Latitude, Bit locker 10: {2261916D-4AC1·4ECF--8237-6B8BBBBCBIF7} 
b. Google Drive 
3. Discov ia Apricorn Drives Containing Previously Imaged Data 
a. Drive#1, Discovia Media Control# AOO2237 
b. Orive#2, Discovia Media Control# AOO2279 

So, with respect to the specific question of what is on the Discovia-provided drives, we need to get the passcodes for 
those devices and thereafter can answer that question. 

Also, thanks for passing along the proposed instruct ions. ,' II review them in detail this evening. Regardless of the 
specifics, t here is one significan t factor that wi ll affect timing/cost that t alluded to In our previous ca ll, namely whether 
we need to do all of our work In coordination w ith and under the observation of each side's experts as set forth In 
paragraph 9 of the protocol. We certainly can do so, but the associated coordination and watching of progress bars 
substantially will increase costs and turn-around times. With the number of images and investigative steps required, the 
cost and time impacts associated with doing all of the work under each side's observat ion will be quite considerable. 

An alternative for your consideration is that each side in consultation with their expert proposes instructions, which I 
can then discuss jointly w ith the experts in t he event t think any of the instructions require technical clarification. I'd 
thereafter carry out the instructions wit hout needing to coordinate observation of the associated work. Again, 1 am 
happy to proceed as origina lly contemplated, but wanted to alert you to the availability of a more efficient option that 
would accomplish the contemplated objectives. Perhaps you can discuss amongst yourse lves and let me know your 
thoughts, or we can have a conference call to discuss options together. 

Regards, 
Andy 

From: Kohn, Lisa J. [mailto:LKohn@jenner.coml 
Sent: Friday, October 23,20153:56 PM 
To: Andy Reisman <andy.reisman@elljaht.com> 
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Cc: Esler, Brian <brian.esler@millernash.com>; McMillan, Joseph M. (Perkins Coie) <JMcMillan@perkinscoie.com>; Duffy 
Graham <dgraham@sbwllp.com>; Glickstein, Ethan A. <EGlickstein@jenner.com>; Gray, John H. (Perkins Coie) 
<JHGray@perkinscoie.com>; M ichele Stephen <mstephen@sbwllp.com>; AFredette@St rozFriedberg.com; Byron lIoyd­
Jones <blloyd-jones@strozfr iedberg.co.uk>; Aaron Read <ARead@StrozFriedberg.com>;Singer, David R. 
<OSinger@jenner.com> 
Subject: Move v. Zillow - confirmation of devices & init ial instruct ions 

Hi Andy, 

Now that the imaging has been performed in Seat tle and l os Angeles, we would like to confi rm that you have the 
devices and preexist ing images ident ified in the chart pla int iffs sent to you on October 9 (attached for your 
reference) . Can you please identify I confirm all of t he images you have? In particular, plaintiffs would like clari ficat ion 
regarding what images were provided by Oiscovia on Apricorn Aegis Padlock 3 P2T203898 and P2T204022. The device 
chart indicates that defendants imaged var ious computers and USB devices, but we do not have information regarding 
w hich images are contained on those two drives. 

In addit ion, plaint iffs have prepared our first set of instructions pursuant to t he neutral forensic examination protocol. If 
you or defendants' counsel have any questions on the attached instructions, please let us know. Once you've had a 
chance to review, can you give us a rough est imate for completing these tasks? 

Thanks, 
Usa 

Lisa J. Kohn 

Jenner & Block LLP 
633 West 5th Street 
Suite 3600, Los Angeles, CA 90071 jenner.com 
+1 213239 2224 1 TEL 
LKohn@ienner.oom 
Q~!J!Qad V-Cam. I Yjew _B iog@p!!~ 

CONFIDENTIALITY WARNING: This email mayconta ... privlleged or confidentlatlnformaUOn and Is for the sole use of the intended reCiplent(s) . Any unauthorized 
use or disclosure of !hIs communication Is prohibited. If you believe that you havo received this emaH In ef1'()(. please notify the sender Immediately and delete" 
from your system. 

NOTICE: This comm unication may contain privileged OJ olhet confidential infOfmatioo. If you have received II In error. please adVise the soodcr b~ r~pIy email and 
immediately delete the message and any I:IUawn,enls W'ithoul copying or dlsdotilng the contents. Thank yDU. 
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McMillan. Joseph M. (Perkins Coie) 

From: 
Sent: 
To: 

Cc: 

SUbject: 
Attachments: 

Andy, 

Glickstein, Ethan A. <EGlickstein@jenner.com> 
Tuesday, November 03, 2015 10:27 AM 

McMillan, Joseph M. (Perkins Coie); Singer, David R.; Michele Stephen; Esler, Brian; 
Duffy Grah.am 
Andy Reisman; Gray. John H. (Perkins Coie); AFredette@StrozFriedberg.com; Byron 
lloyd-Jones; Aaron Read; Kahn, Usa J.; Fandel, Mike; Matthew Feilen; Andy Crain 
RE: Move, et al. v. Zillow, et at. - Instruction Set for forensic examination 
CHICAGO-#2396473-vl -Instruction_Sec with_Changes_Accepted.docx 

Attached is a clean copy of Instruction Set 1. 

Thanks, 
Ethan 

From: McMillan, Joseph M. (Perkins COie) [mailto:JMcMillan@perkinscoie.com] 
Sent: Tuesday, November 03, 2015 10:04 AM 
To: Singer, David R.; Michele Stephen; Esler, Brian; Duffy Graham 
Cc: Andy Reisman; Glickstein, Ethan A.; Gray, John H. (Perkins COle); AFredette@StrozFriedberg.comi Byron Uoyd-Jones; 
Aaron Read; Kahn, Lisa J.; Fandel, Mike; Matthew Feilen; Andy Crain 
Subject: RE: Move, et al. v. Zillow, et at. - Instruction Set for forensic examination 

David: 
Defendants have no objection to the minor revisions in the Instruction Set that you circulated 
on Friday. Please feel free to forward a clean copy of that Instruction Set to Andy Reisman. 

Thanks. 

Joseph M . McMillan 
Perkins Coie LLP 
1201 Third Avenue, Suite 4900 
Seattle, WA 98101-3099 
T: 206.359.6354 
F: 206.359.7354 
jmcmillan@perkinscoie.com 

-----Original Message-----
From: Singer, David R. [mailto:DSinger@jenner.com) 
Sent: Tuesday, November 03, 2015 8:43 AM 
To: McMillan, Joseph M. (Perkins Coiel; Michele Stephen; Esler, Brian; Duffy Graham 
Cc: Andy Reisman; Glickstein, Ethan A.; Gray, John H. (Perkins (oiel; 
AFredette@StrozFriedberg.com; Byron Lloyd-Jones; Aaron Read; Kohn, Lisa J.; Fandel, Mike; 
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Matthew Feilen; Andy Crain 
Subject: Re: Move, et al. v. Zillow, et al. - Mr. Beardsley's One Drive account 

Thank you, Michelle. I'd like to hear from Andy re why he is having trouble accessing the 
account. If Andy thinks it's necessary to have a real-time call to discuss getting access only, 
then the call may proceed. 

Separately, it appears there are no objections to the latest version of plaintiffs' instruction set 
#1. If I am wrong, please let us know. Otherwise we will circulate a clean copy. As you know, 
we are eager for Andy to commence his forensic analysis. 

David 

On Nov 3, 2015, at 7:44 AM, Michele Stephen 
<mstephen@sbwllp.com<mailto:mstephen@sbwllp.com» wrote: 

Andy and all: 

As noted in my email last Friday, there have been multiple attempts by Andy's team to access 
Mr. Beardsley's One Drive account but Microsoft's security features appeared to be timing out 
and prohibiting such access. 

Pursuant to Andy's recommendation, last week Mr. Beardsley disabled the two-step 
verification process. 

Andy: please advise whether that disabling worked and you have secured access. This 
morning Mr. Beardsley received an email from Microsoft security advising of "Unusual sign-in 
activity." (See below.) 

Please confirm that was you and if so, please advise when you have completed your work in 
that account and advise that Mr. Beardsley may re-secure it with the two-step verification 
process and a new password. 

If you have not been able to gain access, as noted last Friday, I seek to arrange a telephone call 
with you (or a member of your team) and Mr. Beardsley so that you all can work in real-time 
to secure the access. 

Counsel : I again ask - is there any objection to that phone call proceeding if necessary? Please 
confirm by reply email your agreement that such a call may proceed if needed. 
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Thank you. 

Michele 

<imageOO1.png> 

Michele L. Stephen I Savitt Bruce & Willey lip 
Joshua Green Building I 1425 Fourth Avenue, Suite 800 I Seattle, WA 98101-2272 I 
Tel: 206/749-0500 I Fax: 206/749-0600 I 
www.sbwllp.com<https://urldefense.proofpoint.com/v2/url?u-http-
3A www.sbwllp.com &d=CwIGaQ&c=XRWvQHnpdBDRh-
yzrHjgLpXuHNC 9nanQc6pPG SpTO&r=W1J-1S­
XxPoARUrOkHX6h IVOCzAYtMwXH9suXmPCEds&m=sNuGbzsnn4k1X8gsL FzN9rPbxBmuGeAlaA 
sHEvZMf4&s=g9Z610-mz4r2gQnFdBLRVR4069gCKmETubxtsOmG67U&e= > 

Privileged and Confidential: Please be advised thatthis message may contain information that 
is private and legally privileged. If you are not the person for whom this message is intended, 
please delete it and notify me immediately of the error. Please do not copy or send this 
message to anyone else. Thank you for your cooperation . 

David R. Singer 

Jenner & Bloc~ LLP 
633 West 5th Street 
Suite 3600, Los Angeles, CA 90071-
2054 I jenner.com<https://urldefense.proofpoint.com/v2/url?u=http-
3A www.jenner.com&d=CwIGaQ&c=XRWvQHnpdBDRh­
yzrH jgLpXuHNC 9nanQc6pPG SpTO&r=W1J-IS-
XxPoA RU rOkHX6 h IVOCzA YtM wX H 9suXm PC Ed s& m=s N uG bzsn n4k1X8gs L F zN 9 rP bxB m u GeAI aA 
sHEvZMf4&s=NZdx95U lw53SdGgTUAgZQdXAi lzkIWTUN-aJ24jQOxY&e= > 
+1 213 239 2206 I TEL 
DSinger@jenner.com<mailto :DSinger@jenner.com> 
Download V-Card<https://urldefense.proofpoint.com/v2/url?u=https-
3A svcs.jenner.com JBvCard vcardhandler getcardbypid 69254&d=CwIGaQ&c=XRWvQHnp 
dBDRh-yzrHjgLpXuHNC 9nanQc6pPG SpTO&r=W1J-IS­
XxPoARUrOkHX6hIVOCzAYtMwXH9suXmPCEds&m=sNuGbzsnn4k1X8gsL FzN9rPbxBmuGeAlaA 
sHEvZMf4&s=CJX-ymp4Y3GjA6JI gXYTecE10lblAJSE2bj OGdPQM&e= > I View 
Biography<https://urldefense.proofpoint.com/v2/url?u=http-
3A www.jenner.com people DavidSinger&d=CwIGaQ&c=XRWvQHnpdBDRh-
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yzrHjgLpXuHNC 9nanQc6pPG SpTO&r=W1J-IS­
XxPoARUrOkHX6hIVOCzAYtMwXH9suXmPCEds&m=sNuGbzsnn4klX8gsL FzN9rPbxBmuGeAlaA 
sHEvZMf4&s=cmOivbOYk4k022v4uDj7TYZ2P9LvSgaIRHfGoStPL1A&e= > 

CONFIDENTIALITY WARNING : This email may contain privileged or confidential information 
and is for the sole use of the intended recipient(s). Any unauthorized use or disclosure of this 
communication is prohibited. If you believe that you have received this email in error, please 
notify the sender immediately and delete it from your system. 

NOTICE: This r;ommunlCQI,on may contOln pnvlleged 01 Olher confidential inlormallon. If YOll have received II In orror, pleaSB adviS(l the semlor by reply (lmlli l nnd 
Imfl\edmtely delete the message oml allY IIttact~ncnts WilllOUI COPYWlg Dr dlscloSUl{l Iha contents . Thank YOIi. 
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Plaintiffs' Instruction Set 1- October 28, 2015 

Overview 

The purpose of th is document is to supplement t he Neutral Forensic Examination Protocol, providing 

analysis instructions to be performed by the Neutra l Expert on t he following forensic images (in 

current order of priority): 

Custodian Name Device Make Model Serial Number 

Errol Samuelson Laptop Apple MacBook Air C02M93QSF6T6 

Curt Bea rdsley laptop Dell latitude E7440 7C1SWZl 

Curt Beardsley Home PC Seagate SU OOODMOO3 SlDH6K4G 
HOD 

Curt Beardsley Famity PC Seagate ST2000DMOQl SlE1G HHY 
HOD 

Will Hebard Laptop Dell latitude E7440 n/a 
Curt Beardsley Thumb Drive SanDisk Cruzer 20052242801EOE9OOE9E 
Curt Beardsley Thumb Drive Gener ic Blue N/ A 1104090309500035117100 
Curt Bea rdsley Thumb Drive Generic Zillow N/A OOOOOF5163403286 

Curt Beardsley Thumb Drive Generic Stratus N/A 2010300949A3C07 
Data St reams 

Curt Beardsley Thumb Drive Monkey N/A 070F24160C950F28 

Curt Beardsley Thumb Drive Generic Blue N/A 1308241829156488351502 

Curt Beardsley Thumb Drive Union Bank N/A C086ECFO 

Curt Beardsley Thumb Drive Rea ltor.com N/A CCCBB999988887777 

Curt Beardsley Thumb Drive Lexar N/ A AAl T3 1A648454NFA 

Curt Beardsley Thumb Drive SCSI Disk 1234 N/A 2013121315040630 

Curt Beardsley Thumb Drive Generic Silver N/A 1963DF81 

Curt Beardsley Thumb Drive Generic Staples N/A 07180112000832 

Curt Beardsley Tablet Apple iPad M in i A1454 F4KK53F6F19H 

Dlscovia Neutral USB External Apricorn Aegis Padlock 3 P2T203898 
custodian images 1 HO~ A2S·3P12S6·2000 
Discovia Neutral USB Externa l Apricorn Aegis Pad lock 3 P2T20402Z 
custodian Images 2 HOD 

Unless otherwise stated, th e primary forensic software used for analysis is Encase V6.19.7. In some 

instances, additional 3rd party tools have been used to assist with the analysis and these will be 

mentioned below. This document will provide instructions covering the following topics:-

• Harvesting User Data (Page 2) 

• File Hash Analysis (Page 4) 

• Deletion Analysis (Page 5) 

• Secure Deletion/Wiping Analysis (Page 5) 

• External Device Analysis (Page 8) 

• Internet History Analysis (Page 9) 

• Keyword Search Preparation (Page 10) 
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Harvest ing User Data 

This process will identify active and easily recoverable user data within the forensic images and 
resu lt in the separation of a large majority of non-user and system files and folders, allowing for 
more efficient processing, searching and hashing. 

Encase Instructions;-

1. First ensure that the Encase Hash library is updated with the latest NSRl hash set, at the 
time of writing this the latest available version is RDS 2.49. 

2. Next add the evidence files into Encase and perform HRecover Folders" over all Identifiable 
pa rtitions in each forensic image. Verify that the process executed successfully and all 
identified files were re-added into the Encase view. 

3. Next select all items in the Encase view, ensuring that all Recovered items are also selected. 

4. Perform " File Signature Analysis" and calculate Hash values for all selected items. 

5. Sort all items based on the "Hash Set" column and deselect any flies Identified as a match 
with the NSRl2.49 Hash .set. 

6. Next sort the remaining selected items based on the "Hash Value" column and deselect any 
item that does not have a calculated Hash value . 

7. Next sort the remaining selected items based on the "Signature" column, deselecting the 
following signature types :-

• I Bad Signature 
• Unknown 

8. USing the following file extensions listed on the next page, filter the remaining selected 
items based on the file types which you believe would likely represent user created fi les, and 
should include, but is not necessarily limited to, all of the file extensions listed. 

9. For all items that are not Included in the file extension filtered, re-sort the items based on 
the "Signature" column and reselect any items which have the following Signature types:-

• • Adobe PDF 
• • Compound Document File 
• • ZIP Compressed 
• • Outlook PST File 
• • Generic Email Message 
• • HyperText Markup language 1 File 

10. You should now be left with items selected based on the fjle extension filter and also 
signature types mentioned above. For these selected items, perform a "Copy Folders" 
process to a suitable sized TrueCrypt container. This extracted set of data will be known as 
the Harvested data. 

11. Perform this process for each forensic image being reviewed. The Harvested data will then 
be used for the File Has,h Analysis and also the Keyword Searching. 
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File Extensions for Windows pes: 

• E-mail : Outlook E-mail (.pst, .ost) ; Netscape Email; Lotus Notes E-mail (.nsf); Outlook 
Message Files (.msg, .oft, .rtf); Outlook Express Sand 6 message stores (.dbx); Outlook 
Express Saved Messages (.eml); Blackberry Sync File (.ipd, .bbb); Eudora/Thunderbird (.mbx) 

• Word Processing: Word Document (.doc, .dot, .docx, .docm, .dotx, .dotm, .asd); Pocket 
Word Document (.pwd); MS OneNote (.one); Word Perfect Documents (.wp, .wp4, .wpS, 
.wp6, .wpd, .wbk, .wkb); Rich Text Format (.rtf); Write Document (.wri); Word Text File 
(.msw); Publisher (.pub); Text Document (.txt); Evernote (.enb, .enex, .exb, .reco, .top, .enml) 

• Spreadsheets: Excel Document (.xis, .xlsx, .xlsm, .xlsb, .xltx, .xltm, .xlc, .xlk, .xlw, .xlb, .xlt) ; 
Pocket Excel Worksheet (.pxl); MS Works File (.wps); Lotus 1-2-3 File (.wkl, .wk2, .wk3, .wk4, 

.wrk, .wks); Comma Separated Value (.csv) 

• PowerPoint Document (.ppt, .pptx, .pptm, .pps, .ppsx, .ppsm, .pot) 

• HTML Document (.html, .htm, .mht, .mhtm) 

• Databases: MS Access data file (.mda); MS Access database (.mdb, .accdb) 

• Compressed/compound 'files: ZIP Files (.zip); G-zlp compressed file (.gz); Archive file (.tar) 

• Adobe PDFs (.pdf) 

• Microsoft XPS (.xps) 

• Image Files (.tif, .tiff, .mdi) 

File Extensions for Macs: 

• E-mail : MacMail; Netscape Mail; Outlook E-mail (.pst, .ost, .olm); Entourage (.vrgemessage, 
.vrgecontact , .vrgeevent, .vrge08message, .vrge08contact , .vrge08event); Lotus Notes E-mail 
(.nsf); Outlook Message Flies (.msg); Outlook Express Sand 6 message stores (.dbx); Outlook 

Express Saved Messages (.eml, .emlx, .emlxpart); Blackberry Sync File (.ipd); 

Eudora/Thunderbird (.mbx, .mailbox, .mbox) 

• Calendars/Contacts: ICalendar (.ital, .icaltodo, .icalevent); Apple Address Book Contacts 

(.abcddbl 

• Electronic Fax: eFax (.efx) 

• Chat: iChat file (. Ichat) 

• Word Processing: Word- Document (.doc, .dot, .docx, .docm, .dotx, .dotm, .asd); -Pocket 
Word Document (.pwd); Word Perfect Document (.wp, .wp4, .wpS, .wp6, .wpd, .wbk, .wkb); 
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Rich Text Format (.rtf, .rtfd); Write Document (.wri); Word Text File (.msw); Publisher (.pub); 

Text Document (.txt); Pages (.pages); Evernote (.enb, .enex, .exb, .reco, .top, .enml) 

• Spreadsheets: Excel Document (.xis, .xlsx, .xlsm, .xlsb, .xltx, .xltm, .xlc, .xlk, .xlw, .xlb, .xlt,); 
Pocket Excel Worksheet (.pxl); MS Works File (.wps); l otus 1-2-3 File (.wkl, .wk2, .wk3, .wk4, 

.wrk, .wks); Comma Separated Value (.csv); Tab Separated Value (.tab); Numbers (.numbers) 

• Presentations: PowerPoint Document (.ppt, .pptx, .pptm, .pps, .ppsx, .ppsm, .pot); Keynote 
(.key) 

• HTMl Document (.html, .htm, .mht, .mhtm, .webarchive) 

• Databases: MS Access data file (.mda); MS Access database (.mdb, .accdb), Filemaker Pro 
(.lp7, .Ip9, .lpS, .IpSO) 

• Compressed/compound files : ZIP Files (.zip); G-zlp compressed file (.gzl; Archive file (.tar, 
.tgz, .bz2, .7z) 

• Adobe PDFs (.pdf) 

• Microsoft XPS (.xps) 

• Image Flies (.tif, .tlff, .mdi) 

• Disk Images: Generic (.hdd, .vhd), Paralle ls (.pvs, .pvm); Apple disk image (.dmg, .dmgpart, 

.sparsebund le) 

File Hash Analysi s 

This process will compare and identify if known files currently located on Errol Samuelson's and Curt 
Beardsley's Move computers are present on any forensic images of devices which have not been 
provided to Stroz Friedberg. The identification process wi ll be based on the comparison of the MDS 
hash value calculated for every file located in the forensic images of devices wh ich have not been 
provided to Stroz Friedberg. 

Encase instruct ions: -

1. Using the "KNOWN" Encase Hash Set provided by Stroz Friedberg Rebuild the Encase Hash 
library (deselect any other selected hash sets before rebuilding). Stroz Friedberg shall 
simultaneously provide this "KNOWN" Encase Hash Set to both the Neutral Expert and 
Defendants' computer forensic expert, Discovia. 

2. For each set of Harvested data produced from the forensic images, add the data back into 
Encase and make sure that all items visible in the Encase view are selected and then perform 
Hash Analysis over all items to calcu late their M05 Hash values. 

3. On completion of the Hash analysis, sort all the data on the "Hash Set" column and select all 
files and folders that have a matching hash value to the "KNOWN" Hash set. 
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4. Produce an export listing of ident ified matching files for review. Repeat the steps above to 
create individual matching file listings for each forensic image provided for review. 

Deletion Analysis 

For purposes of this instruction set, deletion act ivity Is defined as fi les or folders that are deleted 
using native methods, for examp,le emptying the Recycle Bin, hard deletion of data by bypassing the 
Recycle Bin or the action of clearing Tempora ry files. 

Recent deleted data using native methods should in most instances be common ly recoverable, 
providing the data has not been overwritten by other indirect actions, for example the use of TRIM 
command utilized on SSDs. 

Th is analysis will look for and identify files or folders that have been deleted from the forensic 
Images, in particular during the timeframe of interest, sta rting from October 2013 to Present. 

Encase Instructions:-

1. Use En case to run "Recover Folders" process over all identified partitions within the forensic 
images to scan for and identi fy metadata stored within deleted folders. Verify that the 
process executed successfully and all Identified files were re-added into the Encase view. 

2. Use Encase to review Identjf ied " lost Files" and ali other files and folders identified as "Is 
Deleted" 

3. Produce a spreadsheet file listing of all identified deleted files and folders for review. This 
spreadsheet should also de-duplicate those entries that may be identified in Encase as "Is 
Deleted" but for which the forensic Image currently contains an active flle analog (Le. by the 
same file name). That is, the spreadsheet produced should contemplate and account for the 
known behaviour under more recent versions of the Windows operating system whereby 
MFT records can Include the "Is OeletedH attribute, when in fact the document has never 
been deleted at ali. T-he de-duplication process should be performed using both the 
filename and the last modified date and t ime of the f iles. 

4. Produce a separate spreadsheet file listing of all files and folders located in any local Recycle 
Bins in the forensic images. 

Forensic image revlew:-

• Recycle Bin ana lysis:-

o Windows XP - Parse and review for active and deleted INF02 records. Generate a 
spreadsheet file listing of all identified records for review. 

o Windows Vista/7 - Parse and review for active and deleted $1 and $R system files . 
Generate a spreadsheet file listing of all Ident ified records for review. 

• $USNJRl ana lysis:-
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a Parse and review the current $USNJRNl file in the forensic image if present. 
Recommended tool to use for this process is the program "AN1Pv3.11 .06_FE.exeH

• 

a Produce export listing spreadsheet of parsed records and review for recent file and 
folder deletion. 

• System Backup analysis:-

o Windows XP - System Restore Points - l ess likely to store user data 

a Windows Vista/7 - Volume Shadow Points - These will contain snapshots of data at 
relevant points In time and ca n be used to recover previously deleted data or 
perform differential analysis aga inst current contents to Identify deleted content. 

a Using Encase or a similar tool, mount the forensic images within Windows and use 
the native "VSSadmin" command line tool to identify and mount any Volume 
Shadow Copies to an accessible drive letter. Using Enca se, add the mounted logical 
volume(s) into Encase for Hash Analysis and Keyword searching. 

a Another recommended tool for Volume Shadow analysis is VSC Toolset which ca n be 
used for performing differential analysis aga inst the native fHe system or historical 
snapshots. 

User Act ivity revlew:-

• Perform a review of recent user activity on the computer and comparison of information to 
current active files and folders located on the forensic image. This part links in with the 
output ana lysis of other points in the inspection such as link file analysis, Shellbag analysis, 
Jump list ana lysis and USB analysis . 

Additional areas of review:-

• Review files and folders on the forensic Image to identify batch ".bat" files and any 
associated usage of said files. For any batch files identified, review the contents of the files 
for scripts containing known native delet ion programs, in particular scripts using the nat ive 
"cleanmgr.exe" program ·(also known as "DiskCleanup"). 

• Perform a review of Program files and folders to identify any specific software that could be 
used to aid a user with file and folder deletion. 

Secu re Deletion/Wip ing Ana lys is 

For purposes of this instruct ion set, we define secure deletion as files and folders securely deleted 
using wiping tools/ appl ications which are purpose-bultt to erase files and folders beyond recovery 
and can be considered anti-forensic in nature. 

This analysis wi ll Identify the use of 3'd party wiping tools as well as t he potent ia l use of native OS 
processes on the forensic image and potentiallv what data has been securely erased. 
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Mac OSX - Secure Erase process:-

• When deleting files and folders in a Mac OSX environment, the user has two options of 
deletion, a simple delete or Secure Erase. The default option in Mac OSX is a simple delete, 
whereby the deleted files and folders are automatically placed Into the User's Trash, similar 
to the Recycle Bin on Windows os. 

• The second option, Secure Erase, works by writing random patterns of data over a trashed 
file immediately after it has been emptied or removed from the file system. The user can 
change settings within MacOX so that files are automatically securely erased when deleted. 

• To identify if a user has enabled Secure Erase with in MacOSX, identify and review the 
following Pllst file shown below, and check the "EmptyTrashSecurely" value. If the value is 
set to YES then automatic Secure Erase Is enabled. 

o <User> I library I Preferences 1 com.apple.finder.pllst 

Windows OS - Cipher Wipe process:-

• A native process within Windows OS named "Cipher.exeH is commonly used to encrypt and 

decrypt data on drives that use the NTFS file system and to view the encryption status of 
fjles and folders from a command prompt, however it also has a "wipe" option ("/w" switch 
within the Cipher command) to securely delete data by overwriting any unallocated space 

on the hard drive. 

• Cipher is a command line based program and wiping commands Involving the Cipher 
program can be scripted and placed into ".bat" batch files, to atlow for easy and continued 

use. 

• Perform a review of identified ".bat" batch files on the forensic image to identified any 
potential use of the Cipher program and the "/w" wipe switch on the forensic image. Also 
review "RunMRU" values located In the LOCAL Registry databases for evidence of the 

execution of the Cipher.exe program. 

3rd Party tools Review:-

• Perform a cursory review of the Unallocated Space to look for and Identify any potentially 
obvious sections of repetitive patterns, for example large sections of the disk area showing 
as all "FF" or "0" zeros or other repetitive characters. 

• Review the "Program Files" , "Program Files (x86)" and AppOata folders for common wiping 
tool programs to identify evidence of current or historical installations. 

• Perform Prefetch file analysis over active and recoverable Prefetch files to identify wiping 
program execution on the forensic image. 
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• Using Encase run Recover Folders to scan for and identify deleted meta data within deleted 
folders to identify traces of previous files on the computer. 

• Using Encase, review "lost Files" and "Recovered Folders" and all other files and folders 
identified as "Is Deleted" to identify any common wiping tool program files. 

• Perform a review of all files and folders to identify any common artefacts such as large 
groups of odd/random patterns in deleted filenames or large groups of files and folders that 
are the same or very similar in size with very similar file system dates and times. 

• Perform Registry analysis using the "RegRipper" tool to identify and extract common registry 
keys and review the output for evidence of wjping tool usage. 

• Parse the "AppCompatCache" (also known as the "ShimCache") and identify the 
"RecentFileCache.bcf" file to review for evidence of recent or historical wiping tool program 
executions. 

• Perform a keyword search of common wiping tool programs to Identify any references which 
may identify historical usage. 

• Use NSRL to identify files associated to known wiping tools - Rebuild the hash library in 
Encase using the most recent NSRL set and then perform Hash Analysis over all files and 
folders. Sort on the Hash Set column and review results to identify any files or folders that 
match potential wiping tools. 

Externa l Device Analysis 

This process will identify the use External devices on the computer forensic images, for example the 
identified usage of external USB storage device or the use of a Mobile device by known users. 

Windows OS analysis:-

For each computer forensic image provided which contains a Windows OS, perform a review of the 
SYSTEM and LOCAL Registry databases as well as the Plug and Play log files, extracting potentially 
relevant information for review such as the external device's Vendor, Product, and Version 

information along with any recorded Serial numbers. Also determine the first and most recent time a 

device was plugged into the computer. 

• SYSTEM and LOCAL Registry database locations:-
o SYSTEM\CurrentControISet\Enum\USBSTOR 

o SYSTEM\CurrentControISet\Enum\USB 
o \CurrentControISet\Enum\USBSTOR\Ven_ Prod_ Version\USB 
o SYSTEM\MountedDevices 
o NTUSER. DA T\Softwa re \M icrosoft\ Windows \CurrentVersion \Explorer\Mou ntPoi nts2 

• Plug and Play log files locations:-
o Windows XP - C:\Windows\setupapi.log 
o Windows 7/8 - C:\Windows\inf\setupapi.dev.log 
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When an External device or Mobile device is connected to a Windows 7 OS, a number of event 
records will be generated within known Event logs. Perform a review of the following Windows OS 

Event logs:-

o Microsoft-Windows-OriverFrameworks-UserMode/Operational To identify 

Connection and Disconnection Event 10's, in particular Event 10's 2003/2004 and 
2100/2102 regarding the use of external devices on the computers. 

o Microsoft-Windows-WPD-MTPClassDrrver - To identify MTP (Media Transfer Protocol) 

Connections and Disconnections Event 10's, in particular Event 10's 1000 and 1002 
regarding the use of Mobile devices on the computers. 

• This USB analysis can also be subsidised with the output analysis of other points such as link 
file analysis, Shell bag analysis and Jump list analysis, which can be used to identified 
artefacts generated from external USB device usage. 

Mac OSX analysis :-

For each computer forensic image provided which uses Mac OSX, perform a review of known system 

log fi les and system "Plist" files listed below for evidence of external device usage on the computer. 

• /private/var/logjsystem. log - Search for log entries containing 'USBMSC Identifier' 

• /private/var/logjdaily.out 

• /private/var/log/weekly.out 

• /private/var/logfmonthly.out 

• / private/va r/ logffsck_hfs.log 

• / Users/<user>/library/iogs/ OiskUtility.log 

• / Users/ < user> / libra ry / Iogs/ fsck _ hfs.log 

• /Users/<user>/library/Preferences/ com.apple.sidebarlists.plist 

• /Users/<user>/library/P{eferences/com.apple.iPod.plist 

Extract relevant information identified for review, such as the external device's vendor, product, and 
version information along with any recorded serial numbers. Also determine the first and most 
recent time a device was plugged into the computer. 

Additional Analysis of External Device images:-

For each forensic image of an external device provided for review, perform the following additiona l 
ana lysis to identified User Usage history and also Format history of the external devices. 

• User Usage History - Perform a review of all identified MAC dates and times (created, last 
accessed and last written) to identify patterns of user history, such as mass copying or 
moving of data to the External device. Export a full ftle listing including all associated 

metadata of all items in the forensic image for review. 

• Format History - If the external device has an NTFS file system, review the dates and times 
of System files located on the forensic Image. such as the "'$MFTH or the "$ logFile" to 
determine the date and time the external device was last formatted . For other identified file 
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system, review the created and last written dates and times for other batches of file and 
folders associated with first usage activity. 

Internet History Analysis 

This process will search for and identify active and easily recoverable Internet History and extract 
relevant information for review, for example browser activity, search history, URL history, Internet 
cache history and Internet temporary download history. 

Intern et Evidence Finder "IEF" 

The simplest and most efficient way to ident ify and preview all active and easily recoverable Internet 
History on the forensic Images is to use the tool Internet Evidence Finder " IEF". IEF will perform a 
comprehensive search of the forensic image, reviewing all files and folders on all identified 
volumes/partitions, including Volume Shadow snapshots where present on a Windows as forensic 
Image. 

Once IEF has been used to search for and identify active and easily recoverable Internet History on 
the forensic images, perform a review of the output and search for potential evidence of the 
foUowing:-

• Visiting URl's related to deletion/wiping tools; 
• Internet download history related to deletion/wiping tools; 
• Search engine activity, for example using Google or Bing to search for deletion/wiping tools 

or methods to wipe data; 
• Access of Cloud storage accounts such as Dropbox, Google Drive, etc; 
• Access of Web mall accounts such as GmaU, Yahoo or HotmaU/Outlook.com; 
• Instant messaging and chat apps usage to transfer flies and/ or delete messages, for example 

GoogleTalk and Skype; 

For all Identified relevant Information, perform an cxport of the data to a spreadsheet for further 
review. 

Keyword Search - Preparation 

This process will prepare the forensic imagcs for keyword searching. A list of keyword search terms 
will be provided following mutual agreement by counsel for the parties. 

A keyword search will identify files or folders that are responsive to mutually-agreed keywords. The 
Encase keyword search will result in a greater number of search hits due to the inclusion of 
searching system files and folders and also the Unalloca ted Space of each forensic image. 

In accordance with the Protocol Governing Neutral Expert Review and Handling of Ce rtain Electronic 
Devices and Cloud Accounts (and specifically. for example, sections lO(aj(iv) and lO(b)(vi)), testing by 
the Neutral to assess reasonableness (for example, running quantitative hit reports showing the 
volume of hits by keyword, by device/account) is permissible. Counsel shall confer and mutually 
agree regarding how to address any keywords that generate voluminous hit counts. Similarly, 
counsel and/or the Neutra l Expert may suggest variations to the keywords' syntax as a method for 
reducing the hit volumes. 
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Encase Preparation:· 

1. First add the evidence file into Encase. 

2. Next run the forensic process "File Mounter" to identify and expand the following archive 
file types (DOCX, GZ, PPTX, PST, RAR, TAR, TGZ, XLSX and ZIP) within the output harvested 
data for each forensic image. If OST files are present then this will need to be mounted 
separately in the standard Encase view. 

3. Using the keywords which will be provided in the next instruction set, import them into 
Encase or add them as a keyword list. 

4. Ensure that all keywords have the following options selected:-
o ANSI latln-l 
o Unicode 
o UTF-8 
o Outlook Compressible Encryption · Code page 6Soo3 

5. Ensure that all items are selected in the evidence files. The forensic Image is now prepared 
for running the keyword search within Encase. 

DtSearch Preparatlon:-

1. For each set of Harvested data created from the forensic images, use the program DtSearch 
to create a text searchable index of the Harvested data. 

2. Ensure that the DtSearch preferences are the same as those shown in the following 
screenshot : 

Page 11 of 12 
2396473.1 



Preferences r;Q;J 
Indexing Option' 

g] Index doxufIefIt properties 
Indexing options 

~ Index HenamM os text {tIlrdIde path Worrrtatbl 
letters fnd words iii Index MUlE t.!aders In &mills 
Hlttring OptiOM [] Index 1iT"'- scripts, styles, Inks, and comments 
Indexing ftlOUrl:t! iii Index runbers 
File legmen~tion [l]E~C! I'lU1'Iefk rango se¥C/n;l {~hdeXI!S !orgel') 

Tmfitldl [iJ lndex I'¥dden content II) Office documents (su:h os m.!lCl"os) 

File types iii Index NTFS SlInrMry IrIttmation sUoll:1lS 

Spider Options [] Index field names In m. ties 
EJ Index I1eId attroutM In XI'I. ties t Spider options Iill<;1lOl'e common HTfit. t1eId MIreS (<p>, <I>, 4,>.; etc.) ~ XMl p.u 

Spider pusword, iii Index ~advnont$ 1n POf Iles 
Surch Options rtI AltOfMtk:.!IIy rocCll7lfZe ciMM, C!IMI ~osses «Id crodK c«d I'U!Ibeors In text 

r""h """, o Add file typo MmO (Word, Excel, etc.) to doco.ments 
Surch rt5\,11ts iii Index k ts of f~en.vr.es In ZIP «KI RAR arctives 
Usertl'lesaul1Js [] Index properties cllmaoes embedde<iln dxunents 
Mitro, Defd IocetkI'I tOl' new Irod!!XM 

Documtnt Options Cl \Useri\STRozu.C\APPOat.!l\L.OC~dtSeatd1 il9 
~ O".m,,' d;,,"Y 

Fonts and colon 
PDF view options 
Extern,! viewers 

I "" II ea.. I~ J 

3. Ensure that BInary flies are set to not be indexed, and that "Hyphens" are indexed as spaces 
and searchable characters. 

4. Once the DtSearch preferences have been changed, create a text sea rchable Index of the 
Harvested data. 

5. On completion, you are now prepared for runn ing the keyword searches over the Indexed 
data . 
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DISCOVERY MASTER 
THE HONORABLE BRUCE HILYER (RET.) 

Telephonic Hearing: November 2,2015 at 12:00 p.m. 

SUPERIOR COURT FOR THE STATE OF WASHINGTON 
IN AND FOR THE COUNTY OF KING 

, MOVE, INC., a Delaware corporation, 
REALSELECT, INC., a Delaware corporation, 
TOP PRODUCER SYSTEMS COMPANY, a 
British Columbia unlimited liability company, 
NATIONAL ASSOCIA TlON OF 
REALTORS®, an lIlinois non-profit 
corporation, and REALTORS® 
INFORMATION NETWORK, INC., an Illinois 
corporation, 

Plaintiffs, 

v. 

ZILLOW, INC., a Washington corporation, 
ERROL SAMUELSON, an individual, and 
CURT BEARDSLEY, an indi vidual, 

Defendants. 

NO. 14-2-07669-0 SEA 

DEFENDANT CURT BEARDSLEY'S 
RESPONSE TO PLAINTIFFS' 
"EMERGENCY" APPLICATION TO 
ENFORCE NEUTRAL FORENSIC 
INSPECTION PROTOCOL 

DEFENDANT CURT BEARDSLEY'S RESPONSE TO 
PLAINTIFFS' "EMERGENCY" APPLICAT ION TO ENFORCE 
THE NEUTRAL FORENSIC INSPECTION PROTOCOL · i 

SA VITI BRUCE & WILLEY LU' 

1425 Fourth Avenue Suite 800 
Seattle, Washington 98101-2272 

(206) 749-0500 



I. INTRODUCfION 

2 When the Court-appointed forensic neutral expert tried to access Mr. Beardsley's 

) iCloud account, Mr. Beardsley's wife and children received messages stating that their devices 

4 were a lso be ing accessed. When Mr. Beardsley alerted the neutral to that problem, the neutral 

5 himse lf agreed to suspend any further review of the iCloud account until the prob lem could be 

G reso lved. 

7 Instead of cooperating w ith Mr. Beardsley and the neutral to help reso lve th e issue, 

8 Plainti ffs ti led thei r "emergency" app lication to enforce the neutral forensic protocol less than 

9 48 hours after the concerns at issue arose, whi le Mr. Beardsley's counsel and the neutral were 

10 still trying to resolve the issue, in the face of meet and confer requests which Plaintiffs ignored, 

11 and after Plaintiffs were advised that Mr. Beardsley had addressed part of the relief they rushed 

12 to seek. Had Plaintiffs provided Mr. Beardsley that same amount o f time to investigate and 

13 cons ider the issues that arose only this past Wednesday, and had they met and conferred as 

14 contemplated in the protocol and eivi l rules, their motion and this response wou ld have been 

15 unnecessary and the Discovery Master's time not wasted holding the upcoming hearing about 

16 an order that is not needed. Put simply, Plaintiffs' application is not about an emergency, is 

17 wi thout merit, and has itself delayed the neutral expert 's collection process . 

18 We appreciate the Discovery Master's will ingness to be available promptl y fo r a 

19 te lephonic hearing on these issues. Th is notwithstand ing, given the diatribe fi led by Plaintiffs, 

20 Mr. Beardsley is once again compelled to file a written response to correct an inaccurate and 

21 se lf-serving record Plaintiffs needless ly created. And, in an effort to faci litate the process that 

22 Plaintiffs themselves delayed by their motion, Mr. Beards ley herein makes a proposa l that 

23 likely moots that motion or, if not, provides a fa ir resolution. 

2. u. AUTHORIT Y A ' D ARGUMENT 

25 A. The Protocol's Provisions rega rding Cloud Accounts. 

26 The Protoco l Governing Neutral Expert Revicw and Handling o f Certain Electronic 

27 Devices and Cloud Accounts (the "Protocol") permits access by the neutral to certain web-
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based cloud storage accou nts, includ ing Mr. Beardsley's iCloud account. (Singer Decl., Ex. A 

2 at I ~2.) However, the Discovery Master recommended (and the Court subsequently ruled) that 

3 web-based emai l accou nts that may be assoc iated with cloud accounts were excluded from 

4 rev iew unless specifically app roved by the Discovery Master. (Id. at 2.) 

5 The Protocol does not specify exactly how documen ts stored in cloud accounts shall be 

6 collected by the neutral and docs not spec ify whether data in other applicat ions associated with 

7 cloud accounts (i.e., data bcyond documen ts stored in the account and web-based emai l) are 

8 subject to it. The parties did not negot iate or brief those issues and neither the Discovery 

9 Master nor the Court has either considered or express ly rulcd upon those issues. As 

10 demonstrated by what happened when the neulml expert went to collect from Mr. Beardsley's 

II iCloud account, those latent ambiguities raised unexpected concerns and an issue as to the 

12 scope of co llection. 
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The Neutra l Expert's Collection Proceeded Apace and Mr. Beardsley Did Not 
" Withhold" Access C redentials to Ris Cloud Accounts. 

Upon the Court's entry of the Protocol on September 30, 20 15, the parties began the 

not-insignificant task of complying with paragraphs 5 and 6 of the Protocol: that is, 

coord inating (i) how to make the 24 devices at issue! in disparate locat ions available to the 

Chicago-based neutral expert for imaging, and at a time when Plaintiffs' expert cou ld also 

monitor that imaging, (ii) how to prov ide the neutral expert with already-made images of those 

dev ices (some devices were imaged multip le times), and (iii) how to permit the neutral expert's 

access to the cloud storage accounts. 

I Note that, pursuant to Plaintiffs' request, Mr. Beardsley included in the list of devices subject to the neutral 
expert's review an additional 10 USB devices that he had located to date, beyond those expressly lis ted in 
subparagraphs (b) and (e) of the "Devices Covered by this Protocol" section of the PrOiocol. By including those 
additional 10 devices, Me Beardsley advised that he is not admitting that each was connected to his Move laptop 
at some point after October 31, 20 13 or that any are otherwise within the scope of the devices subject to the neutral 
expert's review. In a good faith effort to make this process as effi cient as possible and also in the interest of full 
d isclosure, Mr. Beardsley agreed to subjecl these addit ional JO devices to the neutral expert's review. Similarly, 
Mr. Samuelson voluntarily provided an image of his wife's laptop so Ihat the Plaintiffs could confirm through the 
neutral that her laptop was not connected to a relevant storage device or cloud account. 
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As it turns out, the Protoco l's timing fo r a ll such act ions - within one week of the 

neutral expert's appointment (which the parties had agreed upon and suggested) - was 

ambitious given the logistics requ ired to accom plish those actions. The parties thus made 

reasonable accommodations to each other to navigate the logistical hurdles related to the 

devices, and they were imaged and prior images of them provided to the ncutral with in less 

than three weeks - by October 20. (Stephen Decl. , Ex. A at 1.) 

Given the coordination and time required to image the devices, and the fact that cloud 

accounts could be collected from anywhere, the neutral expert indicated there was "no 

urgency" to getting the access information to those accounts at the same time he was obtaining 

images o f the devices. (Stephen Decl., Ex. A at 5, Mr. Reisman's 10114/20155:32 p.m. email)) 

And, none of the parties objected as the focus remained on complet ing the necessary processes 

on the devices . (fd. (see, e.g. , Mr. Singer's response to Mr. Reisman 's 10/1412014 5:32 p.m . 

email: "Thanks, Andy.") On October 23, 20 15, Plaintiffs provided their proposed instructions 

to the neutral expert and the other parties and also sought confirmation as to the devices 

imaged. (ld. at Ex. B at 7.) The neutral responded later that afternoon with an update on the 

collection process and items needed to complete it. which included access credentia ls to the 

pal1ies ' cloud accounts subject to the Protocol. (Id. at 6.) The next day, Saturday October 24, 

20 \5 , Mr. Beardsley's counsel provided access information to his cloud accounts to the neutral 

expert. (Singer Decl ., Ex. B.) 

Thus, contrary to Plainti ffs' accusat ions, Mr. Beardsley did not "withhold" his 

passwords; he promptly provided them upon the neutral expert's request, at the time when the 

neutral wanted them. 

Moreover, Plaintiffs ' misrepresentation of the circumstances is doubly troubling given 

Plaintiffs themselves did not prov ide the password to Mr. Samuelson 's DropBox account ­

which Plaintiffs have controlled since Spring 2014 - until only few days ago (on or after 

October 29, 2015). (Stephen Decl., Ex. B at I .) Further, as exp lained by Zillow in its 

Response to Plaintiffs' Motion to Shorten Time, the in itia l instruction set for the nemral 
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expert's exam ination is not even finalized, as Defendants were awaiting Plaintiffs' response to 

2 proposed rev isions sent earlier last week. (See Zi llow' s Response at I :36-43.) Plaintiffs 

3 provided those this past Fr iday, October 30, 20 15. Finally, as explained fu rther below, had 

4 Plaintiffs not ignored Mr. Beardsley's req uests to meet and confer and n ished to file their 

5 Illotion, the neutral expert likely could have already completed or at least begun the remaining 

6 co ll ection needed from Mr. Bcardsley 's iCloud account. That is, Plaintiffs' motion itself has 

7 de layed the process. In sum, Plaintiffs' rant of delay purportedly caused by Mr. Beards ley is 

8 disingenuous and misleading. 
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c. MI'. Beardsley's Actions Were Appropriate Given the Unexpected Intrusion in to 
His Family's Devices and Issues abou t the Scope of Collection. 

Mr. Beardsley's iCloud accoun t is shared with and used by members of his fam ily: his 

wife , his 20~year old son, and hi s l3~year old daughter. Early last Wednesday morni ng, 

October 28, 2015, Mr. Beardsley and each of his famil y members received the following 

message on their devices Your Apple 10 and phone 
number are now being used 
for iMessage and FacoTime 

on a new Mac. 
If you recently signed Into ~Andrew's 
MacBook Pro· you can Ignore this 

notification. 

OK 

out of the blue: 

Mr. Beardsley's family members were understandably surp rised by this and it 

understandab ly caused alarm. The family did not know who "Andrew" was, although it 

appeared (correctl y) he now had real·time surve ill ance of intra~fam il y communications via 

iMessage and also cou ld engage in raeeTime (li ve video chat) wi th Mr. Beardsley's fami ly, 

including hi s 13·year old daughter. Believing that thei r account had been hacked, Mr. 

Beardsley's wire: called thei r ce ll serv ice provider abollt thi s. Mr. Beardsley was not at home at 

the time - he was out of town on business. When he learned about this, he immediately 

contacted his counsel as he wasn't certain whether "Andrew" was the neutral expert or ifhe 
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was, why such access to his family and their devices was necessary or was taken without any 

notice or warn ing. 

No one expected thi s to happen - neither Mr. Beardsley, his counsel, nor, it seems, the 

neutral expert. Not all access ofMr. Beardsley's iCloud account causes this message and 

intrusion to resu lt . Apparently the real-time access to family communications, and the 

message, happened because Mr. Rei sman registered his Mac computer 10 the account in order 

to access it (i.e .• became a participating "member" of the account), rather than access ing the 

account on a PC via a web browser and pass ively viewing the in fo rmation in the account. 

Later that morning during the parties' scheduled call with the neutra l expert, Mr. 

Beards ley's counsel raised the concerns prompted by registration to the account and also the 

scope of co llection issue (i.e., whether not only documents in the iCloud account but also all 

data in all other applications provided by iC loud were within the scopc of review), because, 

e.g., data in other applications included not only Mr. Beards ley's but also that of ll is fam il y 

members. At Mr. Beardsley's counsel's request, the neutral expert agreed to halt co llection 

until the issues raised could be resolved. (Stephen Decl., Ex. C at 1-2.) Later that evening, Mr. 

Beards ley's cOll nsel em ailed all parties and the neutral expert: 

A ndy: 
Further to Ollr call today and the concerns raised with respect to Mr. Bcardsley's iCloud 
account (which, as I mentioned, is shared by his fami ly), Mr. Beards ley is changing his 
iCloud password tonight. I will promptly provide the new password once we have 
resolved the scope of collection issues and related process. We are endeavoring to 
address these issues with our client and Plaintiffs prompt ly. 

Also, please confirm when collections from Mr. Beardsley's DropBox and Google 
Drive are complete so that the passwords to those accounts may be changed. Thank 
you. 

David JSingcr] : 
I will be in touch with you on the scope of collection issue in the very near tenn. 

(/d. at 1.) A couple hours later, Mr. Beardsley changed his password to the iC loud account. 

Plaint iffs did not respond to counsel 's email in the interim, later that evening--or ever. 
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The next day (October 29) at 2:47 p.m., Defendants received a vague email from 

2 Plaintiffs adv ising that they intended to file a motion on shortened time and that the underlying 

3 mot ion "will seek an order enforcing the neutral forehsic exam ination protocol." (Stephen 

4 Dccl ., Ex. D at 3.) After prompting, Plainti ffs advised of their intended motion. (!d. at 2-3.) 

5 Mr. Beardsley's counsel replied at 4:06 p.m. stating, among other things: (i) they were 

6 endeavoring to promptly address the issue with Mr. Beards ley, (ii) of further spec ifi cs 

7 regarding the concerns ra ised by the method lIsed to access the account that unexpectedly 

8 in truded on thc fam il y's privacy and ongo ing commun icat ions and prompted the change in Mr. 

9 Beardsley's password to hi s iCloud account, (ii i) that a new password had been provided to Mr. 

10 Reisman for purposes of co llecting documents in that account, and (iv) a reiteration of the 

II request to meet and confer on the scope of collection issue. (ld. at I.) Ignori ng all of this, 

12 Plaintiffs filed their moti on at 4:26 p.m. 

]) Plaintiffs' motion also disingel1\lously ignores the access-and-intrusion issue that raised 

14 serious concerns, and the fact that the materia ls be longing to Mr. Beardsley 's wife and other 

15 family material s were potent ially subject to the co llection procedure if data in all other iCloud 

16 appli cations was deemed with in scope. Instead Plaintiffs did what they have done throughout 

17 this action: make unsupported allegations about Mr. Beardsley's actions and in tentions wi th 

18 the ir "sky is fa lling" refrain. And, unbelievab ly, it seems Plaintiffs' position in fact is that a ll 

19 Beardsley fami ly data is unequivocally subject to co llection and review and, moreover, that 

20 rea l-t ime access to intra-family commun icat ions (and indeed, the fami ly members themselves 

21 via live video chat) is also within the scope orthe Protoco l. Plaintiffs' di sregard fo r the alann 

22 caused and intrusion resulting from what happened unexpectedly is di stastefu l. 

23 Simi larly inappropriate was Pla int iffs' msh to file within less than 48 hours of the issues 

24 arising and failure to allow any time for Mr. Beardsley to consult with his counsel, and the 

25 failure to respond to repeated requests to meet and confer. These actions smack of a d isregard 

26 o f the civi l rules and of professiona l courtesy. 

27 
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D. Mr. Beardsley's Proposal Moots o r Resolvcs Plaintiffs' "Emergency" Application. 

Having had the opportunity to confer with hi s counscl and his own forensic ex pert, Mr. 

Beardsley has a proposa l that, had he been pennitted to make it to Plai ntiffs and the neutral 

expert, likely moots Plaint iffs' request for relief. And, to boot, had Plaintiffs not unnecessarily 

rushed to file their motion last Th ursday afternoon but instead met and conferred to hear the 

proposal, the remaining collect ion from Mr. Beards ley's iCioud account likely could have 

already been completed or at least begun last Friday. Mr. Beardsley proposes as follows: 

1. In addition to the documents slored in the Beardsley family iC loud accou nt , the 
neutral expert may also collect and review all data in al l other applications provided 
by iCloud and used by Mr. Beardsley and hi s fam il y (e.g., Contacts, Calendar, 
Photos, Notes, Reminders, Pages, etc.), except ema il; provided that, 

2. The neutral expert shall fi rst undertake collection rrom the Beardsley fami ly iC loud 
account by accessing that account on a PC via usc of a web browser (as opposed to 
registering hi s Mac computer to the account and part ic ipating as a "member" of the 
account). If the neutral expert detennines that he must a lso register his computer to 
the account to complete the collection process, he sha ll prov ide 24·hours ' notice to 
Mr. Beardsley's counsel of such need and propose a time period in wh ich it w ill 
take place, so that counscl may advise Mr. Beardsley (and he may adv ise his fam ily) 
and the family may act accord ingly during that time that the neutral is privy to the ir 
rcal· time communications. The neutral expert sha ll make all efforts to complete the 
collection via this latter means of access as ex peditiously as possib le and promptly 
advise when it is complete. 

By inc luding within the neutral expert's review all data in all other app lications (except 

emai l) provided by iCloud (which includes data that is Mr. Beardsley's and also data of his 

fami ly members), Mr. Beardsley is not admiUing thaI sllch is properly within the scope of the 

neutral cxpelt's review. Rather, Mr. Beardsley is agreei ng to such in a good fa ith effort to 

make this process as efficient as possib le and keep it moving. 

Ill. CONCLUSION 

24 For the reasons stated herein, Mr. Beards ley requests that the Discovery Master 

25 recommend (a) that the scope and methodology for coll ection from Mr. Beardsley's iCloud 

26 account proceed as set forth in Section II(D) above, and (b) an order directing Plaintiffs to meet 

27 and confer as contemplated by paragraph 15 of the Protocol and oth erwise comply with the 

DEFENDANT CU RT BEARDSL EY'S RESPONSE TO 
PLAINTIFFS' "EMERGENCY" APPLICATI ON TO ENFORCE 
THE NEUTRAL FORENSIC INSPECfION PROTOCOL - 7 

SAVITT BRUCE & WILLEY LLP 
1425 Fourth Avenue Suite 800 

Seattle, Washington 98101·2272 
(206) 749-0500 



2 

3 

4 

5 

6 

7 

8 

9 

to 

t 1 

t 2 

13 

14 

15 

16 

17 

18 

19 

20 

2 1 

22 

23 

24 

25 

26 

27 

requirements set forth in Civil Rule 26(i) if there is a disagreement as to the implementation of 

any aspeci of the Protocol. 

RESPECTFULLY SUBMITTED: November 2, 2015 . 

SAVITr BRUCE & WILLEY LLP 

By lsi Michele L. Stephen 
James P. Savitt, WSBA #16847 
Michele L. Stephen, WSBA #39458 
Duffy Graham, WSBA #33 103 
1425 Fourth Avenue, Suite 800 
Seattle, WA 98101-2272 
Email: jsavitt@sbwllp.com 

mstephen@sbwllp.com 
dgraham@sbwllp.com 

Attorneys fo r Defendant Curt Beardsley 
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EXHIBIT G 



McMillan. Joseph M . (Perkins Coie) 

From; 

Sent: 
To: 
Cc: 

SubJect: 

Andy: 

Michele Stephen <mstephen@sbwllp.com> 
Wednesday, October 28, 2015 11:40 AM 
Andy Reisman; Andy Crain; McMillan, Joseph M. (Perkins Coie) 
Esler, Brian; Duffy Graham; Glickstein, Ethan A.; Gray, John H. (Perkins Coie); 
AFredette@StrozFriedberg.com; Byron lloyd-Jones; Aaron Read; Singer, David R.; Kahn, 
Usa J.; Fandel, Mike 
RE: Move v. Zillow - suggested revisions to instructions for forensic neutral expert 

Thank you for the below, and also for your time this morning. We'll be back in touch after discussions with Plaintiffs 
about the scope of collection from Mr. Beardsley's iCloud account. In the meantime, we understand that collection 
won't proceed until you've heard back from us. 

M ichele 

MICI [ELf L. STEPHEN I SA VI"i'T DRUCE & W ILLF.Y LLP I www.st!WU.C.Qllll 

Privileged and Confidenti(l/: Please be advised tha t thi s message may contain in fonnation that is private ami legally 
(ll·jvi lcgcd. If you are not th e perso n fo r whom this message is intended, plealie dele te it and notity me immediately of the 
e l'l"OI'. Please do llOt copy 0]" send this message to anyone else . Thank you fo,' your coope"ution, 

From: Andy Reisman [mailto:andy,relsman@elijaht.com] 
Sent: Wednesday, October 28, 201511 :12 AM 
To: Andy Crain; McMillan, Joseph M, (Perkins Cole) 
Cc: Esler, Brian; Duffy Grahami Glickstein, Ethan A.; Gray, John H. (Perkins COle); Michele Stephen; 
AFredette@StrozFrledberg,comi Byron Uoyd-Jones; Aaron Readi Singer, David R.; Kahn, Lisa J.; Fandel, Mike 
Subject: RE: Move v. Zitlow - suggested revisions to InstructIons for forensic neutral expert 

HI All, 

For purposes of your discllssions about iCloud, I have confirmed that we are able to select documents and not select 
other artifacts such as calendars, contacts, Safari bookmarks, etc. Also, please clarify if Notes shou ld be included, as 
those are t reated differently than documents. 

Regards, 

Andy Reisman, CEO 
Elijah Ltd . 
312-492-4108 direct 
866-354-5240 main 
847-722-6363 cet! 
312-423-1934 fax 
andy.reisman@el ijaht.com 
www.eli jaht .com 
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From: Andy Crain {mailto :andy@discovia.comJ 
Sent: Tuesday, October 27, 2015 8:10 PM 
To: Andy Reisman <andy.reisman@elijaht.com>; McMillan, Joseph M . (Perkins Coie) <JMcMillan@perkinscoie.com> 
Cc: Esler, Brian <brian.esler@millernash.com>; Duffy Graham <dgraham@sbwllp.com>; Glickstein, Ethan A. 
<EGlickstein@jenner.com>;Gray, JohnH.(Perkins Coie) <JHGray@perkinscoie.com>; Michele Stephen 
<mstephen@sbwllp.com>; AFredette@StrozFriedberg.com; Byron Lloyd-Jones <blloyd -jones@st rozfriedberg.co.uk>; 
Aa ron Read <ARead @StrozFriedberg.com>; Singer, David R. <DSinger@jenner.com>; Kohn, LIsa J. <lKohn@jenner.com>; 
Fandel, M ike <Michael.Fandel@millerna sh.com> 
Subject: RE : Move v. Zillow · suggested revisions to instructions for forensic neutral expert 

Mr. Reisman, Counsel, and Stroz team: 

Along with Defendants' counsel, today I reviewed the proposed inst ructions prepared by Jenner and St roz. In advance 
of our schedu led ca ll tomorrow, please find attached a red lined version of those instruct ions, reflecting our initial 
comments I suggested revisions. It is our hope that providing this redlined version now can Increase the productivity of 
our discussion tomorrow. We may have more suggested comments I revisions as this process moves along. 

Regards, 
Andy 

Andy Cra in 
VP • f orellSICS & CollectIOns 
1115.392.2900 I Main 
415.321.8205 I Direct 
415.6'1 0.3385 I Cell 
a,.ndV,@.dlSQ')vi.il..<::om 
www.d isrm1<l&2!!1 

Discov'fa" 

~J 'iYiiiiGi<iTLjNE T AUD ITED 
... ~. SV BRIGHTliNE 

HIPAA 
HITECH 
C OMI' t'I\NT 

U') 
~ 

o 
N 

BEST OF 

TH E NATIONAL 

lAW JOURNAL 

ThiS e-mail Is confidential and may be le(jally privileged. I f you hav<! received It In error, please notify us ImmedIately by reply e-mail and then delete 
this messa(je from your system. Please do not copy It or use It fo r IIny purposes, or disclose Its contents to any other person. To do so c()lJ ld violate 
state and Feder",' privacy laws. Th",nk you for your cooperatron. 

From: Andy Reisman [maUto:andy.relsmao@eli jaht.coml 
Sent: Saturday, October 24, 2015 2:19 PM 
To: McMillan, Joseph M. (Perkins COie) 
Cc: Esler, Brian; Duffy Graham; Glickstein, Ethan A.; Gray, John H. (Perkins COle); Michele Stephen; 
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AFredette@StrozFriedberg.com: Byron lloyd-Jones; Aaron Read; Singer, David R.; Kohn, Usa J.; Andy Crain 
Subject: RE: Move v. ZlIIow - confirmation of devices & Initial instructions 

Sounds good - we'll start making the copies per the protocol on Monday, and w ill look for the separate em ails with the 
Hebard Google Drive and Zitrow laptop credentials. Best times for me for a call next week are Monday afternoon, 
Wednesday morning and any t ime on Friday. If none of those ranges work for everyone else just let me know what 
does, and I will try to shuffle things around to accommodate. Thanks ! 

Regards, 
Andy 

From: McMillan, Joseph M. (Perkins Coie) [mai lto:JMcMlIlan@perkinscoie.comJ 
Sent: Saturday, October 24, 2015 3:26 PM 
To: Andy Reisman <andv.reisman@elijaht.com> 
Cc: Esler, Brian <bri an.esler@mi llernash.com>; Duffy Graham <dgraham@sbwlip.com>;Glickstein, Ethan A. 
<EG lickstein@jenner.com>; Gray, John H. (Perkins Coie) <JHGray@perkin scoie.com>; Michele Stephen 
<mstephen@sbwllp.com>; AFredette@StrozFriedberg.com; Byron lloyd-Jones <blloyd-jones@strozfriedberg.co.uk>; 
Aaron Read <ARead@StrozFriedberg.com>;Singer, David R. <DSinger@ jenner .com>; Kohn, Lisa J. <LKohn@jenner.com>; 
Andy Crain (andy@discovia.com)<andy@discovia .com> 
Subject: RE: Move v. Ziltow - confirmation of devices & initial instructions 

Andy: 
I have the credent ia ls for the Hebard Google Drive account and will forward them to you by 
email, wi th out copying counselor experts. Wi th respect to the Bit Locker encryption on Mr. 
Hebard 's Zillow laptop, I w ill inqui re of him and shou ld be able to get the password/passcode 
to you promptly. I have also asked Defendants' forensic expert, Discovia, to forward to you 
separat ely the passcodes for the two Apricorn hard drives referenced in your email below. 

Attached to this email is a spreadsheet prepared by Discovia reflecti ng the contents of the two 
Discovia hard drives - i.e., showing which imaged devices are copied on those two drives. 

Also, can you arrange to send directly to Defendants' forensic expert, Andy Cra in of Discovia, 
forensica lly valid copies on encrypted hard drives of the images you made of the various 
devices produced by Defendants - i.e. , the Samuelson, Beardsley, and Hebard computers, 
iPad(s). iPhone(s) and USB devices - as required by t he Neutra l Protocol. paragraph 18: 

17. Notwithstanding any other~ction of this protocol. the Neutral may not per 
~ny elou? accoun~ un~il thelNeutrai takes screen shots and memorialize!:> all 
lnfonnat~on showmg lust arrcessed or modified dates to the extent those dut, 
a.tld proVides those screen shots to the producing party's outside counselor 

18. No!withstnnding an~ otJler ~tion of this protocol. the Neutral may not per: 
~ Image of any ?evlce unt]1 the Neutral ensures that the producing party hs 
Image of the deVIce th<':t th~ Neutral will be examining. 
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The Neutral Protocol is attached to this email (as a pdf) for reference. 

Finally, Defendants agree with your suggestion to arrange a conference call next week with all 
counsel/experts to discuss the work flow issues discussed in your email below. Defendants 
obviously need some time to review the very extensive set of Instructions proposed by 
Plaintiffs yesterday afternoon. Accordingly, we think it makes sense to arrange for a call 
sometime mid -week, if that wo rks for you. 

Thanks. 

Joseph M. McMillan 
Perkins (oie LlP 
1201 Th ird Avenue, Suite 4900 
Seattle, WA 98101-3099 
T: 206.359.6354 
F: 206.359.7354 
jmcmillan@perkinscoie.com 

From: Andy Reisman [mailto;andy,rejsman@elijaht.cooo] 
Sent: Saturday, October 24,20157:12 AM 
To: Kahn, Usa J. 

Cc: Esler, Brian; MCMillan~~~~M~. ~~;;r~~Co:ie::)~~; Duffy Graham; Glickstein, Ethan A.; Gray, John H. (Perkins Coie); 
Michele Stephen; ; Byron lloyd-Jones; Aaron Read; Singer, David R. 
Subject: RE: Move v. I & initial instructions 

Our collection sta tus spreadsheet is attached. Please note per the message below, although we have imaged the 

Hebard Dell latitude, we will need the Bitlocker recovery key in order to actually work with the data. 

Regards, 
Andy 

From: Andy Reisman 
Sent: Friday, October 23, 2015 5:01 PM 

To: 'Kohn, lisa J.' <LKohn@jenner.com> 
Cc: Esler, Brian <brian.esler@millernash.com>; McMillan, Joseph M . (Perkins Coie) <JMcMillan@perkinscoie.com>; Duffy 
Graham <dgraham@sbwllp.com>; Glickstein, Ethan A. <EGlickst ein@ jenner.com>; Gray, John H. (Perkins Coie) 

<JHGray@perkinsco ie.com>; Michele Stephen <mstephen@sbwt lp.com>; AFredette@StrozFriedberg.com; Byron Uoyd­

Jones <blloyd - jones@strozfriedberg.co.uk>; Aaron Read <ARead@StrozFriedberg.com>; Singer, David R. 

<OSinger@jenner.com> 

Subject: RE: Move v. Zillow - confirmation of devices & initial instructions 

Thanks lisa, I will put together a spreadsheet of device imaging/account collection status that tracks the item in the 
o riginal Word document, and will ci rculate it on completion. 

On a related note, and with apologies if I overlooked an email conveying any of the below, here is a list of the remaining 

items for which we need passwords!passcodes: 

1. Curt Beardsley 
a. Google Drive 
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b. iCloud 
c. Dropbox 
d. Microsoft One Drive 

2. Will Hebard 
a. Bit locker encrypted Dell Latitude, Bit locker 10: {2261916D-4ACl-4ECF-8237-6B8BBBBCBIF7} 
b. Google Drive 

3. Discovia Apricorn Drives Containing Previously Imaged Data 
a. Drive# l , Discovia Media Cont ro l# AOO22 37 
b. Drive#2, Discovia Media Control# AOO2279 

So, with respect to the specific question of what is on the Discovia-provided drives, we need to get the passcodes for 
those devices and thereafter can answer that question. 

Also, t hanks for passing along the proposed instructions. I' ll review them in detail this evening. Regardless of t he 
specifics, there is one sign ificant factor that will affect timing/cost that I alluded to in our previous call, namely whether 
we need to do all of our work in coordination w ith and under the observation of each side's experts as set forth in 
paragraph 9 of the protocol. We certainly can do so, but the associated coordination and watching of progress bars 
substant ially will increase costs and turn-around times. With the number of images and investigative steps required, the 
cost and time impacts associated with doing all of the work under each side's observation w ill be quite considerable. 

An al ternative for your consideration is that each side in consultation with their expert proposes instructions, which I 
can then discuss jointly with the experts in the event I think any of the instructions re quire technica l clarification. I'd 
thereafter ca rry out the instructions without needing to coordinate observation of the associated work. Again, 1 am 
happy to proceed as originally contemplated, but wanted to alert you to the availability of a more efficient option that 
would accomplish the contemplated objectives. Perhaps you can discuss amongst yourselves and let me know your 
t houghts, or we can have a conference call to discuss options together. 

Regards, 
Andy 

From: Kohn, Lisa J. {mailto:LKohn@ jenner.coml 
Sent: Friday, October 23, 2015 3:56 PM 
To: Andy Reisman <andy.reisman@elijaht.com> 
Cc: Esler, Brian <brian.es ler@mi llernash.com>; McM illan, Joseph M. (Perkins Coie) <JMcMillan@perkinscoie.com>; Duffy 
Graham <dgraham@sbwllp.com>; Glickstein, Ethan A. <EGlickstein@jenner.com>; Gray, John H. (Perkins Coie) 
<JHGray@perkinscoie.com>; M ichele Stephen <mstephen@sbwllp.com>; AFredette@StrozFriedberg.com; Byron Lloyd­
Jones <blloyd-jones@strozfriedberg.co.uk>; Aa ron Read <ARead@St rozFriedberg.com>; Singer, David R. 
<DSinger@jenner.com> 
Subject: Move v. Zillow - confirmation of devices & in it ia l instructions 

Hi Andy, 

Now that the imaging has been performed in Seattle and Los Angeles, we would like to confirm that you have the 
devices and preexisting images identified in the chart plaintiffs sent to you on October 9 (attached for your 
reference) . Can you please identify I confirm all of the images you have? In particular, plaintiffs would like clarification 
regarding what images were provided by Discovia on Apricorn Aegis Padlock 3 P2T203898 and P2T204022. The device 
chart indicates that defendants imaged various computers and USB devices, but we do not have information regarding 
which images are contained on those two drives. 

In addition, plaint iffs have prepared our first set of instructions pursuant to the neutral forensic examination protocol. If 
you or defendants' counsel have any questions on t he attached instructions, please let us know. Once you've had a 
chance to review, can you give us a rough estimate for completing these tasks? 
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Thanks. 

Usa 

Lisa J. Kohn 

Jenner & Block LLP 
633 West 5th Street 
Suite 3600, Los Angeles, CA 90071 1 jj:nner.com 
+12132392224 1 TEL 
lKohn@jenner.C91U 
Download V--Card 1 View 8 iogr5lphy 

CONFIDENTIAliTY WARNING: ThIs emaH may contain ptfvIleged or confidenUal lnformaUon and Is for the sole use of the Intended rec!plen\(s). Any unauthorized 
use or disdoslKe of this communication Is prohlbltecl. If you bellevelhat you have received this emeM In error, please notify the sender Immediately and delete It 
from your system. 

NOTICF. This comrnunlcatKlI1 may contflin Wlvilogcd Of othor Co.1l1cJontiellnforml1tlon. If you have rccrlvod it in error plea!\o "dvlse the sen dar by repty email and 
Immediately delete the O1ossllge Md any altachmel11s without copying or disctos'"g the contcnts. Thonk you. 
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IN THE SUPERIOR COURT OF THE STATE OF WASHINGTON 

FOR THE COUNTY OF KING 

MOVE, INC ., a Delaware corporation, 
REALSELECT , INC., a Delaware 
corporation; TOP PRODUCER SYSTEMS 
COMPANY , a British Columbia unlimited) 
Liability company; NATIONAL ) 
ASSOCIATION OF REALTORS, an Illinois ) 
non-profit corporation, and REALTORS) 
INFORMATION NETWORK, INC . , an ) 
I llinois corporation, ) 

) 

PLAINTI FFS , ) 
) 

Page 1 

VS . lCase No . 
) 

14-2-07669-
O-SEA 

ZILLOW , INC . , a Washingto n 
Corporation; ERROL SAMUELSON, an 
individual , and CURT BEARDSLEY , an 
individual , 

DEFENDANTS . 

) 
) 
) 

) 
) 
) 

------------------------------) 

TRANSCRIPT OF TELEPHONIC PROCEEDINGS 

(PLAINTIFF'S EMERGENCY APPLICATION TO ENFORCE 
NEUTRAL FORENS IC INSPECTION PROTOCOL AND 
ORDER AGAINST DEFENDANT CURT BEARDSLEY) 

MONDAY, NOVEMBER 2 , 2 015 

DISCOVERY MASTER , THE HONORABLE BRUCE HILYER , RET 
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TRANSCRIPT OF TELEPHONIC PROCEEDINGS - 11/2/2015 

APPEARANCES 

fOR PLAINTIFFS JfNNER &. BI.OCK I.LP 
BY DAVlI)SINOt:R,ESQ 
6)) W .. , FIB" SIr .. , 
SUoi .. l6OO 
l.oo ~.I ... CoI,r",n .. 90011 
(211)2]9-i I00 ..... 
CMlt.e.I..ANOEMIACH. KINERK.t 
IL\.UF-R LlJ' 
!lY JACK M. LOVEJOY, ESQ 
IOOOSe.,....;lA .... _BI.-
S .. 'd~ 
Se., .. , W~IO<I9tIOol·I04S 
(206) 291·1100 

FOR ZIU.OW· I'ERKtNS COlf: LLP 
BY JOSIlPHM Md\1IU.AN,ESQ 
1201 Th ird ... ....,.". 
Su;I.4900 
Stoldt. W"""IIS!<>n9l101 .}099 
(206) )S9-1IOOO 

Page 2 

FOR ERROl SAMUELSON MHLEII NASH GRAHAM .t. DUJ'-IJ'-I \.U' 
BY, BRIAN ESLER, ESQ 
P;u lll 
2801 ......... W. y ... -
Sarilit, WooIIr .. COrI9I11I.II2I 
(206)l2H>OO 

FOR CURT BEARDSLEY SA vrrr I:IRtiCE. WILLEY LLP 
BY MIC1 I~L1!STEPHEl'I,ESQ 
141S F"""h A .... "... 
S"ilelOO 
Suld., W""'nalOO 91101:2212 
(206) 749·0:100 

LORt AN"'~'T"'SIOlJ, CSR NO 414S 
OFFICIAl, COURl' RErORl'ER 

I CASE NUMBER 

2 CASE NAME: 
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3 TELEPHONIC HEARING MONOA Y, NOVEMBER 2, 20 15 

4 DISCQVIORYMASW.R liON BRUCEW IIll-YER (RI'IT) 

5 REI'ORTIOR: LQRIANASTASIOU,CSRNO 4345 

6 TIME: 12:06 P.M, 

DISCOVERY MASTI!R !-IlL YER: nlls is th~ Discovery 

Masler talking again, I've read the mawials, includint; 

the re5ponSf! matcriats. And, Mr Smger, I glleSS I wam 

to know from you whlll your response is to M, Beardsley's 

ofTer and wflat, If 1liiY, IIddlloonal ~hcr you're seelung. 

So, go ahead. 

MR. SINGER: AI! ught. Well,l' lI S1art wil" 

jUSllhc substance because il may short-circuit 11. and 

lhen [will·· 1here's a C(luplc clnrificallOnl that [wanl 

10 make_ 

But what siood oul to me lhe mOSI when I rcad 

Iheir res~nSl! thIS morn int; is Ihalll illl\ores lhe sort of 

underlying ISSue Ihat started all ortbis, whrch is Ihal 

on Wednesday momin~ 11le N<:ulral, Andy Rejsman, had told 

us d13t he had begun 10 plher infonnallon from Mr. 

Beard$1ey'1 Cloud aceount, ",lwlIlg II-m3 il. And Ile noled 

tholt llIallncluded lhe 1eJtllllCS5lltCS lhal are called on 

lhe Cloud, _calkd iMessages. And its JUst missing 
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From the response. 

So Ihey say (hut, 'all, Ihis is al l moot and its 

much ado about n01hing," And they say thallhey will llOW 

allow too Neutral 10 go forward and gather evcJ)'thing from 

lhe iCloud account extep( f1)l' e-ll\IIi) bot tllen in 

pareolhesis they describe three or fOUT things and ignore 

nor mention the IMessaaes. to ... 

I don't want to cede the floor beQlu:se J do have 

a few things thai I'd like 10 lolly. but Ill)' ilnmediale 

response is they have I100t made clcaf thallhey're willing 

to allow the Neutral to continue galhering Ihe iMessages 

al'\d Ihose~" that we will be allowcd 10 do our deletion 

analysis ofille iMessages, which IW feel are cenlralto 

the whole point Ofllll' Neutral forensic analysis_ 

So Ihal is the firsllhing that slood 00110 me. 
And if I may w;lhoul- lP"l, without seeping my 

lilllC because I would like to speak funller - counsel for 

Mr. Beardsley could yes MIlO let lIS know ;fthey will 

allow the Neutral 10 continue plhering the iMessages so 
IhIll hemn coodllCt his delellOn analysis thaI could 

short-cireuit a 101 ofwhal I hIlve 10 say loday 

DISCOVERY MASTER I ilL YER: Miss Stephen, can you 

respond \0 thal 

MS. STEI'HGN: Yes, I can, your honor. 

Firsl, Ihe iCloud applications. RS I undersland 
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it following the investigation I was able 10 do, do not 

actually include lext rrlCSSIl8c:s. So Ilhink Mr. Singer is 
perhaps confused as to what is lICCCJlIable via the iCloud. 

'The reference 10 text message:; came up because of 
what happened, which is - as explained in our papers -­

when the access happened, Mr. Beardsley's family members 

received a message Ihat jndieQt~'d Ihat the Neutral was now 

signed on to their meSS8gC:! as well as Facetime_ 

So there was all indication Ihallhc new members, 

lhe Ncuu-al would be able to participatc in text messages 
and Facctime with the family members, OOllh1l1 did oot 

indicate that actually what he W1IS gathenng or not 

gathering as a result of th is process was text messagcs. 

So, 10 cllltify, what is available via the i(klud 

is what Mr. Beardsley is offering. Without agreeing thai 
i~s properly within scope, bnt in an elTon to faeilitale 

and gel this proccss back on lrack, 

MR. SINGER: Os Ihalthcrc's -- okay. So thm 

clears up the fact thOtlhe Ncutral will be allowed -- for 

the record -- that anything Ihat he has, he is able to 

image and gather from Illat iCloud, excepl for tile ~b· 
based e-rnail, i.e., e-mail 10 a Mac or iCloud address, he 

will be allowed 10 oorllinue doing that woc1c. and 10 do his 

delction analysis. 

So il st'eln5 on Iha1 point WI: will BIlow the 

800-826-0277 
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Neutral to go forward 

And then my second poillt -- wtllcll is no small 

poim either -- that this idea that, you know. Mr. 

Beardsley did nothing wroog and that weshoold all Just 

forget aoout it is one thai v.e think dese~ more 
al1ention The faet oflhe matter is that Mr Beardsley's 
story that his family was alarmed that there was evidence 

that their iClolJd account was being accessed Whelher 

that's true or not -- and wt: can all wonder to oUr.iClvcs 

why Mr. Bear<klcy's family dldn'l know lhal a Neutral 

examinallOn oflhat account was happening - but certainly 

by Wednesday morning when we had a call wIth Mr. Reisman, 
who told us exactly whal he was doing and that he was in 

Ihe process of looking at Mr. Beardsley's iCloud accounl 

and counsel for Mr. Beardsley asked the Neutral 10 stop 

his work, we believe that, A, that wast problem But 
evCl1 worse, Ihat seven hours later. weI! after Mr. 

Beardsley's counsel had time to COrlsul! wlm Mr. 

Beardsley, Brlother e-mail was sent, tell ing \he Ne\J1ral 

that Mr. 13eardsley unilaterally changed his possword And 

the protocol clearly says that Beardsley cannot ehange his 

password to the accouru untillhe NetJlrllllells him he 

~". 
And, you know, Ofll: wonders why Mr. Beardsley 

didn't simply tell his family the truth. Thai Andrew, 
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Andrew Reisman, tile Neutral, was looking at tile Cloud 

account llIere was plenty of lime 10 sort that OUl But 

we're really troubled by the fact that Mr. Beardsley look 

matters into his own hands again, changed his password and 

locked the Neutral out for some period oftime. And ~ 

understand thaI they men reversed OO~. 

But we're talking in the whole genesis oflhis 

Neutral exam was because of allegations of cvidence 

d(."Struction, including destnlClion oriCloud materials. 

And the idea that they canjust go and violate 

the protocol-the idea that they canjust go ahead and 

violate the protocol and then have no consequences is 

troubling. I mean, al what pojJ1l is Mr. i3eardsley going 

to start thinking twice befo~ he does that sort of ming. 

And, you know, I guess in tenns of what rel ief,.';e 

can ask for now that they oppc3T to allow \he Neutral to 

continue his work. the rcliefwould be sonIC kind of 

admonitiOrl Ihat, you know, again as stated in the order. 

Mr Beardsley can't use his password and access 10 the 

account 10 hold over the 1lC1Ilral's head. llIe Neutrlllwil! 

lell Mr. Beardsley when he's done. Mr. Beardsley \.\olIn', 

tell the Neutral when he's done. 

You know, Ijllst -)'011 know, our clients want 

more assurances backed up by your honor lhat this protOCl.1I 

is not going 10 be treated like it was just an e-mail 
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agreement betwocn the parties. II is a coun order that 

has been enlered by Judge ODonnell And lhe fOCI remains 

thal.1 was v.olated because Mr. Beardsley ch3rlged his 

plIssword bero~ he was allowed to do so 

Ar>d, you know, whether we buy his story or nOI, 

he's nol in a position 10 trump lhe court's order So, 

you know, there needs to be some kind of repercussion for 

doing lhal. We can'l jusl 1c1 it happen and act like, 

"01>,00 harm. 00 foul, irs no big deal." H is B big 

deal to us. And lhere are certainly concerns Orl our end, 

thlll while access was blocked, Mr. Beardsley may have been 

allcring data on then:. This is lhe same defendant who, 

you know, mrew away hard drives and anempled to wipc his 

compulerwhlle under subpoena, which your honor noted was 

undersflmdably disturbing 10 us 

So. while we may have the SUbslBrllive issue 

worked 0\11, you know, rather Ihan hearing excuses, "Oh, 

Mr. Beardsley's family is being 50 terrified that thcy'~ 

being hacked: v.e would Ilke something 10 be said or done 

by your honor thai assures us that when things don't go 

Mr. Beardsley's way, he doesn't take the lliw into his own 

hands again. 

MS. STEPHEN: Your hollOf, may I respond? 

THE COURT: Yes, Miss Slepilen, bul one moment 

firsl. 
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Someone joined the call during Mr. Singel's 

oonversationjust now. Could thot person or party 

identify the=lves, please. 

MR LOVEJOY: Thank you, your honor. This is 

Jack Lovejoy speaking.. 

I do not know why but I was dropped from the call 

in the middle of MI. Singel's speaking and lhen I rejoined 

the call. 
THE COURT: Okay. Thank you vcry much. 

Go ahead, Miss Stcpjlcn. 

MS. STEPHEN: Thank you, your horlOT. 

First, \0 address the points raised by Mr. 

Singer. First, with respect \0 family alarm arid whether 

they knew the Neutral was collecting? Mr. Beardsley's 

iCloOO IICOOIlnt has been =ssed before and there has 

never been Ihat impact. The fact o(lhe mailer is, is 

thatlhe Neutral used II w'lrj to access his accoulllthat had 

nOI been used bcfo~ and nobody was aware he was going to 
access the account that way. 

Our own cxpcr1 following my conversation wilh 

him, Ilcamcd, th5t he, in foct, in his experience lias 

never accessed an iCloud account 11101 way. 

So, me alarm -- and frankly, I'm offended Ihat 

Mr. Singer thillks that this alarm is made up·- bUI, 

regardless, Ihe fact ortlle mailer is Ihat the Neulral 
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WCl!1 about it in a way that nobody contemplaled or 

expecletl anti there was no such notice lInti so Ihe family 

was surprised, 

Mr. Beardsley .... '!IS nol home, He could nOl - he 

could not immediately address Iheir concems and instead, 

1'.01 a phone call and ended up calling me, asking me, 

"\o\'hal'$ huppening? Who is Andrew? Is Ihar Ihe namc of 

Ihe cxpcrt'l~ 

SCCQlltl, with respect 10 Ihe password change, As 

hH5 been made clear in the papers and by more Ihan OIlC 

pBrty during our conversal1on last Wednesday with Ihe 

expert, we indicalcd that then: wen: COIlccrns here about 

the mcan,,! o fuCtess Qnd the scope: of collection, In filet, 

Rt no point prior has anybody discussed other applicntions 

besides e,mail being in play Of not in play whcnthe C loud 

accounts were being collected ond inspected. '111ftt is 

something new thot callie up . 

On our conversat ion lhe Neutral slIid. "We wi ll 

hold collection unlii the parties haw resolved Ihl5 

issue" Therefore, thc fact Ihot Mr Bcardsky changed 

hiS password later was -- .... as - had no Impact \~hAtsoc\'er 

as to ..... hat the Neutral was domg beClIuse he had agreed to 

hold co llection. 

As explained in our papers. the reason Mr 

Beardsley did thaI, is the neutral's access was -- was 
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essentially ongorng surveillance of the Beardsley fam il y 

communications and there's C<."'11ain l) 00 real iS1>lIe II'lIh 

Ihal exctpt for JUSt that the famil) felt a little exposed 

Ihcre . And given that the Neutral had alrcady agrted to 

cease collection, It did not seem that there was any 

reason thai changing the passwo«i should cause a problem. 

And when advised of that filet . plamuITs 

counsel did not respond with any son of objection. So 11 

\:uuplc huurs latcr Mr. Beardsley chanj,!ed hIS pas~lVord 

Finally. he provided thc Neutn\llhe password 

les~ thnn 24 hours lntef, at 4:00 on Thursday. And I 

advised counsel ofthal 1lIc: Neutral can proceed wilh 

collection. Hc can collect docullJCnts and "Here is the 

pnssword ." 

So collection could have proceeded within the 

scopc that the parties new and understood was properly 

within the scope, 

And then linally, with respect to repercussions. 

[ mean, wc're all here having thiS convCfSlltion because 

plaintiITs hovc ignored thcir obl iga]ions to meet and 

confer. This could have been workcd ont and addressed 

come Friday moming and COlll'CtlOll been on and going. 

Instead, party and judicial resources are being wasted to 

address what tS CSSCIltially a non-issue. And lhe process 

has thus been delayed. 
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DISCOVERY MASTER HILYER: [leforc I hear any 

rebu11al, Mr. Singer. I want to give a chance for Mr. 

Samuelson's counsel und Zlliow to be heard 

So, Mr. Samuelson, do you want to go next? 

MR. ESLER: Certainly. your honor. I mean, we 

would join in and did jolll in everything Ihat Mi~, Stephen 

has sa id. 

And. lruly, the reason for the protocol is so 

that we can work Ihese Ih ings out There are going to be 

technical bumps on the road The Idea is tn work that out 

and let the proces~ continue. Instead of rushing back to 

the court. Ihls could have al l been resolved Wllh a few 

phone cal ls and some meet and confers and we wou ldn't be 

Sitt ing here on a Monday during lunch hour discussing 

these illsues. 

So, ~ think that Mr Beardsley did nothing wrong 

and lhis is really 3 tempest in a lea pOl. 

If your honor wanlS to hear anything more, we'd 

be happy to address any issues, but I think this is really 

Mr. lleardsley'll response. 

DISCOVERY MASTER HILYER: I'l l hear ne;.;t from Mr. 

McMillan forZillow 

MR. McMILLAN: Yes. Thank you, your honor. This 

is Joe ~kMilian on behalf ofZillow. 

I would like to underscore the point made by Miss 
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Stephen and Mr. Eslcr, that this is entirely unnecessary, 

wMteful and in some measure reully silly b~causc the 

Neutral on the Wcrlncsday call consented to a Icmporary 

delay unlil this could he worked out in an orderly way. 

And Miss Stephen diligently attemplCd to do so but was 

undereut inth31 effort by the preCipitous condUCt of the 

plaintiff in rushing to the court needlessly on shortened 

time. all of which has been attended by certain 

representations and claims that are simply not lIue, not 

COrTc<:t about Mr. Beardsley attempting 10 wipe his 

computer, concents about his H.king advantage oflhe 

change of password to delete contenl from that iCloud 

account. 

I mean, the premise orthat claim itselfis 

baseless. The Neutral only received the password to that 

account on October 241h. The meeting - the 

teleconference was then held Wednesday, YOIl know, like, 

the 28th, So, you know, and lhtn Ihe password was changed 

that cvening. 

The notion that somehow - I mean. Mr. Beardsley 

had free access to that account for months , So Ihis 

effort to address this issuc would somehow raise an alarm 

that now a nefarious, sinister act has occurred which 

gives Mr. Beardsley the opportunity, H new opportunity \0 

delete CO(lte11(. I mean, it's nothing shon of 
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preposterous. 
So, I' ll stop al thllt point. 

MR. SINGER: If I may? 

DISCOVERY MASTER HILYER: Mr. Singer, in your 

rebuttal I'd like )'OU to address the Illeet and confer 

argument and the liming orwhcn you flied you r mot ion 

versus whell you got tile changed password infOfmlltion. 
MS. SINGER; Yes, of C(ltJr>e, your hOllor. 
[kcause -- and thaI'S the right place to start. 

If ~n)'one failed in Iheir duties to focel and 

confer, if was the olher side. 

Lei me start by saying there's plenty of places 

where the protocol calls for meeting and conferring, such 

as on keywords lhat ate going to be used to search for 
stolen documents. 

But the profocol, Section 6 mIlkcs very clear, 
that it is the ~ulral who will tell Mr. Beardsley ·· nol 

the OIher WI)' around .- when he can change his password. 

There's 110 meet and confer obligation there. 

ArxI when Mr. Ikardslcy's counsel was on Ihe phone 

with the NcmrallllKilhe Neulral had illdicaled Ihat he was 
taking access to al( aspects ofille iCloud accounl and Ihe 

issue of iMcssages caIne up, thai was -- it was the 

neutral's suggeslion Ihat he was also gathering that - he 

was TOld by Mr. Ue~rdsley's coullscllO stop. 1 objected. 
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He didn'ljust agree. lIe said, "In light of this dispute, 

I'm going 10 halt.-

So it wasn't -- his inslinct wa<; to collect all 

the infonllstion and he WIIS lold 10 stop. 

In lenns of the timing, I mClin, it was only 

hours -- it was later that evening that Mr. Beardsley's 

counsel unilaterally told us oul ofthe blue that he was 
changing his password. TIltre was no meet and confer. 

There was no attempt to clarity that it was, in fact, the 

Neutral. TIlere was 1\0, "Oh, Mr. Beardsley went aoolold 
his family Ihal il was lhe Neutral ." It was, "We are 

laking mailers inlo our OWlI hands. We are cutting off the 

neulral's access. We are going againSl wltal the Cour! 

order says. And we are going to change the slatus quo.-

It is at that point Iha\ we decided that we need 

to go into the coun and get immediate relier. Violaltng 

II coun order in a fluid process like this and ignoring il 

lind changing Ihe St"tus quo is exactly when you rUll in on 

short notice, nOlthe other way around. They had a duty 

to meet and confer before blocking the neutral's access 

and violating the court order We didn't have a duty to 

wait and see and trusl wl lile Mr. Beardsley had blocked the 

nculTal's 1ICCeSS. 

So we did what 1111)' Iitigam would have done. We 

immediately brought it to your IIlIention. And it WIIS only 
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after we laid lhe olher side that we're going In for 

immediate relief that they did all about·face and then told 

the Neutral, "Okay, fine, we'l( give you access again. 

But, by the way , here is the conditions. You can only 

gather this type of docull-.:m. You call't gather the rest 

until we wOO; it out." So they used the threal of the 

password as a club. 

So that illite timtng of how it wenl down. I 

mean, the idea thai we shwld Just SIt around ~Ild ITIC>et and 

confer wh ile Mr Beardsley violates Ihe courT order? 

Thats wha(s absurd. Wc!re 1101 sayIng the sky is 

falling. We're sayIng that this guy IS thumbing his nose 

al a coun order. And any li me that happens under these 

circumstances, we're 80ing In bring ilto your honor's 

attention and OOt wait (or lhmi' to get wone 

DISCOVERY MASTER j]]l... YER: Miss Slepben,l'lI gIve 

you a few minutes for surrcOultal. 

MS. STEPHEN: Thank YOU. your honor 

I __ frankly the •• we -- in at! e·mail in wtuch I 

advised counsel that we .. Mr Beardsley -- was g0ll18 to 

dillnge his password, I also indicated to Mr Singer that I 

was going 10 follow up with him promptly. And lhen the 

next day when we received word ofa notice of -- or of an 

intention 10 file a motion, which was initIally vaguely 

stated until it had to be tcased out of them what they 
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were actually going to do, I advised, -Listen, here are 
the oon«mS. I spoke with Mr. Beardsley the prior" 
evening. I'm speaking wilh him again today. I need 10 

talk to the Neutral 8Ild figure •• or not the Neutrlll -­

our own expert to figure Ollt if tIM;: type of access the 

Neutral was -- was •• had done was necessary. 

And, you know, I reileraled a request to meel and 

confer. That was III 4:00. And plaintiff filed their 

motion wilhin a half an hour of thaI. !gnoring lhe fact 

that I've already said the plISSword was being provided. 

Ignoring the: fOCI that I've said, MI'm working on tJying 

to figure out what we can do h~." 

And then, in foct, as is evidenced from our 

proposal, there is no issue:: here with scope of collection. 

Mr. Beardsley is willing to provide everything. Even 

though il implicates his family's photos, his wife's 

calendar, his wife's ph010S, all .. it implicates every 

diem's member's piece ofinfonnalion, but he is willing 

10 do il. 

And to suggest that we've 11m in every time and 

not do a meet lind confer just sccms 10 violate the -- yOIl 

know, Rule 26 and everything that it's about in tenus of 

getting resolution nod bciltg TellSOrlable among Ihe parties 

prior 10 bofhcring the court 

THE COURT: Okay. lthink I've heard from 
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everyone, Is there anyunc who has oot had II chance 10 say 

something new? 
All righl. I don~ he .. anyo1lC:. Can you all 

heftr nlC? 
MR SINGER: Yes 
MS. !iTEP~IEN: Yes. 
MR. ESLeR- Yes. 
MR. McMILLAN: Yes, v,,: call. 

TIiE COURT: Okay. All righl. I think I'w: gOI R 
goud understanding ofwhatllllpflCned here and the starting 

point IS, obviously lhere's noth lOI oftntst in this 

process. IgueM I probably wouldn't be here if there 

W~S. But l was colleenled ill itially Ilboul the fa ilul1: to 

mee t Hnd confer II llt il I heard Mr. Singer's c:<pllluation 

specillcally about how I hi~ developed And how that coullSel 

for Mr. BcunJsley advised Ihe Ni;utTllI thai they objected 

10 colleelioll ofcenain infomlRtioll Dnd thal he then 

acquiesced in IhH!. POlnt number 1. 
And paim number 2, the fOCI thDI Mr. Beardsll.'Y 

unil8tcmlly took Dction, Ilhink the combination of those 

two IlIcIS makes it $(I. To me, I'm nOl going to criliciu 

Movc f()fWlll"d for laking extra time 10 meet and confer. 

Thill'S poim number] . 

Pomt number two is, I am very concem<:d about 

Mr. lkardsley taking unilateral action 10 in uny way 
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interfere with this in~igation and saying, "I did ill0 

protect my family's priv.cy" doesn't go very faT wilh me 

because we have claboTlltc: protections buill into Ihis case 

to protect privacy. And, also, [he: Ni;ulIaI serves lIS an 

offi~r of tile COUll and lhe: Nc:ulral may have 10 look at 

some family matters in orderto complele his 

investiglUion. And I think thaI Mr, Beardsley's action 

WIlll inCOIISistent with the protocol and the coun's order 

~nd I thInk. Mr. Beardsley should understand Ihnl he is not 

nutliori7.t:d to unil81c11l1ly llLk.e actions such as IhI: aClion 

thlLt he took. 

And lhe: argulllt'1I! tnat tl"lere's no hano. no foul 

IIIU\, be true III the ullimalC sense m Ihls case, bUl l \\PlIfl! 

tn be ~Ienr to him thaL ~ IS nOllO take measures hImself 

and then tell hiS laW)~,... alter lhe filet »hal he~ done 

He has la",)c1"'; Dlld WI: h3\C D process here III "h1(:h he ~1IIl 

ICI to my 11I<:nllon pre"} qUick T1\3t"s the Il:fIlt'dy_ Not 
fcK- someone 10 sa}, "I\e done IhlS on my own-

And the: fact that the Neutral had IndlCllled 11131 

he WliS gOing 10 hold up on Ihc 1Il\-e5tigaloon In IIghl of 

Mr Bearmle)"'s coonscl"s ob:Ic:ctlons OOcsn't e~cusc Ihat 
ThaI docsn·t gl\e Mr Rc:ardslc:) :II nghtto say. ·Well. I'm 

gtllng 10 make lIoubJe SUIl: thaI he: f1:ally doesn~ by 
challSlIlg lhe passllonJ m)~.df-

I am gomg 10 cnlc:r all order admonishmg Mr 
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Bcardsley 00110 takc unilateral actions 10 Impede or 

delay or mlerferc "ilh the neutral's lII\tsligallOn And 

I allllLlso going to advise the Neutral that bcf~ he 

decide510 halt his investigation in lighl of the 

objeclion of cotIlSCl for eilher party, he should - he 
may, [should say - avail himselfofthc special masttr 

procedure, evtfl if iI's IItc:lephone call. I can't promise 

thn! I' ll be able to lake it on !he spot But he doesn't 

have (0 get - do what the lawycr.> tell him, unless he 
dccides that thef1:'s SOIlIC men! to it. 

And I'm gomg to direct that coonscl for Move 

prepare the Dpproprtale order, which you should circulate 

to counsel firSlto pUI in writing wh8l1 've just 

IIrticuluted. 

·l1lank you all very much. And I'd like to see 

that within the next two or dm:e days.. 
MS . STEPI{f!:\I· l'mSOTT) ,yourhonor Thisis 

Michelle Stephen 
If] may, thert'S a veT) Importanl clanfication 

I need to make herc. \11. Beardsley did not changc hts 

pa:isword wlthoutlalkmg 10 hiS CQurlSCl. In our 

diSCUSSion aboul"flat happened "hen I was 1I)"lIlg to 
understand wilal happcncd and m terms of the access and 

wilal hiS famlly .... as expCflentlng and what that meant, III 

Ihllt OOf\\·ersauOfI he asked me ifLl WlIS okay 10 change his 
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~s"Q!d And ll1d ... ,$C(] bc~au51: the N~u1r31 had already 

sa,d that lie was tus,ng (01l«lIon. Ihal was ch) 

SO 'I ""3S not SOillClhm8 lhal he did on illS OWn 

(01 SOine r.efanOl/$ reason Or "hal have you It was 

fo llo"lng my underslandlng lhal the neulrat 's coliecuoll 

had c~ased TherdOle. Ih~r~ was no need 10 ha,·e kind of 

ll!c opl'n hne of acccs.~ 10 his falnlly II wasn'l 

nel·ossary anymore We ,,·crc eOlng 10 wo;\rk on the scope o( 

collection ISSue and lhcn PIO'lde another pass,,"ord 

So I jusl wanl III make ,I clear lhalll "asn·' 

iIOIno:thlng h. ffln orran(! did .. nd In.n lat.r told lIS And 

llJ">deuland (!Om lh¢Judge'$ comments lhal thaI perhaps 

was not the rlghl way 10 adVise lOY thent and I should 

have - well. fmok t)'. Ithoughll "as gomg to have a 

(on\e.sauon wnh lhe pla]nulTand lh,s would have all 

bunll:$Oh~ 

BUI I jusl WIUII to make lhal clQr 

DISCOVERY MASTER Hli. YER. Well , lhank yCII fcr ltoo. 

CI'.lrlClll;C)fI. And -- bull'm nol relying on thaI ThIS 

pro«ss is nol .... il.le .... Pf<.l\:C"S$ And Ihal includes 

lawyers for one side or . pIIrty forone Side And !he 

facl lhalltoo. NeUlr.1 had already s: .. d lhatlhc Neulral 

would suspend .1. Ihal', . dlITerenl issue because lhal 

was e~idcntly in response Ic Mr. Beardsley's counsel's 

objection. 
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But thm doesn't change my view that this needs 
to be in the hands of the NeutrAl and there shouldn't be 
unilateral actions. And the fact thaI the Ncutral -- that 
this was consistent with what the Neutral said Iha\ hc was 
going 10 do, doesn't make any diffefCnce \0 me. lfihe 
NeUlral h!ld challged his mind an hour laler and said, ~Oh, 

my gosh, I forgol about onc Ihing,~ he would have been 

blocked from il·· IIOW, obviously Ihat's a hypodlClical 
and il didn't happen -- bill this process needs to pnx:eed, 
II's gOi lOls ofsafcguards in ii, ability \0 gel judicial 

resolution. 
And I guess Ihc other thing I might also say is, 

I don'l find the alannlO warrant Ihat kind of 011 action. 
The facl thut a courl appointed forcnsi~ NClitral was going 
to be able 10 BCcess somcborly's Facelime and somc oflhcir 
othcr pawnBI photos, J mean, Ihal's 8n officer of lhc 
coun. That's no! the same concern thaI I've had with 

issues such as disclosing trade secrets ofa competitor Of 

disclosing c-mails which IIrC privileged witieh OOfItain 

attorney·client communicalions. I jusl don'l lhink that 
thc l'Ictions thaI Mr. Beardsley and his counscl look in 
this in this actioo were wHrnmled under the 
circumstances. 

Allylhiog else? 
MR, SINGER: No, your honor. 

MS. STEPHEN: No, your honor, 

MR. ESLER: Thank you. 
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DISCOVERY MASTER HILYER: Thank you, 

(At 12:34 p.m. thc proceedings were 
concluded.) 
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EXHIBIT I 



McMillan, Joseph M. (Perkins Coiel 

From: 
Sent: 
To: 
Cc: 

Subject: 

Andy: 

Michele Stephen <mstephen@sbwlip.com > 
Wednesday, October 28, 2015 6:59 PM 
Andy Reisman; Singer, David R. 
Esler, Brian; Duffy Graham; GIi~kstein, Ethan A.; Gray, John H. (Perki ns Coie); 
AFredette@StrozFriedberg.(om; Byron lloyd-Jones; Aaron Read; Kahn, Lisa J.; Fandel, 
Mike; McMillan, Joseph M. (Perkins Coie); Andy Crain 
RE: Move v. Zillow - suggested revisions to instructions for forensic neutral expert 

Further to our call today and the concerns raised with respect to Mr. Beardsley's iCloud account (which, as 1 mentioned, 
is shared by his family), Mr. Beardsley is changing his iCloud password tonight. I will promptly provide the new 
password once we have resolved the scope of collection issues and related process. We are endeavoring to address 
these issues with our client and Plaint iffs promptly. 

Also, please confirm when collections from Mr. Beardsley's DropBox and Google Drive are complete so that the 
passwords to those accounts may be changed. Thank you. 

David: 
I will be in touch with you on t he scope of collection issue in the very near term. 

Michele 

M ICHELE L. STEPHEN I SAVITT B RUCE & WILLEY LLP I www.SRWLU>,rom 

Privileged amI Co nfitien liCl/: Plea.~e be advised thdt this message Illlly contain information thal is private and legally 
privileged. If yo u are not the person for whom this message is intended, please delete it and noti fy me immedia lely of the 
erro r. Please do not copy or send thi s message to anyone else. Thank you for your cooperation. 

From: Michele Stephen 
Sent: Wednesday, October 28, 2015 11:40 AM 
To: 'Andy Reisman'; Andy Crain ; McMillan, Joseph M. (Perkins Cole) 
Cc: Esler, Brian; Duffy Graham; Glickstein, Ethan A.; Gray, John H. (PerkIns Cole); AFredette@StrozFrledberg.com; Byron 
Uoyd-Jones; Aaron Read; Singer, David R.; Kahn, Usa J.; Fandel, Mike 
Subject: RE: Move v. ZlIIow - suggested revisions to Instructions for forensic neutral expert 

Andy: 

Thank you for the below, and also for your time this morning. We'll be back in touch after discussions with Plaintiffs 
i:lbout the scope of co llection from Mr. Beardsley's iCloud account. In the meantime, we understand that collection 
won't proceed unt il you've hea rd back from us. 

Michele 

MICHELE L. STEPHEN I SAVITT BRUCE & WI LLEY LLP I ~,SBWLLP.com 

Privileged und Confidential: Please be advised that this message may conta in information that is private and legally 
pl'ivileged. If you arc not the person for whom this message is intended, please delete it and notify me immediately of the 
error. Please do not copy or send this messdge to anyone else. Thank you for your cooperation. 
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From: Andy Reisman [mallto :andy.reisman@eillaht.comJ 
Sent: Wednesday, October 28, 2015 11:12 AM 
To: Andy Crain; McMillan, Joseph M. (Perkins Coie) 

---------- - - ---

Cc: Esler, Brian; Duffy Graham; Glickstein, Ethan A,; Gray, John H. (PerkIns Coie); Michele Stephen; 
AFredette@StrozFriedberg,com; Byron lloyd-Jones; Aaron Read; Singer, David R.; Kohn, Usa J.; Fandel, Mike 
Subject: RE: Move v. Zillow - suggested revisions to instructions for forensic neutral expert 

Hi All, 

For purposes of your discussions about iCloud, I have confirmed that we are able to select documents and not select 
other artifacts such as calendars, contacts, Safari bookmarks, etc. Also, please clarify if Notes should be included, as 
those are treated differently than documents. 

Regards, 

Andy Reisman, CEO 
Elijah ltd. 
312-492-4108 direct 
866-354-5240 main 
847-722-6363 cell 
312-423-1934 fax 
andy.reisman@elijaht.com 
www.e lijaht.com 

From: Andy Crain [mailto:andy@discovia.coml 
Sent: Tuesday, October 27, 2015 8:10 PM 
To: Andy Reisman <andy.re isman@eliiaht.com>; McMillan, Joseph M , (Perkins Coie) <JMcMillan@perkinscoie.com> 
Cc: Esler, Brian <brian .esler@millernash.com>; Duffy Graham <dgraham@sbwllp.com>; Glickstein, Ethan A. 
<EGlickstein@jenner.com>; Gray, John H. (Perkins Coie) <JHGray@perkinscoie.com>; Michele Stephen 
<mstephen@sbwllp.com>; AFredette@StrozFriedberg.com; Byron Lloyd-Jones <blloyd-jones@strozfriedberg.co.uk>; 
Aa ron Read <ARead@StrozFriedberg.com>;Singer, David R. <DSinger@jenner.com>; Kohn, lisa J, <lKohn@jenner.com>; 
Fandel, Mike <MichaeI.Fandel@millernash.com> 
Subject: RE: Move v. Zillow - suggested revisions to instructions for forensic neutra l expert 

Mr. Reisman, Counsel, and Stroz team : 

Along with Defendants' counsel, today I reviewed the proposed instructions prepared by Jenner and Stroz. In advance 
of our scheduled ca ll tomorrow, please find attached a redJined version of those instructions, reflecting our initial 
comments / suggested revisions. It is our hope that providing this redllned version now can increase the productivity of 
our discussion tomorrow. We may have more suggested comments / revisions as this process moves along. 

Regards, 
Andy 

Andv Crain 
VP . Forensics &. Col lections 
4 15.392.2900 I Main 
415.321.8205 I Direct 
415.640.3385 I Cell 
.i;I.ill!y@dlscoVja,corn 
www .djscoylil.,tQrn 
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TH E NATIONAL 
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This e-mail Is conndcntlal and mily be legally pli'lileged. If you have received It In error, please notify us Immediately by reply e-mail and then delete 
th is message from your system. Please do not copy It or use It for ~ny purposes, or disclose Its contents to any other person. To do so could Violate 
state and Federal prl ... acy laws. Thllnk you for your cooperation. 

From: Andy Reisman (mailto:andy.reisman@elijaht,com] 
Sent: Saturday, October 24,20152:19 PM 
To: McMillan, Joseph M. (Perkins Cole) 
Cc: Esler, Brian; Duffy Graham; Glickstein, Ethan A.; Gray, John H. (PerkIns Cole); Michele Stephen; 
AFredette@StrozFrledberg.comj Byron Lloyd-Jones; Aaron Read; Singer, David R.; Kahn, lisa J.; Andy Crain 
Subject: RE: Move v. Zillow - confirmation of devices & initial Instructions 

Sounds good - we'U sta rt making the copies per the protocol on Monday, and will look for the separate em ails with the 
Hebard Google Drive and Zillow laptop credentials. Best times for me for a call next week are Monday afternoon, 
Wednesday morning and any time on Friday. If none of those ranges work for everyone else j ust let me know what 
does, and I w ill t ry to shuffle th ings around to accommodate. Thanks! 

Regard s, 
Andy 

From: McMillan, Joseph M. (Perkins Coie) (mailto:JMcMillan@perkinscoie.com) 
Sent: Sa turday, October 24, 2015 3:26 PM 
To: Andy Reisman <andy.reisman@eJijaht.com> 
Cc: Esler, Brian <brian.esler@millernash.com>; Duffy Graham <dgraham@sbwllp.com>; Glickstein, Ethan A. 
<EGlickste in @jenner.com>; Gray, John H. (Perkins Coie) <JHGray@perkinscoie.com>; Michele Stephen 
< mste phen@sbwllp.com>; A Fredette@StrozFriedberg.com; Byro n Lloyd-Jo nes < blloyd- jo nes@strozfriedberg.co.uk>; 
Aaron Read <ARead@StrozFriedberg.com>; Singer, David R. <DSinger@jenner.com>; Kahn, Usa J. <LKohn@jenner.com>; 
Andy Crain {andy@discovia.comj <andy@discovia.com> 
Subject: RE: Move v. Zillow - confirmation of devices & initial instructions 

Andy: 
I have the credentials for the Hebard Google Drive account and will forward them to you by 
email, without copying counselo r experts. With respect to the Bit locker encryption on Mr. 
Hebard's Zillow laptop, I wi ll inquire of him and should be able to get the password/ passcode 
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to you promptly. I have also asked Defendants' forensic expert, Discovia, to forward to you 
separately the passcodes for the two Apricorn hard drives referenced in your email below. 

Attached to this email is a spreadsheet prepared by Discovia reflecting the contents of the two 
Discovia hard drives - i.e., showing which imaged devices are copied on those two drives. 

Also, can you arrange to send directly to Defendants' forensic expert, Andy Crain of Discovia, 
forensically va lid copies on encrypted hard drives of the i'mages you made of the various 
devices produced by Defendants - i.e., the Samuelson, Beardsley, and Hebard computers, 
iPad(s), iPhone(s) and USB devices - as required by the Neutral Protocol, paragraph 18: 

17. Notwithstanding any other ction of this protocol. the Neutml may not per 
any cloud account un~il the Neutral takes screen shots and memorializes all 
information showing last a essed or modified dates to the extent those dat, 
and provides those screen OIS to the producing party's outside counselor 

18. No!withstanding an~ other h tion of this protocol. the Neutral may not per 
?R Image of any ?evlce unt]l the Neutral ensures that the producing party hs 
Image of the deVice thr-:t th~ Neutral will be examining. 

The Neutral Protocol is attached to this email (as a pdf) for reference. 

Finally, Defendants agree w ith your suggestion to arrange a conference call next week with all 
counsel/experts to discuss the work flow issues discussed in your email below. Defendants 
obviously need some time to review the very extensive set of Instructions proposed by 
Plaintiffs yesterday afternoon. Accordingly, we think it makes sense to arrange for a call 
sometime mid·week, if that works for you. 

Thanks . 

Joseph M. McMillan 
Perkins Cole LlP 

1201 Third Avenue, Suite 4900 
Seattle, WA 98101-3099 
T: 206.359.6354 
f: 206.359.7354 
jmcm illan @perkin scoie.com 

From: Andy Reisman [mailto:andy.relsman@eliiaht.coml 
Sent: Saturday, October 24, 2015 7:12 AM 
To: Kohn, Usa ). 
ee: Esler, Brian; McMillan, Joseph M. (Perkins Cole); Duffy Graham; Glickstein, Ethan A.; Gray, John H. (Perkins Coie); 
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Michele Stephen; AFredette@StrozFrledberg.com; Byron Uoyd·Jones; Aaron Read; Singer, David R. 
Subject: RE: Move v. Zillow· confinnation of devices & initial instructions 

Our collection status spreadsheet is attached. Please note per the message below, although we have imaged the 
Hebard Dell latitude, we will need the BitLocker recovery key in order to actually work with the data. 

Regards, 
Andy 

From: Andy Reismap 
Sent: Friday, October 23, 2015 5:01 PM 
To: 'Kohn, Lisa J.' <lKohn@jenner.com> 
Cc: Esler, Brian <brian.esler@m i11ernash.com>; McMillan, Joseph M. (Perkins Coie) <JMcMil lan@perkinscoie.com>; Duffy 
Graham <dgraham@sbwllp.com>;Glickstein, Ethan A. <EGlickstein@jenner.com>;Gray,John H. (Perkins Coie) 
<JHGray@perkinscoie.com>; Michele Stephen <mstephen@sbwllp.com>; AFredette@StrozFriedberg.com; Byron Lloyd­
Jones <blloyd-jones@strozfriedberg.co.uk>;Aaron Read <ARead@StrozFriedberg.com>;Singer, David R. 
<DSinger@jenner.com> 
Subject: RE: Move v. Zillow · confirmation of devices & initial instructions 

Thanks lisa, I will put together a spreadsheet of device imaging/account collection status that tracks the item in the 
original Word document, and will circulate it on completion. 

On a related note, and with apologies if I overlooked an emai l conveying any of the be low, here is a list of the remaining 
items for which we need passwords/ passcodes: 

1. Curt Beardsley 
a. Google.Drive 
b. iCloud 
c. Dropbox 
d. Microsoft One Drive 

2. Wilt Hebard 
a. Bit locker encrypted Dell Latitude, Bit locker 10: {2261916D-4ACl-4ECF-8237-6B8BBBBCB1F7) 
b. Google Drive 

3. Discovia Apricorn Drives Containing Previously Imaged Data 
a. Drive#l, Discovia Media Contral# AOO2237 
b. Drive#2, Discovia Media Control# AOO2279 

So, with respect to the specific question of what is on the Discovia-provided drives, we need to get the passcodes for 
those devices and thereafter can answer that question. 

Also, thanks for passing along the proposed instructions. I' ll review them in detai l th is evening. Regardless of the 
specifics, there is one significant factor that will affect t iming/cost that I alluded to in our previous call, namely whether 
we need to do all of our work in coordination with and under the observation of each side's experts as set forth in 
paragraph 9 of the protocol. We certainly can do so, but the associated coordination and watching of progress bars 
substantially wilt increase costs and turn-around times. With the number of images and investigative steps required, the 
cost and time impacts associated with doing all of the work under each side's observation will be quite considerable. 

An alternative for your consideration is that each side in consultation with their expert proposes instructions, which I 
can then discuss jointly with the experts in the event I think any of the instructions require technica l clarification. I'd 
thereafter carry out the instructions without needing to coordinate observation of the associated work. Again, I am 
happy to proceed as origina lly contemplated, but wanted to alert you to the availability of a more efficient option that 
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would accomplish t he contempla ted objectives. Perhaps you can discuss amongst yourselves and let me know your 
thoughts, or we can have a conference call to discuss opt ions together. 

Regards, 
Andy 

From: Kohn, lisa J. [mailto:lKohn@ jenner.com] 
Sent : Friday, October 23, 2015 3:56 PM 
To: Andy Reisman <andy.reisman@elijaht.com> 
Cc: Esler, Brian <brian.esier@millernash.com>; McMi llan, Joseph M . (Perkins Cole) <JMcMiilan@perkinscoie.com>; Duffy 
Graham <dgraham@sbwlip.com>;Glickstein, Ethan A. <EGlickstein@jenner.com>; Gray, John H. (Perkins Coie) 
<JHGray@perkinscoie.com>; Michele Stephen <mstephen@sbwl lp.com>; AFredette@StrozFriedberg.com; Byron lIoyd­
Jones <biloyd- jones@strozfr iedberg.co.uk>; Aaron Read <ARead@StrozFriedberg.com>; Singer, David R. 
<DSinger@jenner.com> 
Subject: Move v. Zillow - confirmation of devices & initial instructions 

Hi Andy, 

Now that the imaging has been performed in Seattle and los Angeles, we would like to confi rm that you have the 
devices and preexist ing images identified in t he chart pla intiffs sent to you on October 9 (attached for your 
reference) . Can you please ident ify I confirm all of the images you have? In particu lar, plaintiffs would like clarification 
regarding what images were provided by Discovia on Apricorn Aegis Padlock 3 P2T203898 and P2T204022 . The device 
chart indicates that defendants imaged various computers and USB devices, but we do not have information regarding 
which images are conta ined on those two drives. 

In addition, plaint iffs have prepared our first set of instructions pursuant to the neutral forensic examination protocol. If 
you or defendants' counse l have any questions on the attached instructions, please let us know. Once you've had a 
chance to review, can you give us a rough est imate for complet ing these tasks? 

Thanks, 
lisa 

Lisa J. Kohn 

Jenner & Block LLP 
633 West 5th Street 
Suite 3600, Los Angeles, CA 90071 jellner.com 
+1 2132392224 1 TEL 
!"Kotln@jenn~L&9m 
Download V-Card I ~lli29millri 

CONFIDENTiAliTY WARNING: This emaN may conta)'! pIiviIeged or contlOential )'!formaUon and" lor the sole use 01 the Intended rudplent(I). Any unauthorized 
use or disclosure 01 this communication II prohibited. 1f)'Ol.l believe \tIal you hive reoeiYed this emd In error. please notify the lender immediately and delete H 
lrom your system. 

NOTICE: l h is communication may contairJ povilegcd or other conf!denlllli inlormaliofl. II you have receIVed II in en"Or. please advise lhe semler by reply email ;lnd 
immedlalely delete the message and any at\actul'lCflls Wllhout copylllg 01 dISclosing lila contents. Thank you 
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EXHIBIT J 



McMillan. Joseph M. (Perkins Coie) 

From: 
Sent: 
To: 
Cc: 

Subject: 
Attachments: 

Hi AU, 

Andy Reisman <andy.reisman@elijaht.(om> 
Thursday, October 29, 2015 11:10 AM 
Andy Crain; McMillan, Joseph M. (Perkins Coie) 
Esler, Brian; Duffy Graham; Glickstein, Ethan A ; Gray, john H. (Perkins Coie); Michele 
Stephen; AFredette@StrozFriedberg.com; Byron Lloyd-Jones; Aaron Read; Singer, David 
R.; Kahn, Usa J.; Fandel, Mike; Matthew Feiten 
Re: Move v. Zillow - suggested revisions to instructions for forensic neutral expert 
00-3276_Move Vs. Zillow_Master Collections Spreadsheet Oct 29 201S.xtsx 

I have attached an updated status sheet per our conversation yesterday. It has tabs at the bottom to break out the 
images we received, the images we created , and the cloud screenshots we have completed. 

We are ready to start shipping out copies of the images we created and the screenshots we have collected to date to the 
producing parties. As I want to be 100% s ure to send the Images/screenshots for each custodian only to the 
person who should be receiving those Images/screenshots, please let me know for each custodian the name and 
address we should be sending the Images/screenshots to per the protocol. Thanksl 

Regards, 

And y Reisman, CEO 
Elijah Ltd . 
312-492·4108 direct 
866·354M 5240 main 
847·722-6363 cell 
312-423·1934 fax 
andy.reisman@el ijaht.com 
WoNW.elijaht.com 

From: Andy Reisman 
Sent: Wednesday, October 28, 2015 2:12 PM 
To: Andy Crain ; McM illan, Joseph M . (Perkins Coie) 
Cc: Esler, Brian; Duffy Graham; Glickstein, Ethan A.; Gray, John H. (Perkins Coie); Michele Stephen; 
AFredette@StrozFrledberg.com; Byron lIoyd·Jones; Aaron Read; Singer, David R.; Kahn, lisa J.; Fandel, Mike 
Subject: RE: Move v. Zillow · suggested revisions to instructions for forensic neutral expert 

Hi All, 

For purposes of your discussions about iCloud, I have confirmed that we are able to se lect documents and not select 
other artifacts such as calendars, contact s, Safari bookmarks, etc. Also, please clarify if Notes shou ld be included, as 
those are treated differently than documents. 

Regards, 

Andy Reisman, CEO 
Elijah l td. 
312¥492·4108 direct 
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866-354-5240 main 
847-722·6363 cell 
312-423-1934 fax 
a nd v . re isma n@eliiaht.eom 
www.eli jaht.eom 

From: Andy Crain [mailto:andy@diseovia.comj 
Sent: Tuesday, October 27, 2015 8:10 PM 
To: Andy Reisman <andy.reisman@elljaht.com>; McMi llan, Joseph M. (Perkins Coie) <JMeMillan@perkinscoie.com> 
Cc: Esler, Brian <brian.esler@millernash.com>; Duffy Graham <dgraham@sbwl lp.com>; Glickstein, Ethan A. 
<EGl icksteln@jenner.com>; Gray, John H. (Perkins Coie) <JHGray@perkinscoie.com>; Michele Stephen 
<mstephen@sbwllp.com>; AFredette@StrozFriedberg.com; Byron lloyd-Jones <blloyd-jones@strozfriedberg.co.uk>; 
Aaron Read <ARead@StrozFriedberg.com>;Singer, David R. <DSinger@jenner.com>; Kohn, Usa J. <lKohn@jenner.com>; 
Fandel, Mike <Michael.Fandel@mil lernash.com> 
Subject: RE : Move v. Zillow - suggested revisions to Instructions for forensic neutral expert 

Mr. Reisman, Counsel, and Stroz team: 

Along with Defendants' counsel, today I reviewed the proposed instructions prepared by Jenner and Stroz. In advance 
of our scheduled call tomorrow, please find attached a red lined version of those instruct ions, reflecting our initial 
comments I suggested revisions. It is our hope that providing this red lined version now can Increase the productivity of 
our discussion tomorrow. We may have more suggested comments I revisions as this process moves along. 

Regards, 
Andy 

Andy Crain 
VP ~ Forensics & Collections 
415.392.2900 I Main 
415.321.8205 I Direct 
415.640.3385 I Cell 
iJOpy@..dtsc.QVlil.COJIl 
www.dlscovla.com 

Discov'fa" 
MIIIl<l{lod (It)lscovory 

CJ m iii 
HIPAA 
HITECH 
CUMJ'LII\N"I 
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• RIG ~~~ . BY BRIGHTliNE 
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This e-mali ls confidential and may be legally privileged. If you have received It In error, please notify us Immediately by reply e-rnall and then delete 
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this message trom yOl,lr system. Please do not copy It or use It ror any purpoS6, or disclose Its contents to any other person. To do 50 could violate 
state and Federal pr1vi!lcy laws. Thank you for your cooperation. 

From: Andy Reisman (mailto:andy.reisman@elijaht.com] 
Sent: saturday, October 24,20152:19 PM 
To: McMillan, Joseph M. (Perkins Coie) 
Cc: Esler, Brian; Duffy Graham; Glickstein, Ethan A.; Gray, John H. (Perkins Cole); Michele Stephen; 
AFredette@StrozFriedberg.com: Byron Lloyd-Jones; Aaron Read; Singer, David R.; Kahn, Lisa 1; Andy Crain 
Subject: RE: Move v. ZUlow - confirmation of devices & initial Instructions 

Sounds good - we'll start making the copies per the protocol on Monday, and will look for the separate emails with the 
Hebard Gaagle Drive and Zillaw laptop credentials. Best times far me far a call next week are Monday afternoon, 
Wednesday morning and any time on Friday. If none of those ranges work for everyone else just let me know what 
does, and I w ill t ry to shuffle things around to accommodate. Thanks ! 
Regards, 
Andy 

From: McMillan, Joseph M . (Perkins Coie) (mailto:JMcMilIan@perkinscoie.comJ 
Sent: Saturday, October 24, 2015 3:26 PM 
To: Andy Reisman <andy.reisman@elijaht.com> 
Cc: Esler, Brian <brian.esler@millernash.com>; Duffy Graham <dgraham@sbwllp.com>; Glickstein, Ethan A. 

<EGlickstein@jenner.com>; Gray, John H. (Perkins Co ie) <JHGray@perkinscoie.com>; Michele Stephen 
<mstephen@sbwllp.com>; AFredette@StrozFriedberg.com; Byron lloyd-Jones <blloyd-jones@strozfriedberg.co.uk>; 
Aaron Read <ARead@StrozFriedberg.com>;Singer, David R. <DSinger@jenner.com>; Kohn, Lisa J. <lKohn@jenner.com>; 
Andy Crain (andy@discovia.com) <andy@discovia.com> 
Subject: RE: Move v. Zillow - confirmation of devices & initia l instructions 

Andy: 
I have the credentials for the Hebard Google Drive account and wi ll forward them to you by 
email, without copying counselor experts. With respect to the Bit Locker encryption on Mr. 
Hebard's Zillow laptop, I will inquire of him and should be able to get the password/passcode 
to you promptly. I have also asked Defendants' forensic expert, Discovia, to forward to you 
separately the passcodes for the two Apricorn hard drives referenced in your email below. 

Attached to this email is a spreadsheet prepared by Discovia reflecting the contents of the two 
Discovia hard drives - i.e., showing which imaged devices are copied on those two drives. 

Also, can you arrange to send directly to Defendants' forensic expert, Andy Crain of Discovia, 
forensically va lid copies on encrypted hard drives of the images you made of the various 
devices produced by Defendants - i.e., the Samuelson, Beardsley, and Hebard computers, 
iPad(s), iPhone(s) and USB devices - as required by the Neutral Protocol, paragraph 18: 
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17. Notwithstanding any other ction of this protocol, the Neutml muy not per 
any cloud account unJI the Neutral takes screen shots and memorializes all 
information showing Im;t a essed or modified dates to the extent those dut. 
and provides those screen S OIS to thc producing party's outside counselor 

18. No~withstanding an~ other k tion of this protocol, the Neutral may not pcr: 
~ Image of any ? CVICC untt! the Neutral ensures that the producing party hE 
Image of the devIce !hr.t th~ Neutral will be examining. 

The Neutral Protocol is attached to this email (as a pdf) for reference. 

Finally, Defendants agree with your suggestion to arrange a conference call next week with all 
counsel/experts t o discuss the work flow issues discussed in your email below. Defendants 
obviously need some time to review the ve ry extensive set of Instructions proposed by 
Pl aintiffs yesterd ay aft ernoon. Accordingly, we think it makes sense to arrange for a ca ll 
sometim e mid-week, if that works for you . 

Thanks. 

Joseph M. M cMillan 
Perkins Coie LlP 
1201 Third Avenue, Suite 4900 
Seattle, WA 98101-3099 
T: 206.359.6354 
F: 206.359.7354 
jmcmillan@perkinscoie,com 

From: Andy Reisman (maJlto:andy,reisman@elijaht.com] 
Sent: Saturday, October 24,20157:12 AM 
To: Kohn, Lisa J. 
Cc: Esler, Brian; McMillan, Joseph M. (Perkins Cole); Duffy Graham; Glickstein, Ethan A.; Gray, John H. (Perkins Cole); 
Michele Stephen; AFredette@StrozFriedberq.com; Byron Lloyd-Jones; Aa ron Read; SInger, DavId R. 
Subject: RE: Move v. Zl1Iow - confi rmation of devIces & Initial InstructIons 

Our collection status spreadsheet is attached. Please note per the message below, although we have imaged the 
Hebard Dell l atitude, we will need the Bitl ocker recovery key in order to actually work with t he data. 

Regards, 
Andy 

From: Andy Reisman 
Sent: Friday, October 23, 2015 5:01 PM 
To: 'Kohn, lisa J.' <lKohn@jenner.com> 
Cc: Esler, Brian <brian.esler@millernash.com>; McMillan, Joseph M. (Perkins Coie) <J McMillan@perkinscoie.com>; Duffy 
Graham <dgraham@sbwllp.com>; Glickstein, Ethan A. <EGlickste in@jenner.com>; Gray, John H. (Perkins Coie) 
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<JHGray@perkinscoie.com>; M ichele Stephen <mstephen@sbwllp.com>; AFredette@StrozFriedberg.comi Byron Lloyd­
Jones <blloyd-jones@strozfriedberg.co.uk>; Aaron Read <ARead@StrozFriedberg.com>; Singer, David R. 
<DSinger@ jenner.com> 
Subject: RE : Move v. Zi110w - confirmation of devices & initial instructions 

Thanks Lisa, I wi ll put together a spreadsheet of device imaging/account collect ion status that tracks t he item in the 
origina l Word document, and w il l circulate it on completion. 

On a related note, and with apologies if I overlooked an email conveying any of the below, here is a list of the remaining 
items for which we need passwordsjpasscodes: 

1. Curt Beardsley 
a. Google Drive 
b. iCloud 
c. Dropbox 
d. Microsoft One Drive 
2. Will Hebard 
a. Bit locker encrypted Dell l atitude, Bit locker 10: {2261916D-4ACl-4ECF-B237-6BBBBBBCBIF7} 
b. Google Drive 
3. Discovia Apricorn Drives Conta ining Previously Imaged Data 
a. Drive#1, Discovia Media Control# A002237 
b. Drive#2, Discovia Media Control# A002279 

So, with respect to the specific quest ion of what is on the Discovia-provided drives, we need to get the passcodes for 
those devices and thereafter can answer tha t question. 

Also, thanks for passing along the proposed instructions. I' ll review them in detail this evening. Regardless of the 
specifics, there is one significant fa ctor that will affect t iming/cost that I alluded to in our previous ca ll, namely whether 
we need to do all of our work in coordination with and under the observation of each side's experts as set forth in 
paragraph 9 of the protocol. We certainly can do so, but the associated coordination and watching of progress bars 
substantia lly w ill increase costs and turn-around t imes. With the number of images and investigat ive steps required, the 
cost and time impacts associated with doi '1g all of the work under each side's observat ion will be quite considerable. 

An alternative for your consideration is that each side In consultation with their expert proposes instructions, which I 
can t hen discuss joint ly with the experts in the event I think any of the instructions require technica l clarification. I'd 
thereafter carry out the instructions without needing to coordinate observation of the associated work . Again, ' am 
happy to proceed as originally contemplated, but wanted to alert you to the availabil it y of a more efficient option that 
would accomplish the contemplated object ives. Perhaps you can discuss amongst yourselves and let me know your 
thoughts, or we can have a conference call to discuss options together. 

Regards, 
Andy 

From: Kohn, Usa J. Imailto:lKohn@ienner.comJ 
Sent: Friday, October 23, 2015 3:56 PM 
To: Andy Reisman <andy.reisman@elijaht.com> 
Cc: Esler, Brian <brian.esler@millernash.com>i McMillan, Joseph M . (Perkins Coie) <JMcMillan@perkinscoie.com>; Duffy 
Graham <dgraham@sbwllp.com>; Glickstein, Ethan A. <EGlickstein@jenner.com>; Gray, John H. (Perkins Coie) 
<JHGray@perkinscoie.com>; M ichele Stephen <mstephen@sbwllp.com>; AFredette@StrozFriedberg.comi Byron Uoyd­
Jones <bJloyd-jones@strozfriedberg.co.uk>; Aa ron Read <ARead@StrozFriedberg.com>; Singer, David R. 
<DSinger@jenner.com> 
Subject: Move v. Zillow - confirmation of devices & initial instructions 
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Hi Andy, 

Now that the imaging has been performed in Seattle and los Angeles, we would like to confirm that you have the 
devices and preexisting images identified in the chart plaintiffs sent to you on October 9 (attached for your 
reference). Can you please identify / confirm all of the images you have? In particular, plaintiffs would like clarification 
regarding what images were provided by Discovia on Apricorn Aegis Padlock 3 P2T203898 and P2T204022. The device 
chart indicates that defendants imaged various computers and USB devices, but we do not have information regarding 
which images are contained on those two drives. 

In addition, plaintiffs have prepared our first set of instruct ions pursuant to the neutral forensic examination protocol. If 
you or defendants' counsel have any questions on the attached instructions, please let us know. Once you've had a 
chance to review, can you give us a rough estimate for complet ing these tasks? 

Thanks, 
lisa 

Lisa J. Kohn 

Jenner & Block llP 
633 West 5th Street 
Suite 3600, Los Angeles. CA 90071 i!',ln'!)!!Lcom 
+1 2132392224 1 TEL 
LKohn@Jenner.CQm 
Download Y"Carq I View Bio9rnP.ll¥. 

CONFIDENTIALITY WARNING: Thll email may contain prIvieged or confIderltIlllnfonnatlon Ind il for the 50Ie \JIll 01 the Intended recIpIeot(I}. Any unauthortzed 
use or dJ&dolUre 01 this COIM'iunication is prohibited. II you believe thlt)'04J Mve reoeIYed ttVs emd In error, plelse notify the lender Immediately and doIele It 
from your l)'Item. . 

NOTICE: This communication m(lY contaIn prlvilcgod or (llho! contldllnli<lllnf(lIl lIatioll. If you have Icceivud ilill error, plrose adviMl tile send!!( by mply fllTluil ond 
Immlldlalely dl.~ele the me~sage lind Any ullaclunenls withollt copyln!l or (Uscloslng tho c(lI1ICnlS. TllIJnk yO IJ 
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McMillan. Joseph M. (Perkins Coie) 

From: 
Sent: 
To: 
Cc: 

Subject: 

Hi All. 

Andy Reisman <andy.reisman@elUaht.com> 
Thursday, October 29, 2015 12:27 PM 
Andy Crain; McMillan, Joseph M. (Perkins Coie) 
Esler, Brian; Duffy Graham; Glickstein, Ethan A.; Gray, John H. (Perkins Coie); Michele 
Stephen; AFredette@StrczFriedberg.com; Byron Lloyd-Jones; Aaron Read; Singer, David 
R.; Kahn, Usa J.; Fandel, Mike; Matthew Feiten 
Re: Move v. Zillow • suggested revisions to instructions for forensic neutral expert 

Here is an update on the cloud accounts we have yet to access for purposes of creating screenshots per the protocol: 

1. Beardsley Microsoft One-Drive: We have attempted to sign in using the Microsoft security code, but so far requests 
have timed out. We have advised regarding bypassing two-factor authentication temporarily in order to avoid this issue. 
2. Hebard Google Drive: We have the password, but need to coordinate gelling the security code with Hebardlcounsel in 
order to access, or disabling two factor authentication. 
3. Samuelson Dropbox: Was informed that this account (associated with login errol@move.com) is under the control of 
Move, and that Samuelson does not have the password. We will need this provided by counsel for Move. If enabled, 
we'd suggest temporarily disabling two factor authentication. 
4. Samuelson Google Drive x2: Received a password, but determined it does not work - we wi ll need this checked on by 
Samuelsonlcounsel. If enabled, we'd suggest temporarily disabling two factor authentication. 
5. Beardsley ICloud account On hold pending counsel discussions/resolution. 

Apologies if r missed any communications that provided Information listed above, but r believe this is all correct. Thanks 
everyone for your cooperation I 

Regards, 

Andy Reisman. CEO 
Elijah Lid . 
312-492-4108 direct 
866-354-5240 main 
847·722·6363 cell 
312423·1934 tax 
andy.reisman@elijahl.com 
www.elijaht.com 

From: Andy Reisman 
Sent: Thursday, October 29, 2015 2:09 PM 
To: Andy Crain; McMillan, Joseph M . (Perkins Coie) 
Cc: Esler, Brian; Duffy Graham; Glickstein, Ethan A.; Gray, John H. (Perkins Coie); Michele Stephen; 
AFredette@StrozFriedberg.com; Byron lloyd-Jones; Aaron Read; Singer, David R.; Kohn, lisa 1; Fandel, Mike; Matthew 
Feilen 
Subject: Re: Move v. Zilfow - suggested revisions to instructions for forensic neutral expert 

Hi All, 

I have attached an updated status s;heet per our conversation yesterday. It has tabs at the bottom to break out the 
images we received, the images we created. and the cloud screenshots we have completed. 

We are ready to start shipping out copies of the images we created and the screenshots we have collected to date to the 
producing parties. As I want to be 100% sure to send the images/screenshots for each custodian only to the 

1 



person who should be receiving those images/screenshots, please let me know for each custodian the name and 
address we should be sending the images/screenshots to per the protocol. Thanksl \ 

Regards, 

Andy Reisman, CEO 
Elijah Ltd. 
312-492-4108 direct 
866-354-5240 main 
847-722-6363 cell 
312-423-1 934 fax 
andy. reisman@eiijahl.com 
www.elijaht.com 

From: Andy Reisman 

Sent: Wednesday, October 28, 2015 2:12 PM 
To: Andy Crain; McMillan, Joseph M . (Perkins Coie) 
Cc: Esler, Brian; Duffy Graham; Glickstein, Ethan A.; Gray, John H. (Perkins Coie); Michele Stephen; 
AFredette@StrozFriedberg.com; Byron Lloyd-Jones; Aaron Read; Singer, David R.; Kohn, Usa J.; Fandel, Mike 
Subject: RE : Move v. Zillow - suggested revisions to inst ructions for forensic neutral expert 

HiAtt, 

For purposes of your discussions about iCloud, I have confirmed that we are able to select documents and not select 
other arti facts such as ca lendars, contacts, Safari bookmarks, etc. Also, please cla ri fy if Notes should be included, as 
those are treated differently than documents. 

Regards, 

Andy Reisman, CEO 
Elijah ltd. 
312-492-4108 direct 
866-354-5240 main 
847-722-6363 cell 

312-423-1934 fax 
andy.reisman@eli jaht.com 
www.eli jaht.com 

From: Andy Crain (mailto :andy@discovia.com] 
Sent: Tuesday, October 27, 2015 8:10 PM 
To: Andy Reisman <andy.reisman@elijaht.com>; McMillan, Joseph M. (Perkins Coie) <JMcMillan@perkinscoie .com> 
Cc: Esler, Brian <brian.esler@millernash.com>; Duffy Graham <dgraham@sbwllp.com>; Glickstein, Ethan A. 
<EGlickstein@jenner .com>; Gray, John H. (Perkins Coie) <JHGray@perkinscoie.com>; Michele Stephen 
<mstephen@sbwl lp.com>; AFredette@StrozFriedberg.com; Byron Lloyd -Jones <blloyd-jones@strozfriedberg.co .uk>; 
Aaron Read <ARead@StrozFriedberg.com>; Singer, David R. <DSinger@jenner.com>; Kohn, lisa J. <l Kohn@jenner.com>; 
Fandel, Mike <Michael.Fande/@millernash.com> 
Subject: RE: Move v. Zi1Iow - suggested revisions to instructions for forensic neutral expert 

Mr. Reisman, Counsel, and Stroz team: 
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Along with Defendants' counsel, today I reviewed the proposed inst ructions prepared by Jen ner and Stroz. In advance 
of our scheduled ca ll tomorrow, please find attached a red lined version of those instructions, reflecting our initial 
comments / suggested revisions. It is our hope that providing this red lined version now can increase t he productivity of 
our discussion tomorrow. We may have more suggested comments / revisions as this process moves along. 

Regards, 
Andy 

Andv Crain 
VP , Forens ics &. Col lections 
415.392.'900 I Main 
415.321.8205 I Direct 
415.640.3385 I Cell 
{lnt;lY@d.Is.m'lJ.i!.com 
www.discovfll.com 

Discov'la" 
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This e'maliis conndentlal and may be legally privileged. It Y01J have received It In error, please. notify us Immediately by reply e.-mall and then delete. 
th is message (rom your system. Please do not copy It or use It fOf any purposes, or disclose Its contents to any other person. To do so could violate 
state and Federal privacy lilows. Thank you for your cooperation. 

From: Andy Reisman [majlto:andy.reisman@elijaht.coml 
sent: Saturday, October 24, 2015 2:19 PM 
To: McMillan, Joseph M. (Perkins Cole) 
Cc: Esler, Brian; Duffy Graham; Glickstein, Ethan A.; Gray, John H. (Perkins Coie); Michele Stephen; 
AFredette@StrozFriedberg.com; Byron Uoyd-Jones; Aaron Read; Singer, David R.; Kohn, Lisa J.i Andy Crain 
Subject: RE: Move v. Zillow - confirmation of devices & initial Instructions 

Sounds good - we'll start making the copies per the protocol on Monday, and will look for the separate emails with the 
Hebard Googfe Drive and Zillow laptop credentia ls. Best times for me for a call next week are Monday afternoon, 
Wednesday morning and any time on Friday. If none of those ranges work for everyone else just let me know what 
does, and I will try to shuff le things around to accommodate. Thanks! 
Regards, 
Andy 

From: McMillan, Joseph M. (Perkins Cole) [mai lto:JMcMillan@perkinscoie.com) 
Sent: Saturday, October 24, 2015 3:26 PM 
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To: Andy Reisman <andy.reisman@eliiaht.com> 
Cc: Esler, Brian <brian.esler@millernash.com>; Duffy Graham <dgraham@sbwl1 p.com>; Glickstein, Ethan A. 
<EGtickstein@jenner.com>; Gray, John H. (Perkins Coie) <JHGray@perkinscoie.com>; Michele Stephen 
<mstephen@sbwl1p.com>; AFredette@StrozFriedberg.com; Byron lloyd-Jones <blloyd-jones@strozfriedberg.co.uk>; 
Aaron Read <ARead@StrozFriedberg.com>;Singer, David R. <DSinger@jenner.com>; Kohn, lisa J. <LKohn@jenner.com>; 
Andy Crain (andy@discovia.comJ <andy@ discovia.com> 
Subject: RE: Move v. Zillow· confirmation of devices & initial instructions 

Andy: 
I have the credentials for the Hebard Google Drive account and wi ll forward them to you by 
email, without copying counselor experts. With respect to the Bit Locker encryption on Mr. 
Hebard's Zillow laptop, I wil l inquire of him and should be able to get the password/ passcode 
to you promptly. I have also asked Defendants' forensic expert, Discovia, to forward to you 
separately the passcod es for the two Apricorn hard drives referenced in your email below. 

Attached to this email is a spreadsheet prepared by Discovia reflecting the contents of the two 
Discovia hard drives - i.e., showing which imaged devices are copied on those two drives. 

Also, can you arrange to send directly to Defendants' forensic expert, Andy Crain of Discovia, 
forensically valid copi es on encrypted hard drives of the images you made of the va rious 
devices produced by Defendants - i.e. , the Samuelson, Beardsley, and Hebard computers, 
iPad(s), iPhone(s) and USB devices - as required by the Neutral Protoco l, paragraph 18: 

17. Notwithstanding any ~ther~ction of this protocol. the Neutral may not per 
?ny clou? accoun~ umtl thetNeutral takes screen shots and memorializes all 
Ulformat~on shoWIIlB lnst aycessed or modified dates to the extent those dUl< 
and provides those screen .hots to the producing party's outside counselor 

18. No~wit~stnndinB an~ o,ther Ftion of this protocol, the Neutral ~ay not per: 
?J11mage of any ?eV1CC untIl, ~e Neutral ensures that the prodUCing party ha 
Image of the deVice th;>t th9 Neutral will be examining. 

The Neutral Protocol is attached to t his email (as a pdf) for reference. 

Finally, Defendants agree with your suggestion to arrange a conference call next week with all 
counsel/experts to discuss the work flow issues discussed in your email below. Defendants 
obviously need some time to review the very extensive set of Instructions proposed by 
Pla intiffs yesterday afternoon. Accordingly, we think it makes sense to arrange for a ca ll 
sometime mid-week, if that works for you . 

Thanks. 



Joseph M. McMillan 

Perkins Cole llP 

1201 Th ird Avenue, Suite 4900 

Seatt le, WA 98101-3099 
T: 206.359.6354 
F: 206.359.7354 
jmcmillan @perkin scoie.com 

From: Andy Reisman [mallto:andy.rejsman@eliiaht.coml 
Sent: Saturday, October 24,2015 7:12 AM 
To: Kahn, Usa J. 
Cc: Esler, Brian; McMillan, Joseph M. (Perkins Coie); Duffy Graham; Glickstein, Ethan A.; Gray, John H. (Perkins Coie); 
Michele Stephen; AFredette@StrozEriedberq.com; Byron lloyd-Jones; Aaron Read; Singer, David R. 
Subject: RE: Move v. Zillow - confirmation of devices & Initial instructions 

Our co llection status spreadsheet is attached. Please note per the message below, although we have imaged the 
Hebard Dell latitude, we will need the Bitlocker recovery key in order to actually work with the data. 

Regards, 
Andy 

From: Andy Reisman 
Sent: Friday, October 23, 2015 5:01 PM 
To: 'Kohn, Usa J.' <lKohn@jenner.com> 
Cc: Esler, Brian <brian.esler@mil1ernash.com>; McMillan, Joseph M . (Perkins Coie) <JM cMillan@perkinscoie.com>; Duffy 
Graham <dgraham@sbwllp.com>;Glickstein, Ethan A. <EGlickstein@jenner.com>; Gray, John H. (Perkins Coie) 
<JHGray@perkinscoie.com>; Michele Stephen <mstephen@sbwllp.com>; AFredette@StrozFriedberg.com: Byron lIoyd­
Jones <blloyd-jones@strozfriedberg.co.uk>; Aaron Read <ARead@StrozFriedberg.com>; Singer, David R. 
<DSinger@jenner.com> 
Subject: RE : Move v. Zillow - confirmation of devices & initial instructions 

Thanks lisa, I wilt put together a spreadsheet of device imaging/account collection status that tracks the item in the 
original Word document, and will Ci rcu late it on completion. 

On a related note, and with apologies if I overlooked an email conveying any of the below, here is a list of the remaining 
items for which we need passwords/passcodes: 

1. Curt Beardsley 
a. Google Drive 
b. iCloud 
c. Dropbox 
d. Microsoft One Drive 
2. Will Hebard 
a. Bit locker encrypted Dell l atitude, Bit locker ID: {2261916D·4ACl-4ECF-8237-6B8BBBBCBIF7} 
b. Google Drive 
3. 
a. 

Discovia Apricorn Drives Containing Previously Imaged Data 
Drive~n, Discovia Media Contral# AOO2237 

b. Drive#2, Discovia Media Control# AOO2279 

So, with respect to the specific question of what is on the Discovia-provided drives, we need to get the passcodes for 
those devices and thereafter can answer t hat question. 
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Also. thanks for passing along the proposed instructions. I' ll review them in detail this evening. Regardless of the 
specifics, there is one significant factor t hat wil l affect timing/cost that I alluded to in our previous call, namely whether 
we need to do all of our work in coordination w ith and under the observation of each side's experts as set forth in 
paragraph 9 of the protocol. We certainly can do so, but the associated coordination and watching of progress bars 
substantially will increase costs and turn-around times. With the number of images and invest igative steps required, the 
cost and t ime impacts associated with doing all of the work under each side's observation will be quite considerable. 

An alternative for your consideration is that each side in consultation with their expert proposes instructions, which I 
can then discuss jointly with the experts in the event I think any ofthe inst ructions require technical clarification. I'd 
thereafter carry out the instructions without needing to coordinate observation of t he associated work. Again, I am 
happy to proceed as originally contemplated, but wanted to alert you to the availability of a more efficient opt ion that 
would accomplish the contemplated objectives. Perhaps you can discuss amongst yourse lves and let me know your 
thoughts, or we can have a conference call to discuss options together. 

Regard s, 
Andy 

From: Kohn, lisa J. (mailto:lKohn@ jenner.comJ 
Sent: Friday, October 23, 2015 3:56 PM 
To: Andy Reisman <andy.reisman@elijaht.com> 
Cc: Esler, Brian <brian.esler@millernash.com>; McMil lan, Joseph M . (Perkins Coie) <JMcMil lan@perkinsco ie.com>; Duffy 
Graham <dgraham@sbwllp.com>;Glickstein, Ethan A. <EGlickstein@jenner.com>; Gray, JohnH.(PerkinsCoie) 
<JHGray@perkinscoie.com>; M ichele Stephen <mstephen@sbwllp.com>; AFredette@StrozFriedberg.com; Byron Uoyd­
Jones <blloyd-jones@strozfriedberg.co.uk>; Aaron Read <ARead@StrozFriedberg.com>; Singer, David R. 
<DSinger@jenner.com> 
Subject: Move v. Zillow - confirmation of devices & initia l instructions 

Hi Andy, 

Now that the imaging has been performed in Seattle and l os Angeles, we would like to confirm that you have the 
devices and preexisting images ident ified in the chart plaintiffs sent to you on October 9 (attached for your 
reference). Can you please identify / confirm all of the images you have? In particular, plaintiffs would like clarification 
regarding what images were provided by Discovia on Apricorn Aegis Padlock 3 P2T203898 and P2T204022. The device 
chart indicates that defendants imaged various computers and USB devices, but we do not have information regarding 
which images are contained on those two drives. 

In addition, plaintiffs have prepared our first set o f instructions pursuant to the neutral forensic examination protoco l. If 
you or defendants' counsel have any questions on the attached instructions, please let us know. Once you've had a 
chance to review, can you give us a rough estimate for completing these tasks? 

Thanks, 
lisa 

Lisa J. Kohn 

Jenner & Block LLP 
633 West 5th Street 
Suite 3600, Los Angeles. CA 90071 jenner.com 
+1 213239 2224 1 TEL 
LKohn@jenner.com 
Download V-Card I View Bi0!lli!P.l!Y: 
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McMillan. Joseph M. (Perkins Cole) 

From: 
Sent: 
To: 
Cc: 

Subject: 

Jack: 

Michele Stephen <mstephen@sbwllp.com> 
Thursday, October 29. 2015 4:06 PM 
'Jack Lovejoy' 
Esler, Brian; James Savitt; Foster.,Susan E. (Perkins Coie); McMillan, Joseph M. (Perkins 
Coie); O'Sull ivan, Kathleen M. (Perkins Coie); rstone@jenner.com; dsinger@jenner.com; 
bcaslin@jenner.com 
FW: Notice of motion to file motion on shortened time 

As I advised all counsel in my email last night, we are endeavoring to prompt ly address the issue with our cl ient. We 

began d iscussion yesterday w ith Mr. Beard sley and are continu ing it todilY to understand the extent of th e intrusion into 

each of the members of his family's information and materia ls in iCloud. Yesterday morning each of Curt's family 

members who share the iCfoud account rece ived an unexpected message indicat ing that a new "member" was added to 

their account and, it is my understanding, that member is privy to all messages and other communications being 

exchanged between Mr. Beardsley's family members w ho share that account. Given the unexpected intrusion into the 

family's privacy and ongoing communications, I advised in my email last night that Mr. Beardsley wou ld change his 

password and provide the neutral a new password once the scope of collection was reso lved . 

This afternoon we prov ided the new password to Mr. Reisman and advised that he may proceed to collect documen ts 

be ing sto red in the iCloud accounl. 

As I also ind ica ted in my email last night, I seek to d iscuss w ith David the basis for pla intiffs' position that all data in alt 

other applications associated with the iCloud account is wit hin the scope of the forensic neut ral' s review. 

It appears plaint iffs are proceeding to fi le a mot ion in the absence o f any m eet and confe r on this issue. We object to 

such and reiterate our request for a meet and confer on this issue. 

If plaintiffs nonethe less persist on making their motion, we suggest the part ies seek a telephone conference with Judge 

Hilyer as contemplated In 'paragraph 25 of the protoco l. 

Miche le 

M ICII ELI! L. STEPHEN I SAV ITT BRUCE & WILLEY LLP I wI,(w5,BWI.I.r.CIJI\l 

Privileged and Confidentill/: Pleast' be advised that this message may contain info rmatio n that is pri vate and legally 
pri vileged. If you arc not the person for whom thi s message is intended, please delete it and not iry me immed iately of l ile 
clTor. Please do not copy 0 1' send this mess..lgc to anyone else. Thank you for your cooperation. 

From: Jack l ovejoy [mallto:jiovejQy@cable lanq.coml 
Sent: Thursday, October 29, 2015 2:58 PM 
To: Esler, Brian; clem.barnes@millernash.com 
Cc: James Savitt; sfoster@perkinscoie,com: kosullivan@perkJnsco je.comj Stone, Richard l.i Singer, David R.; 'Caslin, 
Brent (BCasljn@jenner.com), 
Subject: RE: Notice of motion to file motion on shortened time 

Brian, 
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Detail will follow in the motion, which should be coming soon. To the extent there's any discrepancy 
between this email and the motion, the motion controls. I'm not trying to be cagey, we're just moving 
quickly and I'm not the only set of eyes or hands on this. 

In a nutshell, Mr. Beardsley ordered the neutral to halt a part of the forensic review and then changed 
a password, cu tting off the neutral's access to his iCloud account. We're seeking an order to restore 
the neutral's access to that account and get the forensic review back on track. 

Sincerely, 

Jack M. Lovejoy 

Cable Langenbach Kinerk & Bauer, LLP 
1000 Second A venue, Suite 3500 
Seattle, W A 98104 
Phone: (206)292-8800 
Direct: (206)812-0894 
Fax: (206)292-0494 
jlovejoy@cablelang.com 

The infonnation contained in this e-mail message may be privileged, confident ial and protected from 
disclosure. If you think you received this message in error, please delete the message and email the 
sender at '1jlovcioy«/)cnblehmg.com". 

From: Esler, Brian Imailto:brian.esler@millernash.com] 
Sent : Thursday, October 29, 2015 2:53 PM 
To: Jack Lovejoy <jlovejoy@cablelang.cotn> 
Subject: RE: Notice of motion to file motion on shortened time 

Jack - what is this about? 

Sent with Good (w\Vw.good.com) 

Brian Esler, P.C. 
Partner, Washington Litigation Team Leader 

Miller Nash Graham & Dunn llP 
Pier 70 I 2801 Alaskan Way - Suite 300 I Seattle. Washington 98121 
Office: 206.624.8300 I Fax: 206. 340.9599 

E-M ail 1 Bio I Social I Blogs 

Please consider the environment before priMing this e-mail. 
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CONFIDENTIALITY NOTICE: This e-mail message may contain confidential or privileged information. If you have received 
thi s message by mistake, please do not review, disclose, copy, or dist ribute the e-mai l. Instead, please noti fy us 
immediately by rep lying to this message or telephoning us. Thank you. 

-----Original Message-----
From: Jack Lovejoy 010\ cio\'{t/l'ahlclang.com] 
Sent: Thursday, October 29, 20 15 02:47 PM Pacific Standard Time 
To: Jsavitt@sbwllp.com'; 'mstephen@sbwllp.com'; dgrahnm@sbwll p.com; Esler, Brian; Barnes, Clem; Hays, 
Connie E.; Fandel, Mike; s iostcr@pcrki nst.:o ic,com; koslillivnn@ pcrkinscoic .com; kgu lipcnu@pcrkinscoie.com; 
j jcnnison(@'pcrkinscoic.col11 
Cc: Stone, Richard L.; Singer, David R.; 'Caslin, Brent ( BCaslin@ icnncr.com)'; 'Ward, Christopher R. 
(CWard@ienner,com)' 
Subject: Notice of motion to file motion on shortened time 

Counsel, 

I am notifying you u nder LR 7(b)(10)(C) that Plaintiffs intend to file a motion on shortened time. The 
underlying motion will seek an order enforcing the neutral forensic examination protocol. We hope 
to have the motion to shorten time and the underlying motion fi1ed later today. 

Sincerely, ' 

Jack M. Lovejoy 

Cable Langenbach IGnerk & Bauer, LLP 
1000 Second Avenue, Suite 3500 
Seattle, W A 98104 
Phone: (206)292-8800 
Direct: (206)812-0894 
Fax: (206)292-0494 
jlovejoy@cablelang.com 

The infonnation contained in this e-mail message may be privileged, confidential and protected from 
disclosure. If you think you received this message in error, please delete the message and emai l the 
sender at "jlovc joy@cahlclang.com". 
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McMillan, Joseph M. (Perkins Coie) 

From: Katy Albritton <kalbritton@cabtelang.com> 
Thursday. October 29, 2015 4:26 PM Sent: 

To: 
Cc: 

Bruce Hilyer; Janelle Hall (J HH@hilyeradr,com) 
Burman, David J. (Perkins Coie); Foster, Susan E. (Perkins Coie); O'Sull ivan, Kathleen M. 
(Perkins C,oie); Galipeau, Katherine G. (Katie) (Perkins Coie); Jennison, Judy (Perkins 
Coie); Gaston, Mary Z. (Perkins Coie); McMillan, Joseph M. (Perkins Coie); Perez, David 
A. (Perkins Coie); Connelly, Ulrike B. (Rike) (Perkins Coie); Wyatt, Sherri (Perkins Coie); 
Carranza. Brina (Perkins Coie); Beane. Amanda J. (Perkins Coie); Hesterberg, Nicholas H. 
(Nick) (Perkins Coie); Aldama. Karin S. (Perkins Coie); Gray, John H. (Perkins Coie); 
clem.barnes@millernash.com; estera.gordon@millemash.com; 
michael.fandel@millemash.com; robert.mittenthal@millernash.com; 
connie.hays@millernash.com; kelly.hamilton@millernash.com; 
jennifer.schnar@millernash.com; brian.esler@millernash.com; 
9 i Ilof ad a ie@millernash.com; just in.sawyer@millernash.com; jsavitt@sbwllp.com; 
dgraham@sbwllp.com; dein@sbwllp.com; mstephen@sbwllp.com; chawks@sbwl1p.com; 
Icastello@sbwllp.com; miller@carneylaw.com; lobsenz@carneylaw.com; 
rstone@jenner.com; bcaslin@jenner.com; jatteberry@jenner.com; nsaros@jenner.com; 
dsinger@jenner.com; jnj athi@jenner.com; eglickstein@jenner.com; 
drozansky@jenner.com; agallegos@jenner.com; jsiee@jenner.com; 
avanhoesen@jenner.com; ajthomas@jenner.com; clindsay@jenner.com; 
cward@jenner.com; j t ilden@gordontilden.com; jthomas@gordontilden.com; 
mrosenberger@gordontilden.com; mwilner@gordontilden.com; 
chudson@gordontilden.com; l awrence Cock; Jack lovejoy 

Subject: Move v. Zillow 
At1achments: 

Dear Judge Hilyer: 

Note for Hearing · Shorten Time.pdf; Mot to Shorten Time re Emrgncy App to Enforce 
Neutral Protocol.pdf; lovejoy Decl. w Ex l.pdf; Note for Hearing· Emergency Appl.pdf; 
P's Emergency App_to_Enforce_Neutral_ForensicJnspection_Protocol_and_Order.pdf; 
Singer Ded w Exs A·C.pdf 

Please f ind attached the following documents submitted by Plaintiffs: 

• Not ice of Hea ri ng re Mot ion to Shorten Time; 
• Motion to Shorten Time Re Plaint iffs' Emergency Application to Enforce Neutral Forensic Inspection Protocol 

and Order Against Defendant Curt Beardsley; 

• Declaration of Jack M. l ovejoy with Exhibits thereto; 

• Not ice of Heari ng re Plaintiffs' Emergency Applicat ion to Enforce Neutral Foren sic Inspect ion Protocol and Order 
Against Defendant Curt Beardsley; 

• Plaintiffs' Emergency Application to Enforce Neutral Forensic Inspect ion Protocol and Order Aga inst Defendant 
Curt Beardsley; and 

• Declaration of David Singer with Exhibits thereto. 
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CABLE) LANGENBACH, KI NERK & BAUER, LLP 

Katy Albritton 
Legal Secretary 
Cable, Langenbach, Kinerk & Bauer, LLP 
1000 2"' Ave., Suite 3500 / Seattle, WA 98104 
Tel. (206) 292-8800 / Fax (206) 292-0494 
kalbritton@cablc.lang.com 

CONFIDENTIAliTY NOTICE: This e~rnail message. including any attachments, IS tOI the sole lise of the intended rer:..ipien!(s) and may 
contain confidential, proprietary, and/or privileged in/ormattOl1 protocted by law. If you are not the illtended recipient, you may not lise , 
copy, or distribute this a-mail message or its altC'lchments. If you believe you have received this e·maill1lcssagc in error, plC8se contact 
the sender by reply e-mail and destroy all copies of the original message. Please consider the environment before printing this e-mal 
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EXHIBITN 
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DISCOVERY MASTER 
THE HONORABLE BRUCE HIL YER (RET.) 

NOTED FOR CONSIDERATION ON SHORTENED 
TIME: OCTOBER 30, 2015 

(WITHOUT SHORTENED TIME: NOVEMBER 6, 2015) 
WITHOUT ORAL ARGUMENT 

IN THE SUPERIOR COURT OF THE STATE OF WASHINGTON 
FOR THE COUNTY OF KING 

8 MOVE, INC., a Delaware corporation, 
REALSELECT, INC., a Delaware 

Case No. 14-2-07669-0 SEA 

9 corporalion, TOP PRODUCER 'SYSTEMS 
COM PANY, a British Columbia unlimited 

10 liab ility company, NATIONAL 
ASSOCIATION OF REALTORS®, an 

11 Illinois non-profit corporation, and 
REALTORS® INFORMA TION 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

NETWORK, INC., an Illinois corporation, 

Plaintiffs, 
vs. 

ZILLOW, INC., a Washington corporation, 
ERROL SAMUELSON, an individual , and 
CURT BEARDSLEY, an individual, 

Defendants. 

PLAINTIFFS' EMERGENCY 
APPLICATION TO ENFORCE NEUTRAL 
FORENSIC INSPECTION PROTOCOL 
AND ORDER AGAINST DEFENDANT 
CURT BEARDSLEY 



1 
I. Introduction 

2 Defendant Curt Beardsley is in willful violation of the Court's order appointing a neutral 

3 expert. The neutra l is expressly authorized to forensically examine everything In 

4 Mr. Beardsley's iCloud account except web-based email. The order was based on 

5 
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Mr. Beardsley's physical destruction of electroni c ev idence wh ile he was under subpoena and his 

admiued attempts to w ipe his computer hard drives after he was named as a defendant. l 

Understanding the Discovery Master's Protocol to mean exactl y what it sa id , the Neutra l began 

gatheri ng and copy ing all of the contents of Mr. Beardsley's iCloud account except web-based 

email. But four days aftcr providing hi s iCloud password to the Neu tra l (which Mr. Beardsley 

took nearly a month to do despite being order to do so within a week), Mr. Beardsley instructed 

the Neutra l to stop his work and then unilaterally changed his iCioud password to lock the 

Neu tral out of hi s iC loud account. Mr. Beardsley's purported excuse was that private iMessages 

(Le., text messages) were stored on hi s iCloud accou nt which he didn ' t want the Neutral to 

access. But Mr. Beardsley 's excuse is not cred ible and does not justify hi s actions. Plaintiffs' 

expert already has Mr. Bcardsley's iPhone (which con tains copies Mr. Beardsley's relevant 

iMessages), and the Protocol contains clear procedures to protect any private or priv il eged 

information gathered by Neutra l (for example, by allowing Mr. Beardsley to review and 

wit hhold sensitive materials before they are shown to plaintiffs). The real reason Mr. Beardsley 

is blocking the Neutral from access ing his iCloud account is because he doesn' t want the Neutral 

to find incrim inat ing text messages that he deleted from hi s iPhone but which may still exi st on 

hi s iCloud storage account. 

Discovery is in fu ll swing, and Plaintiffs are still waiting for the actual forensic analysis 

to get underway. Plaintiffs have been wa iting sevell mOllthl' for a fo rensic examination, and 

1 Last month, the Court also ordered an immediate deposition ofMr. Beardsley concerni ng his evidence 
destruction where Plainti lTs learned about even more destruction and spoliation, including one episode 
where Mr, Beardsley - wh ile under subpoena - physically destroyed a hard drive containing Move 
documents by throwing it 30 feet against the wall of his workshop unt il it broke into pieces and then 
disposed of the remains at his local garbage dump. 
PLAINTIFFS' EMERGENCY APPLICATION FOR 
PRESERVA nON ORDER 
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there is no more room for delay. Mr. Beardsley cannot treat Court orders like mere suggesti ons 

and must be required to comply with the Protocol. Plaintiffs respectfully request that the 

Discovery Master recommend an order mandating that Mr. Beardsley (1) immediately provide 

th e neutral with his new iCloud password, and (2) allow the Neutral to continue doing hi s work 

without further obstructi on, including the imaging and examination of Mr. Beardsley's entire 

iCloud account except for web-based email (i.e., em ails sent to or from Mr. Beardsley' s Apple 

"@mac.com" or "@icloud.com" email accounts), as set forth in the Protocol and Ordered by the 

Court. 

II. The Protocol and Forensic Inspection Order Cover Everythillg in Mr. Beardsley's 

iCloud Account Except for Web-Based Email 

Four months ago, plaintiffs filed a motion to compel a forensic inspect ion of defendants' 

computers, electron ic devices and cloud accounts because (I) defendants had wiped hard drives, 

destroyed and discarded USB storage devices, used third-party eraser programs to permanently 

delete relevant evidence, and (2) defendants had stolen Move's confidential business 

information, which was being stored on these various devices and accounts. Plaintiffs have been 

seeking a forensic exam ination of defendants' computers, devices and cloud account since April 

20 J 5 and move to compel an inspection in June 2015. After months of briefing and multiple ora l 

argumcnts, the Discovery Master issued - and the Court entered as an order - a Protocol 

Governing Neutral Review and Handling of Certa in Electron ic Devices and Cloud Accounts (the 

"Protocol") (see Exhibit A). The Protocol appointed Andy Reisman as the neutral forensic 

examiner (the "Neutral"). 

A stated purpose of the Protocol is: 

to promote and facilitate the efficient and transparent forensic 
analysis of certa in devices and accounts at issue in this litigation, 
including investigation of alleged deletion(s) of potcntial evidence 
andlor a lleged misappropriation of Move, Inc. documents or data. 

PLAINTIFFS' EMERGENCY APPLICATION FOR 
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Declaration of David Singer ("Singer Dec!."), Exh ibit A (Protocol § 2(a)]. The Protocol 

express ly includes the "iCloud" account of Curt Beardsley_ Protocol § 4(b). The only limitation 

on the Neutral's examination of cloud accounts (including Mr. Beardsley's iCioud account) is 

that "associated web-based email accounts previously searched are not subject to review under 

this protocol un less specifically approved by the Discovery Master." ld. 

The Protocol orders that "For cloud storage accounts, defendants will prov ide the 

username, email account, password, or other infonnati on necessary to access the account to the 

Neutral within one week of the appointment oj Ihe Neutral." Protocol § 5 (emphas is added). 

The Protocol further orders that "Once the imaging is complete, as determined by the Neutral, 

then the producing party is free to take steps (such as changing passwords) to re-secure the 

device or account." Id. § 6 (emphasis added). 

III. Mr. Beardsley Violated The Protocol a nd Forensic Inspection Order 

The Neutral was appointed by the Discovery Master's September 19, 20 15 Report and 

Recommendation, which was entered as a Court Order on September 30, 20 15. Instead of 

providing his iCloud account password to the Neutral "within one week," Mr. Beardsley 

withheld his password unti l October 24, 2014 - more than a month after the Neutra l was first 

appointed by the Discovery Master. Singer Decl., Exh. B. 

On October 28, 2015, during a status conference with the Neutra l, the Neutral updated 

the parties on the progress of his work and noted that he was in the process of imaging (i.e., 

copying) the contents of Mr. Beardsley's iCloud account. The Neutral expressed his 

understanding that all of the contents of Mr. Beardsley's iCloud account would be imaged 

pursuant to the Protocol except for Mr. Beardsley's web-based email associated with that cloud 

account (Le., Mr. Beardsley's .. @mac.com .. or .. @icJoud.com .. emaii accounts). Over plaintiffs' 

objection, Mr. Beardsley's counsel instructed the Neutral to immediately cease collecting data 

from Mr. Beardsley's iCloud account, claiming that text messages (a lso known as " iMessages" 

on App le devices) and other artifacts stored on Mr. Beardsley's iCloud account (such as notes 

PLAlNTIFFS' EMERGENCY APPLICATION FOR 
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and ca lendar entries) must be excluded from the neutral forensic examination . Singer Decl. 5. 

In li ght of Mr. Beardsley's objection and demand, the Neutral agreed to suspend his forensic 

work on Mr. Beardsley ' s ielaud account pending resolution of the dispute. 

Later that evening, Mr. Beardsley took it upon himself to complete ly cut oITthe Neutra l's 

Court-ordered access to the ielaud account by unilaterally changing the password for his ielaud 

account. Singer Decl., Exh. C. Mr. Beardsley did 110 1 seek permission from the Neutral ; he did 

not seck permission from the Discovery Master; he did not seek permission from the Court; and 

he did 1101 seek perm ission or even give advance notice to plaintiffs. Singer Decl . ~ 6. Instead, 

Mr. Beardsley flat-out ignored Sections 5 and 6 of the Protocol and Forens ic Inspection Order 

and took matters into his own hands. This, of course, defeats the whole purpose of the Neutral 

inspection which plaintiffs sought because Mr. Beardsley - who knowingly destroyed evidence 

while under subpoena - cou ld not be trusted. Once aga in, he has unmonilored access to hi s 

cloud storage account and could potentially be deleting more information before the Neutral 

has a chance to analyze its contents. 

There is no ambigu ity or dispute that needs to be resolved. The "scope" of the Protoco l is 

crystal clear. The Neutra l is authorized to examine Mr. Beardsley's iCloud account with one 

exception only: web-based email.Mr. Beardsley's iMessages (which are text messages), notes, 

Intcrnet browser bookmarks, and any other ani facts stored in his iCloud account were nevcr 

excluded from the Court-ordered forensic examination. To the contrary, Mr. Beards ley's efforts 

to delete and wipe relevant text messages featured prominently in plaintiffs' original motion to 

compel this forens ic inspect ion (Motion to Compel at 6), and Mr. Beardsley knew full well that 

hi s deleti on of iMessages were squarely at issue. Interfering with the Neutral's forensic work at 

this stage is simply bad faith. 

Furthermore, unlike Mr. Beardsley's web-based email to whieh plaintiffs have never 

been given access, Mr. Beardsley's iPhonc - which he used to send and receive iMessagcs -

belongs to Move and is currently in the possession of Move's expert. In other words, plaint iff 

PLAINTI FFS' EMERGENCY APPLlCATION FOR 
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Move already has access to Mr. Beardsley's relevant iMessages (to the extent they were not 

successfully wiped by Mr. Beardsley). Thus, Mr. Beardsley cannot attempt to excuse his 

obstruction of the Neutral 's fo rensic examinat ion based on supposed privacy concerns related to 

his iMessages generally. There are no privacy concerns here . The on ly issue is whether the 

Neutral should be allowed to search for (and hopefully recover) deleted iMessages that currently 

reside in Mr. Beardsley's iCloud account. That, of course, is the whole point of the Protocol. 

Even if Mr. Beardsley had any legitimate pri vacy interest in his iMessages that are stored 

in his iCloud account, the Protocol expressly prov ides ample protections. As the Discovery 

Master explained in the Protocol, the purpose of appo inting a neutral examiner was "To ensure 

that privileged information remains priv ileged and is not inadvertently 0 1' otherwise produced or 

disclosed to non-privileged parties, persons or entities; and to avoid unwarranted disclosure of 

personal , private or competitively sensitive information." The Neutral is an officer of the Court, 

and he is allowed to see personal info rmation. Once information is gathered, the Protocol 

provides detailed procedures and protections allowing Mr. Beardsley to review any materials 

culled from the forensic inspection and to prevent their d isclosure to plaintiffs by seeking a 

protective order. Protocol § 14. 

Yesterday, Mr. Beardsley insisted that the Neutral' s forensic examination of the 

Beardsley iCloud account immediately cease, and he uni laterall y blocked the Neutral's access to 

the Beardsley iCloud account even though there was no threat of Plaintiffs gaining access to any 

of Mr. Beardsley's supposedly personal information. Mr. Beardsley's outright defiance of the 

Protocol and Forensic Examination Order must not be countenanced. The Protocol is not a mere 

suggest ion; it is a Court order. 

IV. Emergency Relief Requested 

Plaintiffs have been wai ting seven months for a forensic inspection of defendants' 

devices and cloud accounts. Depos itions are in fu ll swing, and the Neutral's forensic inspection 

is already behind schedule. Mr. Samuelson has already been deposed (without the benefit of the 
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inspection being completed) and Mr. Beardsley's depos ition is set to occur in December. 

Plai ntiffs have been seeking a fo rensic examinat ion of defendants' computers and cloud accounts 

since June 2014, and have already been prejudiced by the amount of time that has gone by. 

Accordingly, plaintiffs respectfully request that the Discovery Master recommend an 

order mandating that Mr. Beardsley (I) immediately provide the Neutra l with his new iCloud 

password, and (2) allow the Neutral to cont inue doing his work without further obstruction, 

including the imagi ng and examination of Mr. Beardsley ' s entire iCloud account except for web-

based emai l, as set forth in the Protocol and Ordered by the Court. 

DATED OClober 29, 20 15. 

JENNER & BLOCK LLP 
Attorneys for Plaintiffs 

By slDavid Singer 
Richard L. Stone (pro hac vice) 
Brent Caslin, WSBA #36 145 
633 Wesl Fifth Street, Suite 3600 
Los Ange les, Cal iforn ia 90071 
T: 213-239-5 100 
F: 21 3-539-5199 
E: rSLOllC@jenncr.coln 
E: bcaslin@jcnner.com 

CABLE, LANGENBAC H, KINE R!( & 
BAUERLLP 
Attorneys for Plaintiffs 

By s/Jack Lovejoy 
Jack M. Lovejoy, WSBA #36962 
Lawrence R. Cock, WSBA #20326 
1000 Second A venue Bldg., Suite 3500 
Seattle, Wash ington 98104 
T: 206-292-8800 
E: jlove joy@cable lang.com 

GORDON TILDEN THOMAS & 
CORDELLLLI' 
Altorneys fo r Plaintiffs 

By slMark Wilner 
Jeffrey M. Thomas, WSBA #21 175 
Mark Wilner, WSBA #3 1550 
1001 Fourth Avenue, Suite 4000 
Seattle, Wash ington 98154 
T: 206-467-6477 
F: 206-467-6292 
E: jLho11l8s@gordolltildcn.com 
E: mwilner@gordoTltilden.com 

23 E: LRC@cablelull!!.COI1l 
PLAINTIFFS' EMERGENCY APPLICATION FOR 
PRESERVATION ORDER 
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CERTIFICATE OF SERVICE 

I hereby certify that on October 29, 20 15, I served the documents described below: 

PLAINTIFFS' EMERGENCY APPLICATION FOR OMNIBUS PRESERVATION 
ORDER IN LIGHT OF EVIDENCE OF DEFENDANTS' DESTRUCTION OF 
HARD DRIVE AND DELETION OF COMI'UTER FILES DURING DISCOVERY 

by email transm iss ion at the emai l addresses provided to the following: 

David J . Burman 
Ulrike B. Connelly 
Susan E. Foster 
Katherine G. Galipeau 
Mary P. Gaston 
Jud it h B. Jennison 
Joseph M. McMillan 
Kathleen M. O'Su ll ivan 
David A. Perez 
Perkins eoie LLP 
db U rlna n@pcrkinseQie.com; lIcon nc Ily@perkinscoie.colll ; s r oSlcr@pcrkinscQie.com; 
.k@llpcail@perkinseuie.com; m gaston @pcrkjnscoie.com; i jc:nn i son @pcrkillscaic.colll; 
imcmi llan@perkinsco ic.com; kosu ili vanfffl,pc rkinscoie,com; clpcrcz@pcrkinscoic.com 

Counsel for Zillow, inc. 

Clemens H. Barnes 
Brian Esler 
K. Michael Fandel 
Estera Gordon 
Miller Nash GrahlllJ1 & Dunn LLP 
clem. barn esai)m i lie mash .com; b r j a 11 . es Ie r@mj ll ernash.com; 
111 i e hac I. fan de I@millernash.com; estc ra. go rdon@mil lernash.com 

Counsel/or Errol Samuelson 

James P. Savitt 
Duffy Graham 
Caitlin Hawks 
Michelc Stephen 
Savitt Bruce & Willey LLP 
jsavilt@sbwllp.coln; chawks@sbwl lp.com; 
dgraham@sbwllp.com; mSlephen1al:sbwl lp.com 

Counsel/or Curt Beardsley 

PLAINTIFFS ' EMERGENCY APPLICATION FOR 
PRESERVA n ON ORDER 
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I declare under penalty of perjury under the laws of the State of Wash ington that the 

foregoing is true and correct. 

DATED at Seattle, WA on October 29,2015. 

IsfKaty Albritton 
Katy Albritton, Legal Assistant 
CABLE, LANGENBACH, KINERK & BAUER LLP 
1000 Second Avenue Bldg., Suite 3500 
Seatt le, Washington 98104 
T: 206-292-8800 
kalbritton@cable lang.com 

PLAINTIFFS' EMERGENCY APPLICATION FOR 
PRESERVATION ORDER 

8 



EXHIBIT 0 



1 

2 

3 

4 

5 

6 

7 

DISCOVERY MASTER 
THE HONORABLE BRUCE HILYER (RET.) 
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IN THE SUPERIOR COURT OF THE STATE OF WASHINGTON 

FOR THE COUNTY OF KING 

9 MOVE. INC., a Delaware corporation. 
REALSELECT, INC., a Delaware 

10 corporation, TOP PRODUCER SYSTBMS 
COMrANY, a British Columbia unlimited 

11 liabil ity company, NATIONAL 
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NETWORK, INC., un Illinois corporation, 

Plainti frs, 
vs. 

ZILLOW. INC., a Washington corporalion, 
ERROL SAMUELSON, ao individual, and 
CURT BEARDSLEY, an individual, 

Defendants. 

Case No. 14-2-07669-0 SEA 

REPORT AND RECOMMENDATION RE 
PLAINTIFFS' EMERGENCY 
API'L1CA T10N TO ENFORCE NEUTRA 
FORENSIC INSPECTION PROTOCOL 
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Pursuant to the Court's orders in this case dated July 15,2015 and July 28, 2015, regarding 

the procedures surrounding discovery motions, contained herein is my Report and 

Recommendation to the Court. These matters have been referred by the court and having come 

before the Discovery Master ("DM") regarding Plaintiffs' Emergency Application to Enforce 

Neutral Forensic Inspection Protocol and Order Against Defendant Curt ~eardsley, the DM has 

considered all briefing, including: Plaintiffs' Emergency Application to Enforce Neutral Forensic 

Inspection Protocol and Order Against Defendant Curt Beardsley; Declaration of David Singer in 

support of Plaintiffs' Emergency Application to Enforce Neutral Forensic Inspection Protocol and 

Order Against Defendant Curt Beardsley; Defendant Curt Beardsley's Response to Plainti ffs' 

Emergency Application to Enforce Neutral Forensic Inspection ' Protocol and Order Against 

Defendant Curt Beardsley; Declaration of Michele Stephen in support of Curt Beardsley's 

Response to Plaintiffs' Emergency Application to Enforce Neu~ral Forensic Inspection Protocol 

and Order Against Defendant Curt Beardsley; Defendant Zillow's Joinder In Curt Beardsley' s 

Response to Plaintiffs' Emergency Application to Enforce Neutral Forensic Inspection Protocol 

and Order Against Defendant Curt Beardsley; and Defendant Errol Samuelson's Joinder in Curt 

Beardsley's Response to PlaintiITs' Emergency Appl ication to Enforce Neutral Forensic 

Inspection Protocol and Order Against Defendant Curt Beardsley. 

Onal argument was held via telephone on November 2, 2015 at 12:00pm. Counsel for all 

parties were present. The OM reports and recommends as follows : 

The Court previously ordered a forensic exmninatioll of certajn electronic devices and 

accounts. The Court has appoin ted a third party neutral ("the Neutral") to conduct the 

examination as an officer of the Court. Tn the course of the Neutral 's examination. a message 

appeared on devices which were connected to Mr. Beardsley's iCloud account, indicating those 

accounts were being accessed by the Neutral, but Mr. Beardsley's family contends it did not 

recognize that and instead feared their devices were being "hacked." Subsequently. when made 

REPORT AND RECOMMENDATION 
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aware of these events, Mr. Beardsley, through counsel. informed the Neutral that he objected to 

collection ofinfonnation from Mr. Beardsley's iCloud ACcoUnt that was interconnected to the 

family's devices, and objected to further exam.ination of the Beardsley iCloud account unti l the 

scope ofthllt inquiry could be resolved. The Neutral acq uiesced in that objection over Plainti ffs' 

objection. Mr. Beardsley then, with advice of counsel, uni laterally decided to change the 

password to his iCloud account. thereby blocking the Neutral's access to that account. Mr. 

Boardsley did not give advance notice to Plaintiffs, or the Neutral, before deciding to change his 

password and thereby block the Ne utral's ucccss to his iCloud account. Mr. Beardsley also did 

not seek relief from the Court, through the Discovery Master, from Section 6 of the Protocol, 

which does not allow Mr, l3eardsley to change the password to his iCloud account unti l ufter the 

Neutral determines that imaging of the account is complete, 

Plaintiffs then brought the pending motion for an order requiring Mr. Beardsley to allow 

the Neutral to continue his investigation including the iCloud accmmt except for web-based 

email, and admonishing Mr. Beardsley for violating the Court-ordered protocol governing the 

Neutral's examination, In response, Defendants argued thnt Plaintiffs should have met nnd 

conferred before bringing the instant motion, that the motion was uneccessnry, and the issue was 

moot because the changed password had later been given to the Neutral. 

Under Lhe circumsHmces, and given Mr, Beardsley's unilateral action, and the effect of 

the objection by Defendant's COllnsel on the Neutral's investigation, I do not find that Plaintiffs 

were required to meet and confer any further with Defendants before bringing the instant motion, 

Mr, Beardsley's initial objection to the scope of the Neutrul's examination of his iCloud 

aCCO llnt is now moot as Defend,ants haVe;! agreed to an acceptable procedure to complete this task, 

The Neutral will be allowed to conduct a review and deletion analysis (as described in the Court-
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ordered protocol) on all content he is able to image and gather from Mr. Beardsley's iCloud 

account, except for the web-based email. Specifically. the Neutral may examine iMessages and 

other data stored in cloud accounts in the manner now agreed. 

The OM is concemed about Mr. Beardsley taking unilateral action to in any way impede 

or control the Neutral's investigation. The OM finds that Mr. Beardsley's action in changing the 

password to his iCloud account, and thus removing the Neutral's access to that account, was 

inconsistent with the Court-ordered protocol for the Neutral's examination, Mr. Beardsley, and 

his counsel, should understand that no party is authorized to unilaterally t~ke actions to impede 

or otherwise circumscribe the NeutraPs investigation. When the Neutral indicated he would 

suspend his review, the Neutral was still in control of the process. But once Mr. Beardsley 

changed his password, he then was in control of the forensic process, and that is inconsistent 

with the Protocol which has the force of a court order. 

Mr. Beardsley contends he took unilateral action to change his password because the 

Neutral may have been able to access infonnation of Mr. Beardsley's family members via the 

iCloud account. While Mr. Beardsley's concerns and interests may be important from his 

family'S perspective, tbe gravity of those concerns are not equivalent to the more serious 

concerns over previous issues such as disclosure of emails containing highly sensitive privileged 

atto rney-client communications, and there has been no showing that privileged anorney-client 

communications were at issue here. The Neutral is an o fficer of the Court.. and the Ne uLIal may 

have to look at some famil y matters in order to complete his investigation. 

Mr. Beardsley argues that there was no harm, and therefore should be no foul, when he 

unilntcmlly changed his password because the Neutral hud already agreed to suspend his 

examination of the iCloud account. The DM rejects this argument. The fact that the NeutraJ had 

REPORT AND RECOMMENDATION 
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indicated that he was going to hold up on the investigation of the iCloud account in light afMc. 

Beardsley's objection docs not excuse the decision by Mr. Beardsley and his counsel to 

unilaterally change his password, and thereby assume control of this process, which is the 

province of the Court (as administered through the Neutral and the DM). and not Mr. Beardsley. 

I recommend the Court enter an order admonishing Mr. Beardsley not to take unilateral 

actions to impede or delay or interfere with the Neutral's investigation. The actions that Mr. 

Beardsley and his counsel took were not warTanted under the circumstances. 

The DM also advises the Neutral that, in the future, before he halts his investigation in 

light of an objection from counsel for a party, he may contact the OM for guidance. 

IT IS SO REPORTED AND RECOMMENDED THIS 20AY OF NOVEMBER. 2015. 

REPORT AND RECOMMENDATION 

JuCl ruce W. Hilyer (R 
Special Discovery Master 
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McMillan, Joseph M . (Perkins Coiel 

From: 
Sent: 
To: 
Cc: 

Subject: 

Attachments! 

Dear Ms. Hall: 

McMillan, Joseph M. (Perkins Coie) 
Tuesday, November 03, 2015 5:00 PM 
Janelle Hall 
Burman, David J. (Perkins Coie); Foster. Susan E. (Perkins Coie); O'Sullivan, Kathleen M. 
(Perkins Coie); Galipeau, Katherine G. (Katie) (Perkins Coie); Jennison, Judy (Perkins 
Coie); Gaston, Mary Z. (Perkins Coie); Perez. David A. (Perkins Coie); Connelly. Ulrike B. 
(Rike) (Perkins Coie); Wyatt. Sherri (Perkins Coie); Carranza. Brina (Perkins Coie); Beane, 
Amanda J. (Perkins Coie); Hesterberg, Nicholas H. (Nick) (Perkins Coie); Aldama, Karin 
S. (Perkins Coie); Gray, John H. (Perkins Coie); Barnes, Clem; 
estera.gordon@mi11ernash.com; michaeUandel@millernash.com; Mittenthal, Robert; 
connie.hays@mWernash.com; 'kelty.hamilton@mWernash.com'; 
jennifer.schnar@millernash.com; Esler, Brian; 'giliJadaie@millernash.com'; 
Justin.sawyer@millernash.com'; 'jsavitt@sbwllp.com'; Duffy Graham; Leslie Castello; 'Jack 
Lovejoy'; Stone, Richard L; Caslin, Brent; Atteberry, Jeffrey A.; Saros, Nick; 
mstephen@sbwllp.com; Singer, David R.; Njathi, Jennifer Wagman; Glickstein, Ethan A.; 
Rozansky, Daniel A.; Gallegos, Amy M.; Lee, John S.; Van Hoesen, AnnaMarie A; Thomas, 
Andrew J.; Lindsay, Christopher S.; Ward, Christopher R.; Jeff Tilden; Jeff Thomas; Mike 
Rosenberger; mwilner@gordontilden.com; chudson@gordontilden.com; Lawrence Cock; 
Katy Albritton 
Move v. Zillow et at -- Defendants' Proposed Report & Recommendation re Pis' 
Emergency Application re Neutral Protocol 
Dets Proposed RR re CB iCioud Acct.docx 

On behalf of all Defendants, I respectfully request that you forward to Judge Hilyer Defendants' 
alternative Proposed Order on Plaintiffs' Emergency Application re the Neutral Protocol 
(attached), along with the message below. Thank you. 

Dear Judge Hilyer: 
Defendants cannot agree to the Proposed Order submitted by Plaintiffs in connection with their 
Emergency Application to Enforce the Neutral Protocol , as that Proposed Order is flawed in 
mUltiple respects. 

First, it misrepresents the rel ief Plaint iffs sought in bringing their motion (see Proposed Order, 
page 2). Plaintiff' s motion did not seek an Order admoni shing Mr. Beardsley. Rather, that 
relief was only requested for the first time during the telephonic hearing on Monday, after it was 
clear that the issue raised by Plaintiffs' motion had been entirely mooted by Mr. Beardsley's 
proposed resolution . In addition, Plaintiffs' motion did not seek the broad relief as represented 
in their Proposed Order, i.e., an order "confinning that the Protocol pennits forensic inspection 
of all contents of cloud accounts - including iMessages, notes, and Calendar entries - except for 
web-based email accounts associated with the cloud account." (Proposed Order at 2.) Rather, 
Plaintiffs' motion focused exclusively on Mr. Beardsley's iCloud account, and requested an 
"order mandating that Mr. Beardsley ... (2) allow the Neutral to continue doing his work 

1 



without further obstruction, including the imaging and examination of Mr. Beardsley's entire 
iCloud account except for web-based email .... " (Pis' Motion at 6.) 

Second, the Plaintiffs' use of loaded terms such as Mr. Beardsley "instructed" the Neutral to 
halt the examination (proposed Order at I), "block[edJ the Neutral's access to [the iCloudj 
account" (id. at 2), and their carefully crafted semantics suggesting that his action "interfer[edJ 
with the Neutral's investigation" (id. at 3), are simply false . Mr. Beardsley's counsel did not 
"instruct" the Neutral to halt, nor did he "block the eutral's access." Instead, Mr. Beardsley's 
counsel simply brought an unexpected (and troubling) development to the attention of the . 
Neutral and all counsel, and requested that the Neutral briefly delay the data collection from a 
single account until the issue could be addressed. (So it is crystal clear, the Neutral had not 
advised counsel that the messages to Mr. Beardsley's family would appear; there was no notice 
that this would happen; and the suggestion by Plaintiffs in the call yesterday that Mr. Beardsley 
had notice but didn't tell his family are just false.) Plaintiffs objected, but the Neutral 
recognized that the pause in collection from that one account would not cause any genuine 
delay in the investigation at all, as the Instruction Set bad not even been finalized and (even if it 
had been) there was a very significant volume of other work (relating to all the other devices 
and accounts) that would occupy all the efforts of his team for quite some time. Accordingly, 
exercising precisely the type of discretion that is vested in him by paragraph 8 of the Neutral 
Protocol, the Neutral determined that Mr. Beardsley's request should be 
accommodated. Plaintiffs' motion papers, their presentation during the oral argument,. and their 
Proposed Order all grossly mischaracterize the interaction as an attempt to browbeat the Neutral 
into compliance. Nothing could be further from the truth. The Neutral recognizes that all 
Defendants, including Mr. Beardsley, have been fully cooperative in this process, and he 
determined that the request from Mr. Beardsley's counsel was perfectly reasonable under the 
circumstances. To now enter Plaintiffs' Proposed Order admonishing Mr. Beardsley for 
misconduct in this process unfairly obscures that reality. 

Third, we want to emphasize again that Mr. Beardsley did not act in this situation on his own, 
without seeking assurance from his counsel ·that the change of password on the evening of 
October 28 was permissible under the then-existing state of affairs. His counsel had no reason 
to think, given the Neutral's statement that the data collection from that one account was being 
held in abeyance at that point, that a change of password would create any 
problems. Accordingly, Mr. Beardsley acted in a manner consistent with his counsel's advice, 
and was not in any way attempting to disregard the requirements of the Neutral Protocol. Quite 
the contrary. 

Accordingly, Defendants jointly submit the attached alternative Proposed Order, which we 
believe more accurately describes the reality of the situation, while also serving the Special 
Master's intention of ensuring that the process moves forward without interference or needless 
delay. 

In light of the Presentation of alternative Proposed Orders from the parties, Defendants 
respectfully suggest that the Special Master confer privately by telephone with the Neutral , 



Forensic Expert, to assess which Proposed Order more accurately promotes justice in this 
particular controversy. 

Very respectfully, 

Joseph M. McMillan 
Perkins Coie llP 
1201 Third Avenue, Suite 4900 
Seatt le, WA 98101-3099 
T: 206.359.6354 
F: 206.359.7354 
jrncm il lan @perkinscoie.com 

From: Jack lovejoy [mailto:jlovejoy@cablelang.com] 
Sent: Tuesday, November 03, 2015 2:48 PM 
To: Janelle Hall; mstephen@sbwllp.com 
Cc: Burman, David J. (Perkins Coie); Foster, Susan E. (Perkins Coie); O'Sullivan, Kathleen M. (Perkins Cole); Galipeau, 
Katherine G. (Katie) (Perkins Cofe); Jennison, Judy (Perkins Cole); Gaston, Mary Z. (Perkins Cole); McMillan, Joseph M. 
(Perkins Coie); Perez, David A. (Perkins Coie); Connelly, Ulrike B. (Rike) (Perkins COle); Wyatt, Sherr! (Perkins Cole); 
Carranza, Brina (Perkins Coie); Beane, Amanda J. (Perkins Coie); Hesterberg, Nicholas H. (NIck) (Perkins Cole); Aldama, 
Karin S. (Perkins Cole); Gray, John H. (Perkins COie); Barnes, Clem; estera.gordon@millernash.com; 
mlchael.fandel@miJIernash.com; Mittenthal, Robert; connie.hays@millernash.comj 'kelly.hamilton@millemash.com'; 
jennifer.schnar@millernash.com; Esler, Brian; 'gill.fadale@millemash.com'; 'justln.sawyer@millernash,com'; 
'jsavitt@sbwllp.com'; Duffy Graham; Leslie Castello; Stone, Richard l.; Caslin, Brent; Atteberry, Jeffrey A.; Saros, Nick; 
Singer, David R.; Njathl, Jennifer Wagman; Glickstein, Ethan A.; Rozansky, Daniel A.; Gallegos, Amy M.; Lee, John 5.; 
Van Hoesen, AnnaMarie A.j Thomas, Andrew J.; Lindsay, Christopher 5.; Ward, Christopher R.; Jeff Tilden; Jeff Thomas; 
Mike Rosenberger; mwilner@gordontilden.com; chudson@gordontilden.com; Lawrence Cock; Katy Albritton 
Subject: Proposed Report & Recommendation 

Dear Ms. Hall, 

Attached please find a proposed Report & Recorrunendation in connection with yesterday'S 
telephone hearing. For Judge Hilyer's reference, I am also attaching a copy of the proposed R&R with 
footnotes to relevant portions of the final transcript of yesterday's telephone hearing. Earlier today, I 
sent all attorneys who attended yesterday'S telephone hearing the proposed R&R and a version of the 
proposed R&R that had footnotes referencing the rough draft of the hearing transcript. 

Finally, I am attaching the final transcript of yesterday'S hearing. 

Sincerely, 

Jack M. Lovejoy 

Cable Langenbach Kinerk & Bauer, LLP 
1000 Second Avenue, Suite 3500 
Seattle, W A 98104 
Phone: (206)292-8800 
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Direct: (206)812-0894' 
Fax: (206)292-0494 
jiovejoy@cableiang.com 

The infonnation contained in this e~mail mesSage may be privileged, confidential and protected from 
disclosure. If you think you received this message in error, please delete the message and email the 
sender at "ilovejoy@c~blclan!!.com". 
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Pursuant to the Court's orders in this case dated July 15, 2015 and July 28, 2015, 

regarding the procedures surrounding discovery motions, contained herein is my Report and 

Recommendation to the Court. These matters have been referred by the court and having come 

before the Discovery Master ("DM") regarding Plaintiffs' Emergency Application to Enforce 

Neutral Forensic Inspection Protocol and Order Against Defendant Curt Beardsley, the OM has 

considered all bricfmg, including: Plaintiffs' Emergency Application to Enforce Neutral Forensic 

Inspection Protocol and Order Against Defendant Curt Beardsley; Declaration of David Singer in 

support of Plaintiffs' Emergency Application to Enforce Neutral Forensic Inspection Protocol 

and Order Against Defendant Curt Beardsley~ Defendant Curt Beardsley 's Response to 

Plaintiffs' "Emergency" Application to Enforce Neutral Forensic Inspection Protocol; 

Declaration of Michele Stephen in support of CW1 Beardsley's Response to Plaintiffs' 

"Emergency" Application to Enforce Neutral Forensic Inspection Protocol; Defendant Zillow's 

Joinder In Beardsley Response to Plaintiffs' Motion to Enforce Neutral Protocol; and Defendant 

Errol Samuelson's Joinder in Beardsley Response to Plaintiffs' Motion to Enforce Neutral 

Protocol. 

Oral argument was held via telephone on November 2, 2015 at 12:00prn. Counsel for all 

parties were present. The DM reports and recommends as follows: 

The Court has ordered a forensic examination of certain electronic devices and accounts. 

The Court has appointed a third party neutral ("the Neutral") to conduct the examination as an 

officer of the Court and has entered a Protocol Governing Neutral Expert Review and Handling 

of Certain Electronic Devices and Cloud Accounts (the "Protocol"). The Protocol permits access 

by the Neutral to certain web-based cloud storage accounts, including Mr. Beardsley's iCloud 

account. However, web-based email accounts that may be associated with cloud accounts are 

excluded from review unless specifically approved by the Discovery Master. The Protocol does 

not specify how documents stored in cloud accounts shall be collected by the Neutral and does 

PROPOSED REPORT AND RECOMMENDATION 

S6920..()(}2S/128463083.1 
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not specify whether data in other applications associated with cloud accounts (i.e., data beyond 

documents stored in the account and web-based email) are subject to it. 

In the course of the Neutral's examination, the Neutral's registration to Mr. Beardsley's 

iCloud account caused an unexpected message to appear on the devices of each of Mr. 

Beardsley's family members who are linked to the account, giving rise to concerns that an 

unknown individual had gained access and real-time surveillance capability to live social media 

applications (e.g., iMessage and Facetime) used by the family members . Mr. Beardsley's 

counsel advised the Neutral that this message had appeared (the Neutral was apparently unaware 

that his registration to the iCloud account operated in this manner) and also noted the scope of 

collection issue this raised (i.e .• whether not only documents in the iCloud account but also all 

data in all other applications provided by iCloud were within the scope of review, because, e.g., 

data in other applications included not only Mr. Beardsley's but also that of his family 

members). 

Given both the unexpected impact of the way the Neutral accessed the account and the 

scope of collection issue, Mr. Beardsley's counsel requested that the Neutral briefly halt the 

examination of that account until either agreement on the scope of collection or clarification 

from the Special Master on scope could be obtained. The Neutral, consistent with the discretion 

vested in him by paragraph 8 of the Neutral Protocol entered by the Court, agreed to that request 

over plaintiffs' objection. In order to assist in the process of resolving the issue, the Neutral 

promptly investigated and reported to the parties that it would be possible, from a technical 

perspective, to collect only documentary data from the iCloud account, should that be the 

resolution on scope of collection. Later that same day, Mr. Beardsley's counsel advised the 

Neutral and all counsel that Mr. Beardsley would be changing the password to his iCloud 
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account later than evening, and invited Plaintiffs ' counsel to confer regarding the scope of 

collection issue. A couple hours later and having heard no objection, Mr. Beardsley, with advice 

of counsel, changed his password to that account, pending a resolution of the issue. 

Plaintiffs' counsel, however, did not meet and confer with Mr. Beardsley's counsel on the 

issue. Instead, the following day (indeed, after Mr. Beardsley had provided a new password to 

the Neutral for purposes of document collection from the iCloud account), Plaintiffs brought the 

pending motion, on shortened time, for an order mandating that Mr. Beardsley (I) immediately 

provide the Neutral with his new iCloud password, and (2) allow the Neutral to proceed with the 

imaging and collection of Mr. Beardsley' s entire iCloud account except for web-based email. 

Subsequently, in papers filed in response to Plaintiffs' motion, Mr. Beardsley's counsel 

proposed a resolution to the scope of collection issue, and a procedure for the collection process, 

that was acceptable to all parties. 

Accordingly, the issue regarding the scope of the Neutral's examination of Mr. 

Beardsley's iCloud account is now moot. The Neutral will be allowed to conduct a review and 

deletion analysis on all content he is able to image and gather from Mr. Beardsley's iCloud 

account, except for the web-based email, i.e., email to a Mac or iCloud address. 

Plaintiffs nevertheless requested at oral argument on their motion that an order be entered 

admonishing Mr. Beardsley for unilaterally changing the password to his iCloud account. Ln 

light of the legitimate issue that arose as to scope of collection, and the Neutral's consent to the 

temporary delay in collecting data from that account, the change of password had no adverse 

effect on the progress of the Neutral's investigation. Accordingly, the Special Master declines to 

issue any admonition to Mr. Beardsley or his counsel, as there is no evidence that the iCloud 

password was changed in a bad faith effort to interfere with the Neutral ' s investigation. The 
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1 Special Master nevertheless recommends entry of an order advising all parties and counsel to 

2 work cooperatively in fulfilling the purposes of the Protocol, and to avoid any unilateral actions 

3 to impede or delay or interfere with the Neutral's investigation. 

4 The Special Master recognizes that, in this instance, the Neutral properly exercised his 

5 discretion to permit a brief delay in the collection of data from the iCloud account. The Special 

6 Master also takes this opportunity to note that, pursuant to paragraph 25 of the Neutral Protocol , 

7 the Neutral may at any time contact the Special Master for guidance should issues arise relating 

8 to the conduct of his investigation. 

9 IT IS SO REPORTED AND RECOMMENDED THIS DAY OF NOVEMBER, 2015. 
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